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Introduction

Welcome to the CC Certified in Cybersecurity Cert Guide. Certified in Cybersecurity
is a new certification by ISC2 that enables new entrants to cybersecurity to dem-
onstrate their comprehension of essential technical concepts to employers as they
begin their cybersecurity career. The Certified in Cybersecurity exam is designed to
be vendor-neutral and measures your knowledge of industry-standard technologies
and methodologies. It acts as a great stepping stone to other vendor-specific certi-
fications and careers. We developed this book to be a resource that you can use to
study for the exam and then keep on your bookshelf for later use as a cybersecurity
practitioner.

We’d like to note that covering all security concepts in depth in a single book is

not feasible. However, you aren’t expected to have that level of knowledge for the
Certified in Cybersecurity exam, which is intended to assess a basic level of techni-
cal and governance-related security knowledge. Keep this in mind while reading
through this text, and remember that the main goal of this book is to help you pass
the Certified in Cybersecurity exam, not to be the master of all security. Not just yet
at least!

Good luck as you prepare to take the Certified in Cybersecurity exam. As you read
through this book, you will be building an impenetrable castle of knowledge (rather
like security itself!), which will culminate in the know-how to pass the exam.

Goals and Methods

The number one goal of this book is to help you pass the ISC2 Certified in Cyber-
security exam. To that effect, we have filled this book and practice exams with more
than 200 questions/answers and explanations. The exams are located in Pearson Test
Prep practice test software in a custom test environment. These tests are geared to
check your knowledge and ready you for the real exam.

The ISC2 Certified in Cybersecurity exam involves familiarity with computer secu-
rity theory and hands-on know-how. To aid you in mastering and understanding the
Certified in Cybersecurity objectives, this book uses the following methods:

B Opening topics list: This defines the topics to be covered in the chapter.

® Foundation Topics: The heart of the chapter. The text explains the topics
from a theory-based standpoint, as well as from a hands-on perspective. This
includes in-depth descriptions, tables, and figures that are geared to build your
knowledge so that you can pass the exam. The chapters are broken down into
two or more Foundation Topics sections each.
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m Key Topics: The Key Topic icons indicate important sections, paragraphs,
figures, tables, and lists of information that you should know for the exam.

They are interspersed throughout the chapter and are listed in table format at
the end of the chapter.

® Key Terms: Key terms are emphasized in each chapter and are listed without
definitions at the end of each chapter. See whether you can define them after
you have read the chapter, and then check your work against the complete key
term definitions in the glossary.

B Q&A: These quizzes, and answers with explanations, are meant to gauge your
knowledge of the subjects. If an answer to a question doesn’t come readily to
you, be sure to review that portion of the chapter.

B Practice Exams: There are 200 exams included in the Pearson Test Prep
practice test software. These exams test your knowledge and skills in a realistic
testing environment. Take these after you have read through the entire book.
Master one, then move on to the next. Take any available bonus exams last.

Who Should Read This Book?

This book is intended for anyone who wants to enter the field of cybersecurity or to
cement their knowledge of the basics. We recommend this book to a variety of read-
ers, including those who are preparing for the Certified in Cybersecurity exam and
those who want a reminder of the principles and foundations of cybersecurity.

"This book is also written for those people who intend to study for additional cyber-
security certifications after passing the Certified in Cybersecurity exam. Where
possible, we have elaborated on topics such that these readers would be able to tran-
sition to future studies and expand their comprehension of the subject material.

Because the Certified in Cybersecurity exam is intended for new entrants to the
field who might not have I'T experience, the authors recommend only that you have
an elementary grasp of networking and computer operations (e.g., understand the
basics of operating systems, networks, and password setup) before you begin
Chapter 1. For a deeper exploration of any topic in this book, the authors recom-
mend further study. The focus of this book is to show how the elements of cyberse-
curity weave together into a cohesive whole and to provide a hint of what to expect
upon entrance into the field.
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Certified in Cybersecurity Exam Topics

If you haven’t bookmarked or reviewed the Certified in Cybersecurity exam
objectives, do it now from the ISC2 website: https://www.isc2.org/certifications/
cc/ce-certification-exam-outline. Use the exam objectives list to aid in your studies
while you use this book.

The following two tables are excerpts from the exam objectives document. Table I-1
lists the Certified in Cybersecurity domains and each domain’s percentage of the
exam.

Table I-1 Certified in Cybersecurity Exam Domains

Domain Exam Topic % of Exam

1 Security Principles 26%

2 Business Continuity (BC), Disaster Recovery (DR) & Incident 10%
Response Concepts

3 Access Controls Concepts 22%

4 Network Security 24%

5 Security Operations 18%

The Certified in Cybersecurity domains are then further broken down into
individual objectives.

Table I-2 lists the Certified in Cybersecurity exam objectives and their related
chapters in this book. It does not include the topics listed for each objective, but you
will find those topics listed at the beginning of the corresponding chapter.

Table 1-2 Certified in Cybersecurity Exam Objectives

Objective Chapter(s)
Domain 1: Security Principles

1.1  Understand the security concepts of information assurance 1,8

1.2 Understand the risk management process 2

1.3 Understand security controls 2

1.4 Understand ISC2 Code of Ethics 1

1.5 Understand governance processes 2,10
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Objective Chapter(s)
Domain 2: Business Continuity (BC), Disaster Recovery (DR) & Incidence Response
Concepts

2.1 Understand business continuity (BC) 10

2.2 Understand disaster recovery (DR) 10

2.3 Understand incident response 10
Domain 3: Access Controls Concepts

3.1 Understand physical access controls 4

3.2 Understand logical access controls 5

Domain 4: Network Security

4.1 Understand computer networking 6

4.2 Understand network threats and attacks 3

4.3 Understand network security infrastructure 7

Domain 5: Security Operations

5.1 Understand data security 8,9

5.2 Understand system hardening 9

5.3 Understand best practice security policies 8,9

5.4 Understand security awareness training 9

How to Access the Pearson Test Prep (PTP) App

You have two options for installing and using the Pearson Test Prep application: a
web app and a desktop app. To use the Pearson Test Prep application, start by
accessing the registration code that comes with the book. You can access the code in

these ways:

® You can get your access code by registering the print ISBN 9780138200381
on https://www.pearsonitcertification.com/register. Make sure to use the
print book ISBN, regardless of whether you purchased an eBook or the print
book. After you register the book, your access code will be populated on your
account page under the Registered Products tab. Instructions for how to
redeem the code are available on the book’s companion website by clicking the

Access Bonus Content link.

B Ifyou purchase the Premium Edition eBook and Practice Test directly from the
Pearson I'T" Certification website, the code will be populated on your account
page after purchase. Just log in at https://www.pearsonitcertification.com, click
Account to see details of your account, and click the Digital Purchases tab.
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NOTE After you register your book, your code can always be found in your account
under the Registered Products tab.

Once you have the access code, to find instructions about both the PTP web app
and the desktop app, follow these steps:

Step 1.  Open this book’s companion website as shown on the first page of the
book.

Step 2.  Click the Practice Exams button.

Step 3.  Follow the instructions listed there for both installing the desktop app
and using the web app.

Note that if you want to use the web app only at this point, just navigate to
https://www.pearsontestprep.com, log in using the same credentials used to register
your book or purchase the Premium Edition, and register for this book’s practice
tests using the registration code you just found. The process should take only a
couple of minutes.

Customizing Your Exams

Once you are in the exam settings screen, you can choose to take exams in one of
three modes:

® Study mode: Allows you to fully customize your exams and review answers
as you are taking the exam. This is typically the mode you would use first to
assess your knowledge and identify information gaps.

B Practice Exam mode: Locks certain customization options, as it is presenting
a realistic exam experience. Use this mode when you are preparing to test your
exam readiness.

® Flash Card mode: Strips out the answers and presents you with only the
question stem. This mode is great for late-stage preparation when you really
want to challenge yourself to provide answers without the benefit of seeing
multiple-choice options. This mode will not provide the detailed score reports
that the other two modes will, so you should not use it if you are trying to
identify knowledge gaps.

In addition to these three modes, you will be able to select the source of your
questions. You can choose to take exams that cover all of the chapters or you can
narrow your selection to just a single chapter or the chapters that make up specific
parts in the book. All chapters are selected by default. If you want to narrow your
focus to individual chapters, simply deselect all the chapters and then select only
those on which you wish to focus in the Objectives area.
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You can also select the exam banks on which to focus. Each exam bank comes
complete with a full exam of questions that cover topics in every chapter. You can
have the test engine serve up exams from all banks or just from one individual bank
by selecting the desired banks in the exam bank area.

There are several other customizations you can make to your exam from the exam
settings screen, such as the time of the exam, the number of questions served up,
whether to randomize questions and answers, whether to show the number of cor-
rect answers for multiple-answer questions, or whether to serve up only specific
types of questions. You can also create custom test banks by selecting only questions
that you have marked or questions on which you have added notes.

Updating Your Exams

If you are using the online version of the Pearson Test Prep software, you should al-
ways have access to the latest version of the software as well as the exam data. If you
are using the Windows desktop version, every time you launch the software, it will
check to see if there are any updates to your exam data and automatically download
any changes that were made since the last time you used the software. This requires
that you are connected to the Internet at the time you launch the software.

Sometimes, due to many factors, the exam data might not fully download when you
activate your exam. If you find that figures or exhibits are missing, you might need
to manually update your exams.

"To update a particular exam you have already activated and downloaded, simply
select the Tools tab and click the Update Products button. Again, this is only an issue
with the desktop Windows application.

If you wish to check for updates to the Pearson Test Prep exam engine software,
Windows desktop version, simply select the Tools tab and click the Update Applica-
tion button. This will ensure you are running the latest version of the software engine.
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CHAPTER 3

Threats to Security

Understanding the various types of threats to security will aid you in under-
standing the need for security controls and help you implement more effective
protection measures and mitigation techniques as you enter the cybersecurity
field and land your first role. In this chapter, we will look at the various types
of threats to security and why it’s essential to understand them, common threat
types and mitigations, advanced techniques used by threat actors, and ways to
discover and mitigate vulnerabilities.

This chapter covers the following Certified in Cybersecurity exam objectives:
® 4.2 Understand network threats and attacks

B 4.2a Types of threats (e.g., distributed denial-of-service (DDo$), virus,
worm, 'T'rojan, on-path attack, side-channel)

B 4.2b Identification (e.g., intrusion detection system (IDS), host-based
intrusion detection system (HIDS), network intrusion detection system

(NIDS))

B 4.2¢ Prevention (e.g., antivirus, scans, firewalls, intrusion prevention
system (IPS))

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to decide whether you need
to read this entire chapter or skip to the “Exam Preparation Tasks” section. If
you doubt your selection of answers to these questions or your own assessment
of your knowledge of these topics, you may want to read the entire chapter.
Table 3-1 lists the major headings in this chapter and their corresponding “Do
I Know This Already?” Quiz questions. You can find the answers in Appendix A,
“Answers to the ‘Do I Know This Already?’ Quizzes and Q&A Sections.”

Good luck!
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Table 3-1 “Do | Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions
Threats to Security 1-3
Common Threat Categories 4,5
Network Attacks 6-8
Detection and Mitigation Techniques 9,10
Scanning and Penetration Testing 11,12

CAUTION The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially sure of the
answer, you should mark that question as wrong for purposes of the self-assessment.
Giving yourself credit for an answer you correctly guess skews your self-assessment
results and might provide you with a false sense of security.

1. What s a threat in cybersecurity?
a. A strategy to prevent data theft
b. An event that leads to data destruction only

c. Any circumstance or event with the potential to impact operations,
assets, or individuals through unauthorized access, destruction,
disclosure, or modification of information

d. A way to reduce the time that it takes to investigate security issues

2. How can cybersecurity professionals prepare to defend against threats?
. By ignoring the latest news in the cybersecurity world

a
b. By sharing information with peer organizations

(2]

. By ensuring all systems and devices have no vulnerabilities

o

. By allowing unauthorized access to information and systems

3. What is the purpose of threat intelligence?
a. To encourage data theft and destruction

b. To help cybersecurity professionals and executives make decisions about
potential threats

c. To slow down the investigation of security issues

d. To keep emerging technology concerns around IoT, Al, and some aspects
of the cloud a secret
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4. What is ransomware?
a. Code that runs on computer systems without the user’s knowledge

b. Malicious software designed to disrupt, damage, or gain unauthorized
access to a computer system

c. Standalone, self-replicating malware that causes damage to systems

d. Malicious software that encrypts your data to block access in exchange
for a ransom payment

5. What is the main difference between viruses and worms?

a. Viruses can self-replicate, while worms need a human to execute them on
a system.

b. Viruses spread through the Internet, while worms spread through LANS.

c. Viruses are malware that slows down systems, while worms cause
extensive damage to systems.

d. Viruses need human interaction to be successful, while worms can
self-replicate and spread without human interaction.

6. What is the main difference between a DDoS attack and a regular DoS attack?

a. A DDoS attack floods a system with traffic to multiple compromised
devices, while a regular DoS attack floods one system with traffic to
exhaust resources.

b. A DDoS attack targets routers, switches, and servers, while a regular
DoS attack targets individual devices.

c. A DDoS attack alters data between communicating parties, while a
regular DoS attack intercepts data between communicating parties.

d. A DDoS attack requires physical access to a system, while a DoS attack is
executed remotely.

7. Where are man-in-the-middle (MITM) attacks typically executed?
. Secure and encrypted networks

a
b. Government organizations and military networks

(9]

. In places with insecure Wi-Fi, such as coffee shops or hotels

o

. Internal networks within an organization

8. How do side-channel attacks exploit system vulnerabilities?
a. By intercepting and altering data between communicating parties

b. By flooding a system with traffic through coordinated efforts
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c. By analyzing unintended information leaked by a system’s physical
implementation

d. By gaining physical access to a system’s hardware components

9. What are the two categories of firewalls?
a. Stateful and stateless
b. Network-based and host-based
c. Proxy and packet filtering

d. Next-generation and web application

10. What is the main difference between packet filtering firewalls and web
application firewalls?

a. Packet filtering firewalls inspect data packets based on payload content,
while web application firewalls monitor IP information.

b. Packet filtering firewalls authenticate clients and forward requests to
servers, while web application firewalls authenticate servers and forward
requests to clients.

c. Packet filtering firewalls analyze surface-level data such as IP addresses
and ports, while web application firewalls inspect HT'TP traffic and
protect against web-based attacks.

d. Packet filtering firewalls utilize machine learning and behavior analytics,
while web application firewalls conduct deep packet inspection.

11. What is the purpose of vulnerability scanning in cybersecurity?
a. To exploit vulnerabilities found in an organization’s environment
b. To analyze behaviors on specific endpoints and respond to issues

c. To determine what vulnerabilities an organization has, to prioritize
remediation efforts, and to track progress

d. To apply patches to software to fix vulnerabilities

12. What is the difference between vulnerability scanning and pentesting?

a. Vulnerability scanning is used to exploit vulnerabilities, while pentesting
analyzes behaviors on specific endpoints.

b. Vulnerability scanning doesn’t exploit the vulnerabilities, while
pentesting aims to find and exploit vulnerabilities.
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c. Vulnerability scanning allows teams to test incident response and
detection processes, while pentesting prioritizes remediation efforts.

d. Vulnerability scanning gives a continuous look at what is going on in an
organization, while pentesting is conducted with open-source tools.

13. What is the purpose of regularly updating and patching systems in
cybersecurity?

. "To analyze behaviors on specific endpoints and respond to issues

a
b. To detect and protect against threats using predictive analytics

(2]

. To gain unauthorized access to systems and data

o

. To apply security fixes for vulnerabilities found in the software
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Foundation Topics

Threats to Security

Chapter 2, “Risk Management,” quotes the NIST SP 80-37 Rev. 2 definition of a
threat. NIST provides an alternative but similar definition of #hreat in SP 1800-15:

Any circumstance or event with the potential to adversely impact organizational
operations (including mission, functions, image, or reputation), organizational
assets, or individuals through an information system via unauthorized access,
destruction, disclosure, modification of information, and denial of service. Also, the
potential for a threat source to successfully exploit a particular information system
vulnerability.

Understanding the threats that could impact an organization enables cybersecurity
professionals to develop and implement strategies to help prevent unauthorized
access and harm to data. With cyber threats evolving constantly, professionals
need to be aware of any new tactics and techniques attackers may use to exploit
vulnerabilities in an organization’s environment.

Staying updated with the latest news in the cybersecurity world enables profession-
als to stay one step ahead of threat actors by proactively implementing effective
mitigation and protection measures before these malicious actors exploit any
vulnerabilities, thereby safeguarding their systems and data.

Security breaches occur when threat actors exploit vulnerabilities and gain unau-
thorized access to information, systems, and devices. A breach can significantly
impact organizations and individuals in a variety of ways, such as the destruction
of systems, changes to data, or, even worse, data theft. Understanding how threats
impact an organization helps cybersecurity professionals to better defend their
environments.

Threat intelligence is meant to help cybersecurity professionals and executives make
decisions about threats that may affect them. Threat intelligence companies col-
lect, process, and analyze information about a threat actor’s tactics, techniques, and
procedures (TTPs). This analysis is then disseminated to customers and partners for
use within their threat management programs. This data is shared via Information
Sharing and Analysis Centers (ISACs) and Information Sharing and Analysis Orga-
nizations (ISAQOs), government agencies such as the U.S. Cybersecurity and Infra-
structure Security Agency (CISA), security vendors such as Unit 42 and Recorded
Future, and open-source intelligence tools such as MISP (which formerly stood for
the Malware Information Sharing Project).
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Sharing threat intelligence with peer organizations is vital to protecting the
infrastructure. This information allows security teams to reduce the time it takes

to investigate issues and incidents discovered in their environments. This is also an
excellent way to stay abreast of emerging technology concerns regarding the Inter-
net of Things (IoT), artificial intelligence (Al), and some aspects of the cloud. While
information sharing is essential for collective security, it also presents specific chal-
lenges. For example, organizations might be reluctant to share data from a breach
due to concerns about reputational damage, fearing that disclosing such incidents
could tarnish their image. Additionally, there is a risk of data becoming stale and no
longer relevant over time, which can hinder the effectiveness of shared threat intelli-
gence. However, the more we share, the better prepared we are for a security breach.

Common Threat Categories

Many threats can affect an organization. In this section, we discuss various types of
threats that could potentially and probably have affected an organization you have
engaged with in the past. These include malware and advanced persistent threat
(APT). Let’s dig in!

Malware

NIST SP 800-83 Rev. 1 states that “Malware, also known as malicious code, refers to

a program that is covertly inserted into another program with the intent to destroy
data, run destructive or intrusive programs, or otherwise compromise the confiden-
tiality, integrity, or availability of the victim’s data, applications, or operating system.”
Attackers use malware to gain unauthorized access to system files and other data.
Typically, if your system is infected with malware, you will see an increase in system
crashes, slow response times, and files not opening. There are a variety of different
types of malware, including viruses, worms, Trojans, and ransomware.

Malware is designed specifically to disrupt, damage, or gain unauthorized access
to a computer system. Malware can be downloaded on your system via email, from
URLs you click, or from additional websites you visit. In each case, malware can
damage your entire system, causing you to work overtime to fix the issue.

Viruses

Viruses are some of the most notorious malware variants out there. A virus is a
program that runs on computer systems without the users’ knowledge. If a user or
system executes a compromised file, the virus can spread copies of itself throughout
the network. Viruses utilize system resources to replicate and spread quickly through
a network, which can impact performance and slow systems down.
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NOTE Viruses need some sort of delivery method and human interaction to be
successful. This is different from worms, which can self-replicate.

One of the most dangerous viruses of the Internet era was the Melissa virus, which
provided free credentials to adult websites in 1999 through email and forums. This
virus was spread via Microsoft macros through Word email attachments. When a
user opened an email with a Word attachment, the virus would send copies of itself
to the first 50 contacts in their address book, causing widespread disruption affecting
more than 300 organizations that year. Melissa was able to exploit the trust associ-
ated with opening email attachments proliferating and overwhelming email servers.
Microsoft permanently blocked Internet access to Office macros in 2022.

Worms

Worms are standalone, self-replicating malware that causes significant damage to
an organization’s environment. Worms are typically spread through the Internet or
a local area network (LAN). They will use the resources on the first compromised
system(s) to start reconnaissance on the rest of the network.

Worms can be spread in a variety of ways:

B Phishing emails that are designed to trick the recipient into clicking a link can
spread worms. Typically, phishing, as a form of social engineering, plays on
human behavior. A subtype is spear phishing, which is a more targeted phish-
ing campaign that usually targets executives or other employees higher in the
organizational hierarchy. Phishing emails are regularly used to manipulate
people into divulging information.

B Network access via shared network drives allows worms to spread through those
areas quickly.

® Worms may use security holes and misconfigurations to spread throughout your
organization.

u [ixternal devices such as USB drives and CDs can contain a worm that then
spreads to other systems to cause havoc. To mitigate this risk, organizations
employ data loss prevention (DLP) tools to monitor device use.

The Stuxnet worm, first detected in 2010, spread via USB drives and was mostly
used for cyber warfare. This worm targeted critical industrial control system (ICS)
infrastructure used to control nuclear power plants. This worm was the first of its
kind worldwide, thus changing how we look at security for systems that were not
built with security in mind.
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Trojans

In Greek mythology, the Greeks defeated the city of Troy during the Trojan War

by hiding soldiers in a giant wooden horse left outside the city gates, waiting for the
"Trojans to bring the horse inside to celebrate their apparent victory after the Greeks
had pretended to retreat. The Greek soldiers then emerged from the horse’s belly
and sacked the city. Aptly named for that horse, Trojans operate in the same manner.
Tirojans are malicious programs or software disguised as harmless, useful tools to
trick users into downloading them, after which they exfiltrate data from the system
on which they are installed. Additionally, Trojans are stealthy, can be executed with-
out permission or the user’s knowledge, and serve a specific purpose such as data
theft, remote control, facilitating other attacks, or persistence in the system.

The Trojan named Zeus, first detected in 2007, was designed to steal personal and
financial data from compromised systems. What was unique at the time was that the
hackers used Zeus to rope other systems into a botnet to steal money from major
corporations, causing over $70 million in damages.

Ransomware

Ransomware has been a major threat in the tech space in the past few years, affect-
ing government agencies, healthcare systems, and school systems and causing massive
financial losses to organizations. Ransomware is malicious software that encrypts your
data or systems to block access in exchange for some form of payment to regain access
and decrypt that information, as illustrated in Figure 3-1. Threat actors use ransom-
ware to access high-value data such as financial and intellectual property.

Ransomware can be delivered through various means, such as phishing emails or
software vulnerabilities. It’s important to note that ransomware typically has three
main factors: encryption capabilities, a time limit to pay the ransom, and the ability
to spread across networks.

Let’s discuss two notable ransomware attacks that had very different impacts on
organizations. WannaCry was discovered in 2010 and affected more than 200,000
systems across the globe by spreading through phishing emails and network scan-
ning. WannaCry was able to spread quickly due to vulnerabilities in older versions
of Microsoft software. The motive behind WannaCry was financial gain. Organiza-
tions impacted by WannaCry had to pay the attackers in Bitcoin to have their data
decrypted.
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Ooops, your files have been encrypted!

bitcoin
nccerrrec |

Contact Us

Figure 3-1 Ransomware (Image Credit: Nicescene/Shutterstock)

While WannaCry was for financial gain, the incident at Colonial Pipeline in 2021
caused a disruption of operations up and down the East Coast. This pipeline sup-
plies 45% of the East Coast with fuel. This attack was attributed to the threat group
DarkSide, which demanded that Colonial Pipeline Company pay 75 Bitcoin (worth
approximately $5 million at the time) to access its systems again. The company

paid the ransom and was able to resume operations. The Colonial Pipeline inci-
dent caused gas shortages for almost a week, leading to panic buying, price spikes

in gas, and concerns for national security because the pipeline is considered critical
infrastructure.
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Advanced Persistent Threats

An advanced persistent threat (APT) is a highly sophisticated and targeted attack

conducted by skilled threat actors, typically state-sponsored groups, looking to gain

access to sensitive data or cause a disruption in operations. These threat actors uti-

lize the malware techniques previously described to gain access to systems and wait.

APTs have multiple stages of execution and can go undetected for long periods.
Data exfiltration, intelligence gathering, or other malicious activities can occur
during this time. Initial access for these actors typically is gained either through
phishing or zero-day exploits. Network segmentation and a defense-in-depth
strategy are great ways to protect against AP'T" attacks. Additional detection and
protection measures are discussed throughout this chapter.

Network Attacks

Network attacks pose a significant threat to the security of an organization’s com-
puter network. Threat actors will use various attacks that typically target systems
such as routers, switches, servers, and other devices that data moves through. Let’s
look at three types of attacks that can impact an organization. This is not an
exhaustive list of attacks.

Distributed Denial-of-Service Attack

A distributed denial-of-service (DDoS) attack is a malicious and coordinated effort

by a threat actor to overwhelm a system’s resources. This is achieved by flooding
the system with a high volume of traffic. Unlike a typical denial-of-service (DoS)

attack that only affects one system, a DDoS attack involves multiple systems within a
computer network that are leveraged by the attacker. The main objective of a DDoS

attack is to deny access to legitimate users, causing service disruptions and poten-
tially damaging the reputation of the owner of the targeted system.

One common method employed in DDoS attacks is a botnet, consisting of a network
of Internet-connected devices remotely controlled by the threat actor. These com-
promised devices enable the attacker to distribute the attack traffic across multiple

sources, making mitigating and defending against the attack much more challenging.

The following are common examples of DDoS attacks.

A synchronization (SYN) flood occurs when SYN requests are sent to a system but
not responded to, creating half-open connections. SYN requests are the first part of

the three-way handshake used to establish a connection with a system. By sending
a large number of requests, resources are consumed while waiting for a response,

preventing legitimate users from accessing that resource. We discuss the three-way

handshake in Chapter 6, “Computer Networking Fundamentals.”
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A User Datagram Protocol (UDP) flood is similar to a SYN flood but uses UDP
packets to flood a system and exhaust the resources. UDP is a connectionless
protocol that offers faster delivery but sacrifices reliability because it doesn’t require
delivery confirmation. We discuss UDP in Chapter 6.

A Hypertext Transfer Protocol (HTTP) flood attacks web servers by sending HT'TP
Get and Post requests to the system to exhaust its resources. This application-based

attack targets those systems at Layer 7 of the Open Systems Interconnection (OSI)
model. We discuss the OSI model in Chapter 6.

Man-in-the-Middle Attack

A man-in-the-middle (MITM) attack occurs when a threat actor gains access to
the communication channel between communicating parties and intercepts or alters
the data, tricking victims into thinking they are communicating with each other. The
attacker can now eavesdrop on sensitive information such as passwords, usernames,
or financial data. MI'TM attacks are typically executed in places with insecure Wi-Fi,
such as in coffee shops or hotels, and through spoofed websites. As a note, the phrase
man-in-the-middle is now being replaced by “on path attack.”

Side-Channel Attack

A side-channel attack exploits information leaked unintentionally by a system’s
physical implementation rather than a vulnerability in the software or an algorithm.
By analyzing factors like power consumption or electromagnetic radiation, attack-
ers can deduce sensitive data, such as passwords, without direct access, potentially
compromising security measures. Side-channel attacks can occur in various contexts,
including networks, and target specific devices or protocols. Protection against this
type of attack can include limiting information in error and debugging log messages
or using hardware-based security measures. For example, an attacker can intercept
electromagnetic radiation emitted by a device during the process of entering a pass-
word. By analyzing variations in electromagnetic signals, such as those generated

by keystrokes on a keyboard, the attacker can infer the sequence of characters being
entered. This method allows the attacker to derive the password without directly
accessing the device or obtaining it through traditional means.

Detection and Mitigation Techniques

While 100% prevention of cyberattacks isn’t possible unless a system is isolated
from Internet access, there are measures that organizations can take to help reduce
the likelihood of a successful attack. One of the first documented signature-based
antivirus programs, created in 1987 by Bernd Robert Fix, was used to remove the
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Vienna virus. This virus infected .com files on DOS-based systems. The antivirus
would then only alert on things that it had already seen. As malware and viruses
evolved, antivirus software evolved. Next-generation antivirus (NGAV) protects
against a group of behaviors, using predictive analytics driven by machine learning
(ML) and AI to detect and protect against threats.

Endpoint detection and response (EDR) solutions emerged around 2013, creating
a new category for responding to threats. EDR merged legacy AV capabilities with
Al and ML. This allowed teams to analyze behaviors on specific endpoints (such as
laptops or mobile phones) and respond to issues at any given time.

As the attack surface for organizations expanded and more data was being collected
and processed, extended detection and response (XDR) was born. XDR gives orga-
nizations a look at threats across their entire technology ecosystem, including end-
point, network, and cloud. Organizations now have the ability to respond to threats
and issues in near real time. With XDR sensors on all devices from the perimeter
to the endpoint, security teams can get the full picture of what happened in one
location.

In addition to implementing antivirus software, regularly updating and patching sys-
tems is critical to protecting data. The patches supplied by vendors typically include
security fixes for vulnerabilities found in the software. Not applying patches leaves
systems vulnerable to attacks. Threat actors can use these holes to gain unauthor-
ized access to systems and data, take over all the systems, or launch attacks on other
systems.

Detection Tools

There are many ways to detect and mitigate network-based attacks. One way to do
this is to use an intrusion detection system (IDS). An IDS (hardware or software)
monitors computer network traffic and sends alerts when it detects malicious activ-
ity or unauthorized access to systems as data enters and exits the network, in real
time. An IDS analyzes network traffic, log files, and other data sources to detect
suspicious activity associated with known threats. This is considered a network
intrusion detection system IDS (NIDS). Whereas host-based intrusion detection
system (HIDS) are directly on the host system or endpoint and monitor the traffic
for that specific host vs. the entire network.

"To boost security, organizations can deploy an intrusion prevention system (IPS) within
their network traffic flow. An IPS, whether in hardware or software form, actively
monitors for suspicious activity and blocks it as necessary. When a threat is detected
and blocked, an alert is immediately sent to the system administration for further
investigation.
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These detection and prevention systems add an additional layer of protection when
used along with firewalls.

Firewalls are network security devices that sit at the edge of a network, monitoring
incoming and outgoing traffic to identify and block potential cyber threats based
on predetermined security policies. Hardware or software firewalls act as a barrier
between the internal network and the public Internet. The original firewalls were
designed to inspect data packets as they traversed the network. Over time, firewalls
improved, addressing application vulnerabilities and utilizing machine learning for
advanced detection and prevention.

As illustrated in Figure 3-2, firewalls can be broken up into two categories:

B Host-based firewall: Firewall on the endpoint that protects that specific
device

® Network-based firewall: Firewall on the network that protects the entire
network

Q — Network-Based Firewall Host-Based Firewall

! .

Malicious Traffic

Figure 3-2 Host-Based Versus Network-Based Firewalls

Firewalls come in various types, each with distinct capabilities. Some of these types
include

® Packet filtering firewalls

B Proxy, application-aware firewalls

®m Web application firewalls

B Next-generation firewalls NGFW)

Packet filtering firewalls inspect data packets as they traverse the network based
on a predefined set of rules. These firewalls inspect the surface-level data, such as



Chapter 3: Threats to Security

source and destination IP addresses and ports, to decide whether to allow or drop a
packet. Any packet that fails inspection is dropped. Inspections are based on security
policies and firewall rules similar to the example rule presented in Table 3-2.

Table 3-2 Sample Firewall Rule

Direction Protocol Source Destination  Source Destination Action

Address  Address Port Port
Inbound TCP Any 22.34.145.6 Any 80 Allow
Inbound TCP Any Any Any Any Deny

With most firewalls, the order of the rules matters. Each rule inspects packets until
one proves true. Once an action is taken, no other inspections are done on that
packet. The rule outlined in Table 3-2 will allow incoming traffic to 22.34.145.6
over port 80 while denying all other traffic.

Because packet filtering firewalls inspect only surface-level data, they provide only
basic levels of protection and are easier to bypass.

Packet filtering firewalls can be either of the following types:
m Stateless: Inspect each packet individually

® Stateful: Track connections and use previous data packets to make a final
decision

A proxy, application-aware firewall operates at the application layer of the OSI
model. These devices monitor application traffic between a client and server for
malicious activity based on the content or payload of the packet in addition to the
source and destination IP information.

When a client wants to establish a connection with a server, the proxy firewall first

authenticates the client and then forwards the request to the server on behalf of the
client. This allows the firewall to inspect and filter all traffic between the client and
server, reducing the risk of malicious traffic reaching the server or client.

Web application firewalls (WAFs) are similar to proxy firewalls but are specific to
protecting against web-based server attacks such as SQL (structured query language)
injection and cross-site scripting (XSS). WAFs monitor and filter HTTP traffic
between the web server and the Internet. They offer features such as user-defined
policies, traffic logging and alerting, and rule sets that can be customized to provide
the appropriate level of protection for a specific web application.

Next-generation firewalls (NGFWs) take the detection and protection game a
step further and introduce machine learning (ML) and behavior analytics to allow
or deny traffic. These devices conduct deep packet inspection (DPI) to determine
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whether the packet should be allowed or denied. NGFWs are the most popular
firewall type today and provide various services and features in addition to firewall
services. These services include malware scanning and filtering, network address
translation (NAT) services, advanced threat intelligence, and more.

Individually, all the systems can be utilized during an investigation by reviewing
the logs from each system. These logs can also be sent to a Security Incident and
Event Management (SIEM) platform that enables analysts and engineers to gather
data from all the sources in one location for more efficient and improved security
investigations.

78 Scanning and Penetration Testing

Topic

Scanning an organization’s environment helps the organization to understand what
assets it has, any associated vulnerabilities, and ways to remediate and mitigate those
vulnerabilities. Vulnerability scanning can be done with open-source tools such as
Network Mapper (Nmap) or commercial off-the-shelf (COTS) solutions such as
Rapid7 or Tenable. The purpose of these scans is to examine risks that may affect
the organization continuously. It also helps the organization prioritize remediation
efforts and track progress.

A vulnerability scan differs from a penetration test (often shortened to pentest) in
that vulnerability scans are passive in nature. The scan is looking for open vulner-
abilities that could lead to exploitation. With pentesting, the goal is to test an orga-
nization’s technology and the safeguards currently in place by attempting to exploit
vulnerabilities found during a vulnerability scan. Once a pentest is complete, the
results are shared with the stakeholders for remediation or mitigation. Pentests
also enable teams to test their incident response plans and make changes as needed
before a threat actor enters the scene.

Exam Preparation Tasks

As mentioned in the Introduction, you have a couple of choices for exam prepara-
tion: the exercises here, Chapter 13, “Final Preparation,” and the exam simulation
questions in the Pearson Test Prep Software Online.

Review All Key Topics

Review the most important topics in this chapter, noted with the Key Topics icon in
the outer margin of the page. Table 3-3 lists a reference of these key topics and the
page numbers on which each is found.
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Table 3-3 Key Topics for Chapter 3

Wlld “Key Topic Description Page Number
Element
Section Malware 39
Section Distributed Denial-of-Service Attack 43
Section Detection Tools 45
Paragraph Firewalls and their uses 46
Section Scanning and Penetration Testing 48

Define Key Terms

Define the following key terms from this chapter and check your answers in the
glossary:

tactics, techniques, and procedures (T'T'Ps), malware; virus; worm; Trojan;
ransomware; advanced persistent threat (APT); distributed denial-of-service
(DDoS); synchronization (SYN) flood; User Datagram Protocol (UDP) flood;
Hypertext Transfer Protocol (HT'TP) flood; man-in-the-middle (MITM) attack;
side-channel attack; intrusion detection system (IDS); network intrusion detec-
tion system (NIDS); host-based intrusion detection system (HIDS); intrusion
prevention system (IPS); firewall; packet filtering firewall; proxy, application-
aware firewall; web-application filtering firewall (WAF); next-generation firewall
(NGFW); scanning; penetration test

Q&A

The answers to these questions appear in Appendix A. For more practice with exam
format questions, use the Pearson Test Prep Software Online.

1. Why is threat intelligence sharing important in cybersecurity?

2. What are the key factors contributing to the effectiveness of ransomware as a
cyber threat?

3. What is a distributed denial-of-service (DDoS) attack?

4. What device combines the power of detection and prevention and adds
behavior analytics and machine learning to the mix for improved security?

5. How does a pentest differ from a vulnerability scan?
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DRP (disaster recovery plan), 133
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EDR (endpoint detection and
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cloud deployment, 125
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private, 126-127
public, 125-126
cloud service, 129-130
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presentation layer, 96
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security, 76
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security guard, 63
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NAC (network access control),
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NAT (Network Address Translation), 232
natural access control, 62
natural surveillance, 62
need to know, 74, 232
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network layer (OSI model), 98, 232 NGFW (next-generation firewall),
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attacks, 43. See also attack/s
DDoS (distributed denial-of-
service), 43
detection tools, 45-48
HTTP flood, 44
MITM (man-in-the-middle), 44
side-channel, 44
SYN flood, 43
UDP flood, 44
DiD (defense-in-depth), 119-120
fault tolerance, 117
firewall, 46
next-generation, 47-48
packet filtering, 46-47
proxy, application-aware, 47
rules, 47
web application, 47
infrastructure
DMZ (demilitarized zone), 121
embedded systems, 124
environmental controls, 115-116
fire suppression systems, 116-117
redundancy and high availability, 117
local-area, 90
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personal-area, 89
segmentation, 118-119
type comparison, 93
virtual local area. See VLAN (virtual
local area network)
virtual private, 120, 122-123
VMS (video management system), 64
wide-area, 91-92
wireless, 104
encryption, 105
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standards, 104-105
WEP (Wired Equivalent Privacy), 105
NGAV (next-generation antivirus), 44
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and Technology)

Minimum Security Requirements for
Federal Information and Information
Systems (FIPS Pub. 200), 7,8, 146,
181, 184

A Profile for U.S. Federal Cryptographic
Key Management Systems (SP
800-152), 153

Risk Management Framework
for Information Systems and
Organizations (SP 800-37,
Revision 2),18-19, 22

Security and Privacy Controls for
Information Systems and
Organizations (SP 800-53),
28-29,145

SP 800-83, 39

SP 1800-15, 38
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environmental controls, 62-63
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risk assessment, 19-22, 24-26
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threats, 23
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application layer, 95-96
data link layer, 102-103
network layer, 98
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presentation layer, 96
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transport layer, 97
OTP (one-time password), 147
overwriting, 152

P

PaaS (platform as a service), 130-131, 233
packet, 95, 232
filtering firewall, 46-47
trailer, 237
PAN (personal-area network), 89, 233
partnership, MOU/MOA, 117-118
password, 147
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hashing, 145
manager, 171
one-time, 147
policy, 147-149, 232
protection, 171-172, 233
security, 134
patching/patch management, 45, 164-165
payload, 233
penetration test, 48, 233
permissions, 80
PHI (protected health information), 7,
150
phishing, 40, 41
physical layer, 106, 233
physical security controls, 56
access control, 62
badge systems, 56-59
environmental design, 62-63

gates, 59
barrier, 60-61
bollards, 60-61
turnstiles, 59-60
monitoring, 63
alarm systems, 65
authorized versus unauthorized
personnel, 66
CCTV, 64-65
logs and documentation, 65-66
security guard, 63
SPOE (single point of entry), 63
PII (personally identifiable
information), 150
POC (proof of concept), 134
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167-168
change management, 168-169
data handling, 153
password, 147-149
password protection, 171-172
privacy, 169, 234
security, 120
zero-trust, 77
POLP (principle of least privilege), 58,
74-75,233
port/s, 93,233
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power, sources, 115, 233
PPP (Point-to-Point Protocol), 103
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infrastructure
presentation layer, 96, 233
preventive control, 29
prioritization, risk, 20
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private cloud, 126-127, 234
privilege levels, 74-75
procedures, 193-194, 234
A Profile for U.S. Federal Cryptographic Key
Management Systems (NIST SP
800-152), 153
protocol/s, 94, 234. See also IP (Internet
Protocol)
application layer, 96
data link layer, 103-104
network layer, 98
presentation layer, 96
transport layer, 97
proximity card, 57, 234
proxy, application-aware firewall, 47, 234
public cloud, 125-126, 234

R

ransomware, 20, 23,41, 234
Colonial Pipeline incident, 42
WannaCry, 41, 165

RBAC (role-based access control), 74,

79-80, 235

redundancy, 117, 235

registered ports, 93

regulations, 194-195
cybersecurity, 30
risk, 24

remote access VPN, 122, 235

replication, 190-191
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residual risk, 28

review, risk management, 28

RFID (radio frequency identification),

proximity card, 57

risk, 21, 235
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business, 24

SDLC (Synchronous Data Link Control Protocol) 247

calculating, 19
definition, 18-19
fraud, 24
identification, 23-24, 235
malicious insider, 24
management, 18, 235
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scope, 21-22
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priority, 20, 235
rating, 20-21, 25
reduction/mitigation, 25
regulation, 24
remediation, 20
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Risk Management Framework for
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router, 104, 235
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exchange, 144
RTO (recovery time objective), 189, 234
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S

Saa$S (software as a service), 131-132, 236

scanning, 48, 235

SCAP (Security Content Automation
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security. See also access control; attack/s;
authentication; control/s;
encryption
awareness training, 170, 236
breach, 38
clearance, 58, 77
controls, 18, 28-29
data, 143
DiD (defense-in-depth), 119-120,
199-200
guard, 63, 65, 236
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need to know, 74
POLP (principle of least privilege),
74-75
SOD (segregation of duties), 75-76
metric, 133
models, 76
network infrastructure
environmental controls, 115-116
fire suppression systems, 116-117
microsegmentation, 118-119
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availability, 117
password, 134
physical, 56. See also physical security
controls
access control, 62
badge systems, 56-59
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gates, 59-61
monitoring. See monitoring, physical
security
policy, 120
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threat/s, 19. See also threat/s
advanced persistent, 43
definition, 38
malware, 39
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Security and Privacy Controls for
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infrastructure as a, 130
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social engineering, 170-171, 236
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SPOE (single point of entry), 59, 63
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SSO (single sign-on), 81
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static separation of duties, 80
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subject, 76
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switch, 90
symmetric encryption, 144, 237
SYN flood, 43, 236
system, 21-22
hardening, 162, 236
baselines, 162-163
logging and monitoring, 166-167
patch management, 164-165
system updates and upgrades,
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risk assessment, 19-22
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TCP (Transmission Control Protocol),
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team, incident response, 180
technical controls, 29
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territorial reinforcement, 62
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business continuity plan, 185

failover, 191

penetration, 48, 233

tabletop, 183-184
threat/s, 19, 237

advanced persistent, 43

definition, 38

intelligence, 38-39

malware, 39. See also malware

ransomware, 41-42
"Trojan, 41

vulnerability/ies

virus, 39-40
worm, 40
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time-sharing system, 125
tools
logging and monitoring, 166-167
SIEM (security incident and event
management), 48
trailer, 237
training, 206
security awareness, 170
security guard, 63
transport layer, 97, 237
tree model, 80
"Trojan, 41, 237
turnstiles, 59-60, 237
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UDP (User Datagram Protocol), 97, 237
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updates, 45
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professional profile, 205

system, 165-166
upgrades, system, 165-166
UPS (uninterruptible power supply), 115
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vendor
patching, 45, 164-165
SLA (service-level agreement), 132-133
Vienna virus, 44
virus, 39-40, 44, 237
VLAN (virtual local area network),
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management, 165
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WAF (web application firewall)

w

WAF (web application firewall), 47, 238

WAN (wide-area network), 91-92, 238

WannaCry, 41, 165

WAP (wireless access point), 90

warm site, 190

well-known ports, 93

WEP (Wired Equivalent Privacy), 105

wet and dry chemical fire suppression
systems, 116

Wi-Fi, 104, 238. See also network/s,
wireless

wiping, 152

wireless network

AP (access point), 104

bands, 104
encryption, 105
standards, 104-105
WEP (Wired Equivalent Privacy), 105
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91,238
WNIC (wireless network interface
card), 238
worm, 40, 238

X-Y-Z
XDR (extended detection and response), 45

zero-trust, 77
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