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A B S T R A C T
This white paper explores the evolution, current state, and future trajectory of authentication technologies. Given

the dynamic nature of cyberthreats and the ever-expanding digital ecosystem, authentication is more critical than

ever. Traditional authentication mechanisms such as passwords and PINs are increasingly viewed as insufficient due

to their vulnerability to attacks, complicated by the advent of cloud technologies, proliferation of Internet of Things

(IoT) devices, and heavy reliance on cloud-based storage and processing. This white paper addresses the driving

forces for better authentication mechanisms and explores opportunities for new developments, especially with artificial

intelligence (AI) and quantum computing.
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Introduction
Authentication plays a pivotal role in cybersecurity by

ensuring that access to digital resources is securely

controlled and monitored. The ongoing evolution of

cyberthreats makes the study of advanced authentication

methods crucial for developing more secure and resilient

digital ecosystems. This white paper examines the

effectiveness of current authentication practices and

explores future directions in authentication technologies.

The digital threat landscape has continuously evolved

in step with the growing sophistication of cyberthreats.

In the financial sector, one example of credential theft

was the attack on JP Morgan Chase in 2014, when

hackers gained access to the personal information of 76

million households and 7 million small businesses. That

incident—one of many that could be cited—highlights the

extensive damage that can be caused by the exploitation

of stolen credentials in cybersecurity breaches.1

Moreover, the advent of cloud technologies and the

proliferation of IoT devices have introduced new

challenges in securing authentication processes. The

transition to cloud-based storage and processing

necessitates robust authentication strategies to protect

against threats specific to these environments, such as

unauthorized access to cloud-based data and services.2

Increases in cyberattacks make the need for

robust authentication mechanisms more critical than

ever. Cybersecurity incidents often exploit weak or

stolen credentials, leading to significant financial and

reputational damage for individuals and organizations.

A study by Verizon found that 80% of hacking-related

breaches involved compromised and weak credentials,

underscoring the importance of strong authentication

practices.3 Robust authentication mechanisms not only

prevent unauthorized access but also play a crucial role

in the overall security posture of an organization, enabling

secure transactions, protecting sensitive information, and

maintaining user trust.

Cybersecurity incidents often exploit weak or stolen
credentials, leading to significant financial and
reputational damage for individuals and organizations.

Early Forms of Authentication
Cybersecurity authentication mechanisms have

predominantly been built upon a foundation of

passwords, personal identification numbers (PINs), and

physical tokens. These mechanisms are characterized by

their simplicity and direct approach to securing access.

Passwords and PINs, which are knowledge-based

credentials, depend on the user’s ability to remember and

keep confidential a string of characters or numbers. On

the other hand, the user possesses physical tokens, such

as a security key fob generating one-time passcodes or a

passcard to be inserted into a reader.

While these methods have been widely used because

of their straightforward implementation, they exhibit

significant vulnerabilities, including susceptibility to theft,

loss, or hacking through brute-force attacks or social

engineering methods.4

 
1 Rushe, D.; “JP Morgan Chase Reveals Massive Data Breach Affecting 76m Households,” The Guardian, 3 October 2014, https://www.theguardian.com/

business/2014/oct/02/jp-morgan-76m-households-affected-data-breach
2 Schaffer, J.; Stokes, M.; et al.; “Enabling an Integrated Identity From Disparate Sources,” IBM Journal of Research and Development, November–

December 2012, https://ieeexplore.ieee.org/document/6355654
3 Verizon, “2023 Data Breach Investigations Report: Frequency and Cost of Social Engineering Attacks Skyrocket,” 6 June 2023, https://

www.verizon.com/about/news/2023-data-breach-investigations-report
4 O’Gorman, L.; “Comparing Passwords, Tokens, and Biometrics for User Authentication,” Proceedings of the IEEE, December 2003, https://

ieeexplore.ieee.org/document/1246384

4 EXAMINING AUTHENTICATION IN THE DEEPFAKE ERA

  

© 2024 ISACA. All Rights Reserved.

https://www.theguardian.com/business/2014/oct/02/jp-morgan-76m-households-affected-data-breach
https://www.theguardian.com/business/2014/oct/02/jp-morgan-76m-households-affected-data-breach
https://ieeexplore.ieee.org/document/6355654
https://www.verizon.com/about/news/2023-data-breach-investigations-report
https://www.verizon.com/about/news/2023-data-breach-investigations-report
https://ieeexplore.ieee.org/document/1246384
https://ieeexplore.ieee.org/document/1246384


Passwords: The First, Oldest,
and Riskiest Line of Defense
The concept of passwords dates to ancient times when

they were used as verbal codes to guard secrets or

grant access to restricted areas. Even then, they were a

form of knowledge-based authentication, characterized by

reliance on something the user knows. With the advent

of computer technology in the 20th century, passwords

gained prominence as a digital authentication method.

Initially, passwords were simple, often comprised of

common words or short numeric combinations. However,

as computing power increased, the vulnerability of simple

passwords became apparent, leading to the development

of more sophisticated password policies that required a

mix of characters, numbers, and symbols.

PINs: Simplifying Secure
Access
PINs, which emerged in recent decades as a more

streamlined form of knowledge-based authentication,

were used primarily in banking and personal devices.

The concept was popularized with the introduction of the

automated teller machine (ATM) in the 1960s, providing a

secure and convenient way for users to access their bank

accounts using a card and numeric code or PIN. PINs

offered a balance between security and simplicity, making

them suitable for everyday transactions. However, the

reliance on a typically four-digit code also raised security

concerns, leading to the adoption of additional measures,

such as lockouts after multiple incorrect attempts.

Physical Token: The Tangible
Key
Tokens, another early form of authentication, have been

used for millennia in various forms, from physical keys to

digital codes. Modern security tokens, whether hardware

or software, generate codes that are often used in tandem

with traditional passwords to verify a user’s identity. The

use of synchronous tokens, which generate codes at fixed

intervals, was documented many years ago as a method

to provide a second authentication factor, enhancing

security beyond simple password systems.5

In contrast, physical tokens are possession-based

credentials that the user must have to gain access.

Traditional examples include physical key fobs generating

one-time passcodes and passcards inserted into readers.

However, the evolution of multifactor authentication

(MFA) has expanded the concept of tokens to include

digital or “soft” tokens. These soft tokens can be

applications installed on smartphones or other devices,

which generate time-sensitive codes for user verification.

Evolution and Challenges
While passwords, PINs, and physical tokens laid the

groundwork for modern authentication, each method has

been found to have limitations. Passwords and PINs

are vulnerable to social engineering, phishing, and brute-

force attacks. Physical tokens, while more secure in

some respects, are inconvenient and costly in terms of

distribution and replacement.

The digital age demand for more robust and user-friendly

authentication methods led to modifications in existing

approaches—such as one-time passwords (OTPs) and

hardware tokens—as well as the development of new

methods, including two-factor authentication (2FA), MFA,

biometrics, and cryptographic methods. The newer forms

of authentication were meant to enhance security while

addressing the limitations of their predecessors.

 
5 Okta, “What Is Token-Based Authentication?,” 28 February 2024, https://www.okta.com/identity-101/what-is-token-based-authentication/

5 EXAMINING AUTHENTICATION IN THE DEEPFAKE ERA

  

© 2024 ISACA. All Rights Reserved.

https://www.okta.com/identity-101/what-is-token-based-authentication/


Evolution in Passwords and
Tokens
OTPs, which generate a unique code for each

authentication attempt, offer a layer of security beyond

traditional static passwords. These codes can be

delivered via short message service (SMS), email, or

dedicated OTP hardware tokens. Although OTPs protect

against some forms of attack, they are not immune to

interception or relay attacks, which occur mainly when

they’re transmitted over insecure channels.6

Hardware tokens, such as security keys that implement

protocols like Universal 2nd Factor (U2F), provide a robust

authentication method by requiring the user to possess

a physical device to gain access. While hardware tokens

significantly reduce the risk of remote attacks, they can be

lost or stolen (like any physical token), and their reliance

on physical possession may not be suitable for all users

or scenarios.7

Two-Factor Authentication and
Multifactor Authentication
To address the limitations inherent in single-factor

authentication systems such as passwords, best

practices in cybersecurity have shifted toward

implementing 2FA and MFA. These methods combine

two or more independent credentials: something the user

knows (a password or PIN), something the user has (a

digital token or secure device), and something the user is

(biometrics).

The rationale behind 2FA and MFA is to enhance

security by requiring a potential intruder to compromise

multiple separate mechanisms to gain access. This

layered defense strategy significantly mitigates the risk

of unauthorized access by making it considerably more

challenging for attackers to breach security protocols.8

The concept of MFA gained prominence in the early

21st century as organizations sought to protect against

increasingly sophisticated cyberattacks. The Federal

Financial Institutions Examination Council (FFIEC) issued

guidance on the use of MFA in 2005, marking a significant

push toward its adoption in the banking industry.9

Biometrics
The emergence of biometrics, a system that uses unique

physical or behavioral characteristics for identification,

marks a significant advancement in authentication

technology. Fingerprint recognition, facial recognition, iris

scanning, and voice recognition are among the most

widely used biometric methods. New advances, including

vein pattern recognition and heart rate sensors, provide

even higher security levels and fewer false positives.

The history of biometrics can be traced back to the

19th century; however, its integration into cybersecurity

solutions did not gain momentum until the late 20th and

early 21st centuries.

Biometric authentication offers several advantages

over traditional methods, including the difficulty of

replication or theft and the convenience of not having

to remember passwords or carry physical tokens.

Integrating biometrics into authentication systems

significantly elevates an organization’s security posture

by providing a more accurate and reliable method of

verifying identity. Biometric authentication has found

widespread application in mobile devices, financial

services, and access control systems in secure

environments, underscoring the growing importance of

biometrics in cybersecurity.10

 
6 Liao, I.; Lee, C.; et al.; “A Password Authentication Scheme Over Insecure Networks,” Journal of Computer and System Sciences, 2006, https://doi.org/

10.1016/j.jcss.2005.10.001
7 Crihan, G.; Craciun, M.; et al.; “Hybrid Methods of Authentication in Network Security,” The Annals of “Dunarea de Jos” University of Galati: Fascicle

III, Electrotechnics, Electronics, Automatic Control, Informatics, 21 February 2023, https://www.gup.ugal.ro/ugaljournals/index.php/eeaci/article/view/
5943

8 Trevino, A.; “2FA vs MFA: What’s the Difference?,” Keeper Blog, May 2023, https://www.keepersecurity.com/blog/2023/05/08/2fa-vs-mfa-whats-the-
difference/

9 Federal Financial Institutions Examination Council, “Supplement to Authentication in an Internet Banking Environment,” https://www.ffiec.gov/pdf/
Auth-ITS-Final%206-22-11%20%28FFIEC%20Formated%29.pdf

10 Jain A.; Ross, A.; et al.; “An Introduction to Biometric Recognition,” IEEE Transactions on Circuits and Systems for Video Technology, January 2004,
https://ieeexplore.ieee.org/document/1262027/
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Biometric authentication offers several advantages
over traditional methods, including the difficulty of
replication or theft and the convenience of not having
to remember passwords or carry physical tokens.

Adopting biometrics requires stringent protection of

biometric data to prevent breaches and protect privacy.

Enterprises of all sizes must apply best practices for

biometric data protection, implementing secure storage,

encryption, and access controls. Entities using these

systems should adopt biometric encryption techniques,

which protect the biometric data at the point of

capture, thereby alleviating security and privacy concerns.

Biometric data should be stored in a secure format

and processed in a manner that ensures compliance

with regulations such as the General Data Protection

Regulation (GDPR) or California Consumer Privacy Act

(CCPA).

Understanding a unique challenge of biometric

authentication is crucial: Unlike passwords or tokens,

biometric factors generally cannot be changed if

compromised. For example, a user whose fingerprint or

iris pattern is cloned or stolen cannot simply acquire new

fingerprints or eyes. The immutable nature of biometric

data underscores the necessity for robust protection

measures and highlights the potential risk if such data

is breached.

Behavioral Authentication

Behavioral biometrics is a newer approach that analyzes

unique patterns in user behavior—such as keystroke

dynamics, mouse movements, and navigation patterns—

to provide authentication while the user interacts with

a system. This technology can create a user profile

that is difficult to imitate. It also offers the advantage

of requiring ongoing authentication rather than being

limited to a single verification point, and it adapts to

user behavior over time. Behavioral biometrics is an

emerging methodology, with research expanding on its

potential to enhance security in real-time applications.11

While it does reduce the need for users to perform explicit

authentication actions, challenges remain regarding

accuracy, the potential for false positives and negatives,

and the collection of sensitive behavioral data.12

Deepfake Threats to Biometrics

Deepfake technology, which manipulates and fabricates

visual and audio content with high realism, represents a

rapidly growing cyberthreat capable of causing significant

harm to individuals and enterprises. An alarming example

is the synthetic impersonation of a CEO’s voice used

to authorize a wire transfer of US$220,000 to a

fraudulent account.13 This real-world example underlines

the potential financial and reputational risk created by

convincing deepfakes. Technological progress in this

field has advanced using sophisticated tools such as

DeepFaceLab and Faceswap, as well as advanced AI

techniques. It is increasingly more challenging to detect

falsifications, even when defenders are equipped with

specialized knowledge and tools.

Biometric authentication systems, while highly effective

under many conditions, face significant risk from evolving

deepfake capabilities. As deepfake technologies become

more sophisticated, they can potentially exploit the

vulnerabilities inherent in biometric systems designed

to recognize and authenticate identities based on

individuals’ physical or behavioral characteristics.

For example, a biometric security system could be

spoofed to create misinformation or permit malicious

access to secure environments.14 Figure 1 outlines major

vulnerabilities in biometric systems.

 
11 Gamboa, H.; Fred, A.; “A Behavioral Biometric System Based on Human-Computer Interaction,” Proc. SPIE 5404, Biometric Technology for Human

Identification, 25 August 2004, https://www.spiedigitallibrary.org/conference-proceedings-of-spie/5404/0000/A-behavioral-biometric-system-based-
on-human-computer-interaction/10.1117/12.542625.short

12 Upadhyaya, S.; “Continuous Authentication Using Behavioral Biometrics,” IWSPA ’17: Proceedings of the 3rd ACM on International Workshop on Security
And Privacy Analytics, March 2017, https://doi.org/10.1145/3041008.3041019

13 Hernandez, J.; “That Panicky Call From a Relative? It Could Be a Thief Using a Voice Clone, FTC Warns,” NPR, March 2023, https://www.npr.org/
2023/03/22/1165448073/voice-clones-ai-scams-ftc

14 Yaw, A.; “Fake Is Fake – Whether Deep or Shallow,” Biometric Spoofing and Deepfake Detection, Research Nexus in IT, Law, Cyber Security & Forensics,
2022, https://doi.org/10.22624/aims/crp-bk3-p45
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FIGURE 1: Deepfake-Related Risk to Biometrics

Risk Description
Spoofing Attacks Deepfakes enable more advanced spoofing attacks, in which false biometrics are presented to security

systems. This is not limited to creating a false match but can extend to creating biometric data convincing
enough to pass higher levels of security scrutiny. For example, researchers have demonstrated how facial
recognition systems can be fooled using deepfake imagery miming facial expressions, aging, and other subtle
characteristics of previously reliable identity markers.

Evasion Techniques Deepfakes can be used to evade detection in systems that monitor for unauthorized access or anomalous
behaviors. By generating a deepfake image or video that mimics legitimate user behaviors, attackers can avoid
triggering security alerts activated by unusual activity.

Template Blending Advanced deepfake techniques can blend biometric features from multiple individuals to create a new identity
that passes biometric verification checks without matching any individual on file. This method could be
particularly problematic for systems in which biometric data is used for identity verification across multiple
platforms, such as international travel or banking.

Manipulation of Biometric Data
Storage

If attackers gain access to biometric databases, they could potentially manipulate biometric data directly,
replacing legitimate biometric data with deepfake-generated data. This could allow a wide range of fraudulent
activities to be carried out without immediate detection.

Scale and Accessibility of Attacks The tools used to create deepfakes are becoming more accessible and require less technical expertise,
lowering the barriers for carrying out sophisticated biometric spoofing attacks. This increases the risk that a
wider array of cybercriminals will use deepfake technology to undermine biometric security measures.

Cybersecurity Implications

The susceptibility of biometric systems to deepfake

manipulations has several critical implications for

cybersecurity.

• Increased Risk of Unauthorized Access—Unauthorized access

becomes more feasible with deepfakes, potentially leading to

significant security breaches, data theft, and the spread of

misinformation.

• Erosion of Trust in Biometric Technologies—Frequent breaches

and failures could lead to a loss of trust in biometric

technologies among users and institutions, potentially rolling

back advancements in cybersecurity.

• Need for Enhanced Detection and Response—Cybersecurity

systems must evolve to not only detect traditional forms of

spoofing but also identify and mitigate attacks carried out using

deepfake technology. This includes developing new forms of

“deepfake-aware” AI to spot inconsistencies or anomalies that

human reviewers might miss.

• Regulatory and Ethical Challenges—Biometric systems are

integral to identity verification in sensitive areas, and the use

of deepfakes raises significant ethical and legal questions,

particularly concerning privacy, consent, and the security of

personal biometric data.

Addressing these challenges requires a concerted

effort from researchers, cybersecurity professionals, and

policymakers to strengthen the resilience of biometric

systems against AI-related threats. Such efforts are

crucial to ensure that security systems can keep

pace with rapid advancements in both adversarial and

defensive AI technologies.

Modern Authentication
Shortcomings
Despite advancements, current authentication methods

are subject to several challenges and vulnerabilities.

Phishing attacks, for instance, can deceive users into

providing their authentication credentials to malicious

actors.

Social engineering tactics can exploit human factors

to bypass security measures. Also, increasingly

sophisticated cyberattacks such as replay attacks, man

in the middle (MitM) attacks, and credential stuffing

continue to pose significant threats to even the most

advanced authentication technologies. The security of

authentication systems is further complicated by the

need to balance stringent security measures with user

convenience and privacy concerns.15

The security of authentication systems is further
complicated by the need to balance stringent security
measures with user convenience and privacy concerns.

 
15 Singh, A.; Kumar, S.; et al.; “Survey and analysis of Modern Authentication System,” 2016 International Conference on Accessibility to Digital World

(ICADW), 2016, https://doi.org/10.1109/ICADW.2016.7942512
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Advancements in Authentication
As authentication technologies continue to evolve, AI

is often incorporated to improve security and user

convenience. Emerging trends—such as passwordless

authentication systems, the integration of blockchain

technology, and strides in quantum computing—are

reshaping how authentication is conceptualized and

implemented. Emerging technologies represent the

forefront of authentication methods, with the goal of

balancing the dual needs of robust security and ease of

use in an increasingly digital-first world.

Passwordless Authentication
Systems
Passwordless authentication systems are gaining traction

as a secure and convenient alternative to traditional

password-based authentication. Through a variety of

methods—including biometric verification, security tokens,

SMS codes, or email links—these systems eliminate

the need for users to remember and manage complex

passwords.

The prevalence of phishing attacks has grown

significantly over recent years, and it has become

apparent that not all MFA is the same. The US General

Services Administration published the “Phishing-Resistant

Authenticator Playbook” to highlight the differences

and recommend phishing-resistant alternatives when

implementing MFA.16

Emerging Technologies
The future of authentication methods is expected to

be significantly influenced by advances in AI, quantum

cryptography, and blockchain technologies.

Artificial Intelligence Within Authentication

AI has emerged as a game-changer in the authentication

field, with the potential to revolutionize how it is

performed with adaptive and predictive technologies.

Indeed, the intersection of AI and authentication

represents a dynamic area of research and application

within cybersecurity, promising enhanced security

mechanisms and seamless verification processes—and

suggesting a future when security is both more robust

and more user-friendly.17

AI is powerful for this purpose, thanks to its capability to

apply sophisticated pattern recognition to vast datasets,

enabling anomaly detection, adaptive authentication, and

real-time risk assessment. AI algorithms, particularly

those based on machine learning, deep learning, and

neural networks, can identify anomalies and suspicious

patterns that human operators might miss.

Besides the considerable advantages of adaptive

authentication (discussed in the next section), research

highlights AI’s potential to enhance the accuracy and

reliability of biometric authentication systems.18 Also,

anomaly detection applied to network traffic may

better identify unusual login attempts or authentication

requests, serving as a preventive measure against fraud.19

AI-Driven Adaptive Authentication and Risk-Based

Authentication Strategies

One of the critical contributions of AI in this domain is the

development of adaptive systems that dynamically adjust

authentication requirements based on the perceived level

of risk. These systems can analyze a wide range of

variables in real time to learn the typical behavioral

16 IDManagement, “Phishing-Resistant Authenticator Playbook,” https://www.idmanagement.gov/playbooks/altauthn
17 Qiu, X.; Du, Z.; et al.; “Artificial Intelligence-Based Security Authentication: Applications in Wireless Multimedia Networks,” IEEE Access, 28 November

2019, https://ieeexplore.ieee.org/document/8917569
18 Hadid, A.; Heikkila, J.; et al.; “Face and Eye Detection for Person Authentication in Mobile Phones,” 2007 First ACM/IEEE International Conference on

Distributed Smart Cameras, 2007, https://ieeexplore.ieee.org/document/4357512
19 Liu, Q.; Li, P.; et al.; “A Survey on Security Threats and Defensive Techniques of Machine Learning: A Data Driven View,” IEEE Access, 13 February 2018,

https://ieeexplore.ieee.org/document/8290925
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patterns of users, such as the time of day they usually log

in, their geolocation data, the device they use, and even

their typing pattern.

One of the critical contributions of AI in this domain is
the development of adaptive systems that dynamically
adjust authentication requirements based on the
perceived level of risk.

Any deviations can trigger an alert, prompting the system

to assess the risk associated with a login attempt

and adapt the authentication requirements accordingly—

for example, by requiring further verification, such as

biometric validation or an OTP, before granting access.

This application of AI thus enhances system security

by adding a dynamic layer that adapts to each user’s

behavior, making it more difficult for attackers to gain

unauthorized access.20

The advantage of AI-driven adaptive and risk-based

authentication is that it makes the authentication process

more secure and user-friendly. Users are only required to

provide additional credentials when necessary, reducing

friction while still maintaining a high level of security.

From a broader perspective, this approach also helps

protect against sophisticated cyberattacks by adding an

unpredictable element to the authentication process that

is difficult for attackers to bypass.21

Risk Associated With AI in Authentication

Despite their promising advancements in authentication,

integrating AI technologies is not without challenges

and concerns. AI systems may be manipulated through

adversarial attacks in which attackers craft inputs that

cause the AI to make incorrect decisions or reveal

sensitive information. This vulnerability underscores

the need for robust AI models to withstand such

manipulations.

Additionally, using AI in authentication raises ethical

and privacy concerns. One primary concern is the

collection and storage of personal data, particularly

biometric data, which, if compromised, cannot be easily

changed like passwords or tokens. Furthermore, using

AI in authentication involves processing vast amounts

of personal data to train the algorithms. This raises

questions about consent, data protection, and the

potential for surveillance. The balance between enhancing

security and ensuring user privacy is crucial when

deploying AI-driven authentication systems.

Moreover, reliance on AI for authentication necessitates

constant updates and training to adapt to new

cybersecurity threats, requiring ongoing investment in

resources and expertise. The complexity of AI systems

introduces challenges in transparency and explainability,

making it difficult for enterprises and regulators to

understand how authentication decisions are made.

There is also the risk of bias in AI algorithms if

the training data is not representative, which could

lead to unfair treatment of certain groups of users.

It is essential for organizations implementing AI in

authentication systems to address these ethical, privacy,

and fairness concerns. This includes implementing robust

data protection measures, ensuring transparency in how

the AI algorithms work, and providing users with control

over their data.22

Blockchain Within Authentication

Blockchain presents a novel approach to authentication.

Cybersecurity technology developers are increasingly

exploring its use for authentication because of its

decentralized nature, which can enable a more secure and

tamperproof system for managing digital identities.

Blockchain functions as a decentralized ledger that

records transactions across many computers in a

way that prevents the transactions from being altered

 
20 Qiu; et al.; “Artificial Intelligence-Based Security Authentication”
21 Mohanalakshmi, M.; “Artificial Intelligence Based Authentication for Mobile Device,” SSRN, 26 June 2020, https://papers.ssrn.com/sol3/papers.cfm?

abstract_id=3636240
22 Jammimanu, R.; Joel, G.; et al.; “Secured Web Application Using Artificial Intelligence With Enhanced Methodology,” 2023 International Conference on

Inventive Computation Technologies (ICICT), 25 April 2023, https://ieeexplore.ieee.org/document/10134123
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retroactively. When applied to authentication processes,

this characteristic introduces a level of security and trust

unattainable with centralized systems.

Blockchain’s ability to maintain a decentralized and

immutable ledger of transactions makes it an

attractive option for authenticating user activities

without centralized authority. Among other things, it

has the potential to disrupt the market for traditional

authentication and identity verification systems.23

Most importantly, this approach enhances security,

transparency, and user control over personal data.

One notable application is creating self-sovereign

identities (SSIs) that allow users to control and

share their identity information selectively. SSIs and

distributed ledgers offer a revolutionary approach to

strengthening authentication protocols. This innovation

can significantly mitigate the exploitation risk associated

with traditional authentication systems in enterprises. By

leveraging the inherent security features of blockchain—

especially decentralization, transparency, and immutability

—organizations can enhance their defense against

cyberthreats and authentication fraud.

SSIs and distributed ledgers offer a revolutionary
approach to strengthening authentication protocols.

Integrating blockchain with quantum-resistant algorithms

enables the creation of secure digital identities and

authentication protocols that are robust defenses against

both classical and quantum attacks. This could redefine

authentication processes, providing a level of security that

is deeply integrated with the infrastructure of the Internet

and IoT devices.24

Combating Authentication Exploitation With Blockchain

Blockchain’s decentralized nature means there is no

single point of failure, making it significantly harder for

attackers to exploit authentication systems. In an SSI

model, identity verification no longer requires revealing

all personal information to authenticate; instead, verifiable

credentials can be shared selectively. This minimizes the

amount of data exposed during authentication, reducing

the potential for data breaches and identity theft.

Blockchain creates an immutable audit trail of all

transactions, including authentication attempts. This

feature allows organizations to detect and investigate

unauthorized access attempts more effectively. By

maintaining a tamper-proof log of activities, businesses

can enhance their forensic capabilities in identifying the

source of a breach, thereby strengthening their overall

security posture.

The distributed ledger technology also enables

interoperability among different systems and

organizations, allowing seamless platform authentication

without duplicate accounts or credentials. This not only

improves the user experience by reducing friction but

also limits the number of attack vectors available to

cybercriminals, as users no longer need to manage

multiple usernames and passwords that could be

compromised.

Smart Contracts

Blockchain enables the use of smart contracts—self-

executing contracts with the terms of the agreement

directly written into code. Smart contracts can

enhance authentication mechanisms by automating

the authentication process and reducing human error

associated with insider threats.

Using this approach, organizations can ensure consistent

and secure access control by automating routine

authentication checks with predefined rules and

conditions.

Automating Access Control

Smart contracts can automate the access control

process, granting or revoking permissions based on

predefined criteria. For instance, access to certain digital

assets or systems can be contingent on verifying the

user’s identity, the time of access request, or the

completion of specific actions.
 
23 Kuperberg, M.; “Blockchain-Based Identity Management: A Survey From the Enterprise and Ecosystem Perspective,”

IEEE Transactions on Engineering Management, August 2019, https://www.researchgate.net/publication/335077636_Blockchain-
Based_Identity_Management_A_Survey_From_the_Enterprise_and_Ecosystem_Perspective

24 Alghamdi, S.; Almuhammadi, S.; “The Future of Cryptocurrency Blockchains in the Quantum Era,” 2021 IEEE International Conference on Blockchain, 30
November 2021, https://doi.org/10.1109/Blockchain53845.2021.00082
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By encoding these rules into a smart contract, businesses

can ensure that access control policies are enforced

consistently and without human intervention, reducing the

potential for errors or manipulation.

Dynamic Identity Verification

Smart contracts facilitate dynamic and context-aware

identity verification processes. They can adjust the

authentication requirements based on the context of

access, such as the sensitivity of the data being accessed

or the risk profile of the transaction. For example,

accessing financial records might require more stringent

authentication than viewing public company information.

Smart contracts can automatically manage these varying

authentication requirements, enhancing security while

maintaining user convenience.

Decentralized Authentication

By leveraging blockchain technology, smart contracts

enable decentralized authentication, with the

authentication process distributed across multiple nodes

in the blockchain network. This approach eliminates

reliance on a central authority for identity verification,

reducing the risk of single points of failure and offering

a more resilient authentication mechanism.

Decentralized authentication also makes it more difficult

for attackers to compromise the system, as they must

breach multiple nodes simultaneously.

Credential Management

Smart contracts offer a secure and efficient method for

managing digital credentials and permissions. They can

automatically issue, renew, or revoke digital certificates

and tokens based on specific criteria encoded in the

contract.

This automated approach simplifies the administration of

digital identities, reducing the workload on IT departments

and minimizing the risk of unauthorized access due to

outdated or improperly managed credentials.

Compliance and Auditability

The immutable nature of blockchain and the transparency

of smart contracts make these tools ideal for ensuring

compliance with regulatory requirements related to

authentication and access control.

Every transaction and authentication attempt are

recorded on the blockchain, providing an immutable trail

that auditors or regulatory bodies can review to assess an

entity’s compliance.

Quantum Computing Within Authentication

Quantum computing represents a paradigm shift in

computational capabilities, leveraging the principles of

quantum mechanics to perform complex calculations at

speeds unattainable by classical computers. Because of

this, it poses both a challenge and an opportunity for

authentication technologies.

On one hand, its potential to break current cryptographic

methods, such as RSA and ECC, threatens today’s digital

security infrastructure, including authentication systems.

On the other hand, it can facilitate secure communication

that is theoretically immune to eavesdropping, thanks to

new, virtually unbreakable cryptographic algorithms based

on quantum key distribution (QKD).

Using QKD, two parties can produce a shared random

secret key known only to them, which can then be used

to encrypt and decrypt messages. This offers the promise

of unconditionally secure communication that is resistant

even to quantum computing power.25

As quantum computing becomes more accessible and

more powerful, its impact on authentication methods will

likely grow, necessitating a broad reevaluation of current

security protocols and the development of quantum-

resistant cryptographic solutions.

Figure 2 details specific quantum computing

technologies that impact authentication methods and

how they can be applied to ensure robust security in the

nascent quantum era.

 
25 Kiktenko, E.; Pozhar, N.; et al.; “Quantum-Secured blockchain,” Quantum Science and Technology, 31 May 2018, https://doi.org/10.1088/2058-9565/

aabc6b
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FIGURE 2: Quantum Computing Technologies

Technology Description Application
Quantum Key
Distribution (QKD)

A secure communication method that uses quantum mechanics
to generate and share encryption keys between parties. Unlike
traditional encryption, which can be vulnerable to brute-force
attacks by quantum computers, QKD is theoretically secure even
in the face of such attacks. It leverages the quantum principle that
observing a quantum state inherently alters it. This means any
attempt at eavesdropping can be detected, as it would change the
state of the quantum bits (qubits) used in the key.

QKD can be integrated into secure communication channels to
transmit authentication credentials. Financial institutions, military
communications, and critical infrastructure can benefit from QKD
by ensuring that the exchange of authentication keys remains
secure against quantum attacks.

Post-Quantum
Cryptography (PQC)

Cryptographic algorithms believed to be secure against an
attack by a quantum computer. PQC algorithms, such as lattice-
based cryptography, hash-based cryptography, and multivariate
polynomial cryptography, are designed to work on classical
computers but are resistant to the types of calculations at which
quantum computers excel.

PQC can be used to secure digital signatures, a fundamental
component of many authentication protocols. By implementing
PQC for digital signatures, organizations can ensure that their
authentication processes remain secure even when quantum
computers become capable of breaking current encryption
methods.

Quantum Random
Number Generator
(QRNG)

Takes advantage of the inherent unpredictability of quantum
mechanics to generate truly random numbers, which are crucial
for creating secure cryptographic keys. Classical RNGs, by
contrast, often produce pseudo-random numbers that could be
predicted, given enough computational power.

QRNGs can enhance the security of authentication methods
by providing a source of truly random numbers for generating
cryptographic keys. This application is especially relevant in
multifactor authentication systems, in which the security of one-
time passwords or other authentication factors relies on the
unpredictability of the underlying random number generation
process.

Quantum-Secure
Direct
Communication
(QSDC)

An extension of QKD that enables the direct transmission of
secure messages without needing a shared key. QSDC uses
quantum entanglement and the no-cloning principle, which states
that it is impossible to create an identical copy of an arbitrary
unknown quantum state, to ensure the secure delivery of
messages.

QSDC could revolutionize authentication protocols by allowing the
direct and secure authentication of data transmission between
parties without the intermediate step of exchanging keys. This
technology could be instrumental in scenarios requiring high levels
of security and immediacy, such as diplomatic communications or
emergency access to secure facilities.

The convergence of AI and quantum computing

represents another frontier in cybersecurity

authentication. AI can process and analyze vast amounts

of data to detect anomalies or patterns indicative

of fraudulent access attempts, which enhances the

effectiveness of authentication mechanisms.

In this context, quantum computing introduces both

opportunities and challenges. Research into integrating AI

with quantum computing is underway, with the intent to

create highly secure, efficient authentication systems that

leverage the strengths of both technologies.26

Authentication Challenges Involving Quantum
and Blockchain

The potential of quantum computing to break the

encryption upon which much of the world’s cybersecurity

infrastructure depends dictates the development of new

cryptographic methods that are secure against quantum

attacks. This is critical for ensuring the future security

of the Internet and emerging technologies including IoT,

blockchain, and more.27

Blockchain technologies, while providing robust

mechanisms for ensuring the integrity and nonrepudiation

of transactions, face challenges in the quantum era.

Quantum attacks could compromise the cryptographic

hash functions and digital signatures used in blockchain,

posing risk to the security and trustworthiness of

blockchain-based systems.

To mitigate this risk, research into quantum-resistant

blockchains is ongoing, focusing on developing new

protocols and algorithms that retain the advantages

of blockchain technology while being secure against

quantum computing threats.28

 
26 Chen, Y.; Zhang, Q.; et al.; “An Integrated Space-to-Ground Quantum Communication Network Over 4,600 Kilometres,” Nature, 6 January 2021, https://

www.nature.com/articles/s41586-020-03093-8
27 Abuarqoub, A.; “Security Challenges Posed by Quantum Computing on Emerging Technologies,” Proceedings of the 4th International Conference on

Future Networks and Distributed Systems, November 2020, https://doi.org/10.1145/3440749.3442651
28 Fernández-Carames, T.; “From Pre-Quantum to Post-Quantum IoT Security: A Survey on Quantum-Resistant Cryptosystems for the Internet of Things,”

IEEE Internet of Things Journal, July 2020, https://doi.org/10.1109/JIOT.2019.2958788
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Future Directions
As authentication technologies evolve, so too do the

challenges. The increasing sophistication of cyberattacks

requires continuous innovation in authentication

methods. Privacy concerns, particularly around biometric

data, necessitate the development of secure storage and

processing techniques to protect sensitive information.

Potential solutions to these challenges include:

• The development of more sophisticated AI algorithms for real-

time threat detection

• The use of blockchain for secure, decentralized identity

management

• The advancement of quantum-resistant cryptographic methods

Furthermore, continuous authentication, which monitors

user behavior throughout a session, offers a dynamic

approach to security that can adapt to potential threats

in real time. The integration of AI (including machine

learning) and quantum computing in authentication

is expected to lead to more personalized, adaptive

authentication methods. These technologies could enable

the creation of authentication systems that learn and

evolve, offering enhanced security with minimal user

friction.

Furthermore, continuous authentication, which monitors
user behavior throughout a session, offers a dynamic
approach to security that can adapt to potential threats
in real time.

Another promising area is biometrics in ambient

intelligence, such as the analysis of interaction behaviors.

This approach could redefine the balance between

security and convenience in authentication practices by

providing continuous authentication without requiring

explicit user actions.

Conclusion
The ongoing evolution of authentication methods is a

testament to the cybersecurity community’s relentless

drive to fortify digital assets against unauthorized access

and breaches.

Emerging technologies, including AI, quantum computing

and blockchain, coupled with advancements in

biometrics, are set to influence the future

of authentication dramatically. Integrating AI into

authentication processes represents a significant leap

forward, offering sophisticated, adaptable solutions to

assess risk and adjust authentication requirements

dynamically in real time.

Quantum computing and blockchain technology

are poised to introduce new paradigms in

secure authentication, leading to quantum-resistant

cryptographic solutions and decentralized identity

verification mechanisms. Meanwhile, biometric

authentication methods, which are already in wide

use, are expected to become still more sophisticated,

incorporating multimodal measures that combine several

biological or behavioral traits to authenticate identity with

even higher accuracy and security.29

The advancement in authentication is expected to closely

align with zero-trust architecture, emphasizing continuous

verification of user identities and the security postures of

their devices.

The authentication technologies mentioned in this white

paper offer new ways to enhance security, improve

user convenience, and reduce the risk of fraud. These

developments will ensure that authentication strategies

 
29 Jain, A.; Ross, A.; et al.; “Biometrics: A Tool for Information Security,” IEEE Transactions on Information Forensics and Security, June 2006, https://

ieeexplore.ieee.org/abstract/document/1634356
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remain effective against increasingly sophisticated

cyberattacks while adhering to the stringent security

mandates of zero-trust frameworks.30 Looking ahead,

continuous innovation in authentication technologies will

be paramount for safeguarding the digital ecosystem in

an ever-evolving landscape of cyberthreats.

 
30 Alghamdi and Almuhammadi; “The Future of Cryptocurrency Blockchains”

15 EXAMINING AUTHENTICATION IN THE DEEPFAKE ERA

  

© 2024 ISACA. All Rights Reserved.



Chase C. Cunningham, Ph.D.

VP of Security Market Research at G2,
Host of Dr. Zero Trust Podcast, USA

Expert Reviewers
Larisa Gabudeanu

CISA, CISM, CRISC, CDPSE

Romania

Kenneth Myers, DSc

CISA, CISM, CDPSE

Blue Falcon Cobra, USA

Steven Sim

CISA, CISM, CGEIT, CRISC, CDPSE

Singapore

Pierre Sasseville

CISA, CISM

Canada

Thales Fernandea

CISM, CGEIT, CISSP

Spain

John De Santis, Chair

Former Chairman and Chief Executive
Officer, HyTrust, Inc., USA

Brennan P. Baybeck, Vice-Chair

CISA, CISM, CRISC, CISSP

Senior Vice President and Chief
Information Security Officer for
Customer Services, Oracle Corporation,
USA

Stephen Gilfus

Managing Director, Oversight Ventures
LLC, Chairman, Gilfus Education Group
and Founder, Blackboard Inc., USA

Niel Harper

CISA, CRISC, CDPSE, CISSP, NACD.DC

Former Chief Information Security
Officer, United Nations Office for Project
Services (UNOPS), USA

Gabriela Hernandez-Cardoso

NACD.DC

Independent Board Member, Mexico

Jason Lau

CISA, CISM, CGEIT, CRISC, CDPSE, CIPM,
CIPP/E, CIPT, CISSP, FIP, HCISPP

Chief Information Security Officer,
Crypto.com, Singapore

Massimo Migliuolo

Independent Director, Former Chief
Executive Officer and Executive Director,
VADS Berhad Telekom, Malaysia

Maureen O’Connell

NACD.DC

Board Chair, Acacia Research (NASDAQ),
Former Chief Financial Officer and Chief
Administration Officer, Scholastic, Inc.,
USA

Erik Prusch

Chief Executive Officer, ISACA, USA

Asaf Weisberg

CISA, CISM, CGEIT, CRISC, CDPSE, CSX-P

Chief Executive Officer, introSight Ltd.,
Israel

16 EXAMINING AUTHENTICATION IN THE DEEPFAKE ERA

Acknowledgments
Lead Developer  Board of Directors

Pamela Nigro

ISACA Board Chair 2022-2023

CISA, CGEIT, CRISC, CDPSE, CRMA 

Vice President, Security, Medecision, USA

Gregory Touhill

ISACA Board Chair 2021-2022

CISM, CISSP

Director of the CERT Division at Carnegie 
Mellon University’s Software Engineering 
Institute, USA

Tracey Dedrick

ISACA Board Chair, 2020-2021

Former Chief Risk Officer, Hudson City 
Bancorp, USA

© 2024 ISACA. All Rights Reserved.



About ISACA
ISACA® (www.isaca.org) is a global community advancing individuals and

organizations in their pursuit of digital trust. For more than 50 years, ISACA

has equipped individuals and enterprises with the knowledge, credentials,

education, training and community to progress their careers, transform their

organizations, and build a more trusted and ethical digital world. ISACA is a

global professional association and learning organization that leverages the

expertise of its 180,000+ members who work in digital trust fields such as

information security, governance, assurance, risk, privacy and quality. It has

a presence in 188 countries, including 225 chapters worldwide. Through the

ISACA Foundation, ISACA supports IT education and career pathways for

underresourced and underrepresented populations.

DISCLAIMER

ISACA has designed and created Examining Authentication in the Deepfake

Era (the “Work”) primarily as an educational resource for professionals. ISACA

makes no claim that use of any of the Work will assure a successful outcome.

The Work should not be considered inclusive of all proper information,

procedures and tests or exclusive of other information, procedures and tests

that are reasonably directed to obtaining the same results. In determining

the propriety of any specific information, procedure or test, professionals

should apply their own professional judgment to the specific circumstances

presented by the particular systems or information technology environment.

RESERVATION OF RIGHTS

© 2024 ISACA. All rights reserved.

 

1700 E. Golf Road, Suite 400
Schaumburg, IL 60173, USA

Phone: +1.847.660.5505

Fax: +1.847.253.1755

Support: support.isaca.org

Website: www.isaca.org

Participate in the ISACA Online
Forums:
https://engage.isaca.org/onlineforums

X: www.x.com/ISACANews

LinkedIn:
www.linkedin.com/company/isaca

Facebook:
www.facebook.com/ISACAGlobal

Instagram:
www.instagram.com/isacanews/

17 EXAMINING AUTHENTICATION IN THE DEEPFAKE ERA

Examining Authentication in the Deepfake Era

© 2024 ISACA. All Rights Reserved.

https://www.isaca.org
http://support.isaca.org
http://www.isaca.org
https://engage.isaca.org/onlineforums
http://www.x.com/ISACANews
http://www.linkedin.com/company/isaca
http://www.facebook.com/ISACAGlobal
http://www.instagram.com/isacanews/

	Contents
	Abstract
	Introduction
	Early Forms of Authentication
	Passwords: The First, Oldest, and Riskiest Line of Defense
	PINs: Simplifying Secure Access
	Physical Token: The Tangible Key

	Evolution and Challenges
	Evolution in Passwords and Tokens
	Two-Factor Authentication and Multifactor Authentication
	Biometrics
	Behavioral Authentication
	Deepfake Threats to Biometrics
	Cybersecurity Implications

	Modern Authentication Shortcomings

	Advancements in Authentication
	Passwordless Authentication Systems
	Emerging Technologies
	Artificial Intelligence Within Authentication
	Blockchain Within Authentication
	Quantum Computing Within Authentication
	Authentication Challenges Involving Quantum and Blockchain


	Future Directions
	Conclusion
	Acknowledgments
	About ISACA
	DISCLAIMER




