CIS

 Certified Information
A Systemg Auditor®

T
An ISACA® Certification

CISA Exam Terminology List

ENGLISH CHINESE SIMPLIFIED
Abrupt changeover — IRV
Acceptable use policy AR AL UK
Acceptance testing IR sk
Access control P e $5
Access path Uy ] B A%
Access rights Vi I BLBR
Accountability ifE
Address Hoht
Administrative controls B
Adware ] A
Alternative routing HARESH
Analogue, analog Y
Annual loss expectancy (ALE) SETIUAR R
Anonymous File Transfer Protocol (FTP) B 44 S AR S i
Antivirus software b7 B A
Application control N FH % il
Application layer N =
Application program N
Application programmer N AR PR A5
Application service provider (ASP) N FH R 55 R 0
Asset provisioning lifecycle BE N A
Asymmetric key (public key) EXHRAEH (AFFEH)
Asynchronous attack e
Asynchronous transmission A
Attenuation B
Attribute sampling JE PE I EE
Audit evidence U UEYE
Audit objective it Hiw
Audit program it
Audit risk H T RS
Audit trail B TH LI
Authentication AN
Authorization AL
Backbone E+M
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CISA Exam Terminology List

(continued)
ENGLISH CHINESE SIMPLIFIED

Back door Jai]
Backup o)
Badge IEF
Balanced scorecard PR
Bandwidth 7 5
Barcode ESIAL]
Baseline iR
Bastion host Bl E AL
Batch control B
Batch job HEALFRAT 55
Batch processing feabr
Benchmark FEUEIEA
Binary code IS
Biometric locks A
Biometrics YRR
Black box testing A
Blade server T 55 a
Bridge Mrieas
Breakeven-point analysis W17 R AT
Broadband A G
Brownout AL AR AR
Browser LI
Browser caches P A AT
Brute force attack 53 2 Wi
Buffer ZEh A
Buffer capacity A E
Buffer overflow Sz
Business case NEES]
Business continuity plan (BCP) b 55 3E BRI
Business impact analysis (BIA) V55 51 3 A
Business intelligence L RE
Business process reengineering (BPR) MV e i
Business resumption plan W K it
Business risk b 5% XU
Business unit b 55361
Bypass label processing (BLP) PR AL B (BLP)
Call tree IR L]
Capability maturity model (CMM) A AR
Capacity stress testing 25k 1
Card key R
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CISA Exam Terminology List

(continued)
ENGLISH CHINESE SIMPLIFIED
Card swipes R AR
Central communication processor Hh 3 THALEE 2%
Central processing unit (CPU) LR PR AR
Centralized data processing £ rp A8 b B

Certification authority (CA)

WAENLEE (CA)

Certification revocation list (CRL)

LS 5 (CRL)

Chain of custody R
Challenge/response token P / mE A
Change control log Ao i H &

Check digit PG A
Checklist o 2 HR

Checkpoint restart procedures W P s, FHTBE A T
Checksum technique PESIESHN

Chief information officer (C10) HEEEE
Ciphertext i

Circuit-switched network P B A2 80 K 2%
Circular routing G % HH
Client-server g /RS A
Closed circuit television (CCTV) il

Cloud =

Cloud computing =itE

Cluster controller SR ) &5
Clustered architecture SRR RS
Coaxial cable EEEER

Cold site AEETO

Common gateway interface (CGI) I8 H W OeE O
Communications controller I TR ] 2
Compensating control MR )
Compiler U 1A

Completeness check SERNERG Y
Compliance tests FFE A
Comprehensive audit e

Computer emergency response team (CERT) THENLE SR f2H
Computer forensics THEALBGIE
Computer fraud THENL SR
Computer sequence checking THENT SIS
Computer virus e UINGES
Computer-aided software engineering (CASE) THE AL B TR
Computer-assisted audit technique (CAAT) THENLAB F AR
Concentrator LA

Concurrency control AT
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CISA Exam Terminology List

(continued)

ENGLISH CHINESE SIMPLIFIED
Concurrent access control IR V5 1A % )
Confidentiality MLEE
Configuration Ao E
Console log FEHLEERE HE
Contingency plan N E TR
Continuous auditing approach FREL U T
Control Pl di it
Control risk P25 ) XS
Control self-assessment i B PP
Cookies Cookie
Core dumps AR P BN S B 2 A
Corporate governance /NGIRIEEE
Corrective action O e
Corrective control AU P 4 )
Cost-effective controls A A a1
Critical path method (CPM) KR PRATDTE
Cross-site scripting (XSS) P5 ki A
Customer relationship management (CRM) BPRRBEHARS
Cyclic redundancy checks PEFRTCARAS I
Data at rest FRASHUR
Data center B oo
Data classification a2k
Data custodian Bt O R
Data dictionary s 7
Data diddling B K Ui
Data Encryption Standard (DES) HH o Ak
Data flow HdEii
Data in transit &5 Bk
Data leakage Hod ik B
Data mart G
Data mirroring s
Data owner s ¥
Data repository i A7 e
Data sanitization i 2
Data structure AR
Database Bl e
Database administrator (DBA) ol P B R
Database management systems (DBMS) B EEH RS
Database replication Bl e 5 A
Database specifications B A% Ui B
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CISA Exam Terminology List

(continued)
ENGLISH CHINESE SIMPLIFIED

Data-oriented systems development I M EHE N RETT R
Deadman door M TZERG
Decentralization oA Ak 3
Decision support systems (DSS) RFEFF RS
Decryption il
Decryption key R
Degauss ek
Demilitarized zone (DMZ) b 21X
Demodulation it
Denial of service attack 0 446 g 55 ML i
Denormalization e
Detection risk S W RS
Detective control o W 1 4 o
Dial-up W
Digital certificate HFuE
Digital signature HrEs
Disaster recovery plan RAERE TR
Discovery Sampling RIAhEE
Diskless workstations TohE AR,
Distributed data processing network o3 A 2B b P R 2%
Domain name server W4 R 55 A%
Downtime report AR R
Download T
Dry-pipe fire extinguisher system HHFIK RS
Dry-pipe sprinkler system T8 HEWKKKZRS
Due diligence SRR A
Duplex routing =AU H
Dynamic Host Configuration Protocol (DHCP) B ENLECE Ph X
Earned value analysis HAHE
Eavesdropping Gilr
Echo checks EeS wge
E-commerce LR E
Edit controls PniE s
Editing g
Electronic cash M I
Electronic funds transfer (EFT) M R eI
E-mail L IR
Embedded audit modules RN TR TR
Encapsulation EE]
Encapsulation (objects) HE WH)
Encryption hn#
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CISA Exam Terminology List

(continued)
ENGLISH CHINESE SIMPLIFIED
Encryption key i
Enterprise resource planning (ERP) Al B YR A
Enterprise risk management Al XU 3
Environmental control B 3R
Equal-error rate (EER) SRS

Escrow agent

5 =5 tRAFAREE

Escrow agreement

F=JIFE N

Ethernet DAOK X 2%
Exception reports FE AR
Executable code A AT A
Expected error occurrence T H B R A3
Exposure Fgh AR
Extensible Markup Language (XML) Ay RALIE S
Failover service R IR 55
Fallback procedures HIRET

False authorization AR AL

False enrollment R&id
False-acceptance rate (FAR) MR
False-identification rate (FIR) ELNAYIES
False-rejection rate (FRR) HiRfE4 %
False negative iR E

False positive HiREE
Fault-tolerant i

Feasibility study AT AT BT
Fiber optic cable HA LR OGR4
Fiber optics H4F

File A

File allocation table (FAT) LR (FAT)
File layout S

File server SRS A

File Transfer Protocol (FTP) SO H X
Filter i

Financial audit o 55w it
Firewall By K 3k
Firmware fi] £

Follow-up audit PRERH 1

Force majeure agreement ANATH I
Forensic 1EAE

Format checking e Ak e

—HSACA

© 2022 ISACA All rights reserved.



http://www.nciku.com/search/zh/detail/%E8%99%9A%E5%81%87%E5%90%A6%E5%AE%9A%E9%A2%84%E6%B5%8B%E7%8E%87/760341
http://www.nciku.com/search/zh/detail/%E4%B8%8D%E5%8F%AF%E6%8A%97%E5%8A%9B%E6%9D%A1%E6%AC%BE/819043

CISA Exam Terminology List

(continued)

ENGLISH

CHINESE SIMPLIFIED

Frame relay assembler/disassembler (FRAD)
device

b 4k 241%% /o (FRAD) BE4%

Frame-relay it o 4%

Fraud risk DR X

Full duplex A AR
Function point analysis (FPA) DhRe sior i
GANTT chart HRr A

Gap analysis ZERE T
Gateway EES
Generalized audit software I8 A A
Go-live R ENigE
Governance bEEE

Hacker B

Hacking BRI,
Half Duplex X T
Handover AL
Handprint scanner BRI
Hardening (the operating system) Il GREERSD
Hardware T

Hash Totals BTt
Help desk &P RSB
Heuristic filter Ja RS ERE Y
Hexadecimal RAY:iail
Hierarchical database J2 B
Honeypot U

Host st

Hot site RO
Hotline AL
Hypertext Markup Language (HTML) N N
Image processing St
Incident il
Incremental testing 3
Independence BT

Indexed sequential access method (ISAM)

R NP7 iR 77k

Indexed sequential file

ERIGRER

Inference engine HEFE 5] 4
Information processing facility (IPF) 15 BAb P 5t
Information security &R A
Information security manager FERzLAH
Information technology (IT) 5RO
Inherent risk [& G X6
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CISA Exam Terminology List

(continued)
ENGLISH CHINESE SIMPLIFIED

Inheritance (objects) AR R
Initial program load (IPL) Ja BRI In#k
Input controls AT
Instant messaging R By 2. /8 (TVD
Integrated service digital network (ISDN) EE RS HT M
Integrated test facility (ITF) A2 R 5
Integrity SEEME
Interface biatil]
Interface testing F2 0
Internal control P B il
Internal storage P i A7 2
Internet FLIFM
Internet packet (1P) spoofing DR 1k FK B ¥
Internet protocol LRSS
Internet service provider (ISP) I RS AR
Interval sampling [ B R
Intranet IR
Intrusion detection system (IDS) NI 2R 5t
Intrusion prevention system (IPS) NEPIH &R S
Irregularities HER
IS auditor SR RGEH I
Issues management I A 3
IT balanced scorecard IT Vit R
IT governance IT 58
IT infrastructure IT FeAill it
IT synergy IT P[]
IT value analysis IT 48 20 b
Judgmental sample FIWTEREA
Key controls B |
Key performance indicator (KPI) KRG bR
Key stakeholders RHER] 2 A ST
Key success factor (KSF) e 10PN ES
Knowledge management FRE
Leased lines MHZ M (L)
Lessons-learned exercise Pt e s gl
Librarian FEEHE 5
Limit check WP A A
Link editor (linkage editor) HERE R
Literals M
Load balancing OLIIE
Local area network (LAN) Jay ]
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CISA Exam Terminology List

(continued)
ENGLISH CHINESE SIMPLIFIED
Log H&E
Logic bombs B E
Logical access R i)
Logical access controls BT I
Logical access right IR IR AR
Logoff iR sk
Logon G R
Magnetic card reader TR UL
Malicious code A
Malware TR
Man-in-the-middle attack MEIPNA G
Mapping 2 R &
Masking FERY
Master file A
Materiality HEN
Maturity models JCA AR
Maximum tolerable outages (MTOs) 5K T VT IS AT H B

Mean time between failures (MTBF)

T 45 i ] B[]

Media access control (MAC)

A7 ] (MAC)

Media oxidation A

Memory dump A fi

Message digest R (message) fiijE:
Message switching B

Metadata T

Meta-tags JTCHAR PR R
Metering software BB
Middleware EGIRGS
Mission-critical application RS N AP
Modem (modulator-demodulator) A
Modulation e il

Monetary unit sampling 1R UK FE
Multiplexing ZHEH
Multiplexor L E
Multiprocessing EZ 5t

Network address translation (NAT) P2 bk EE . (NAT)
Network administrator o £ 5 TN
Network congestion RE:RiiE

Network diversity 2% Z FEAL
Network hubs REE T
Network protocol RESUP

Network topology RESIED
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CISA Exam Terminology List

(continued)
ENGLISH CHINESE SIMPLIFIED

Node G
Noise e P
Noncompliance A A ER
Nondisclosure agreements PREIN
Nonrepudiation AN A A
Normalization 1E#AL
Numeric check BT B A
Object code ERINARE]
Objectivity M
Object-oriented T 17 % R
Offsite storage Fe A
On-demand computing I HE
Online data processing TELR B A3
Open source VAR
Open systems T RS
Operating system BIERS
Operational audit BEHIT
Operational control iz g
Operator console BIERERS
Optical character recognition (OCR) 6T RER A
Optical scanner Iz g
Outbound data transmission ) 7025 BB AL
Output analyzer F o pr A
Outsourcing ZANEN
Packet it
Packet switching ot A
Parallel run FATIAT
Parallel simulation FHATEA
Parallel testing FHAT IR
Parity check AHARR IS
Partitioned file oy FISCFE
Passive assault W sh LBk
Password Y
Patch management IEAME T L
Payroll system THEARS
Penetration test B IEM
Performance measurement SUST R
Performance testing PERED A
Peripherals AN
Personal identification number (PIN) A NG
Personally identifiable data PNY ke
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CISA Exam Terminology List

(continued)
ENGLISH CHINESE SIMPLIFIED

Personally identifiable information (P11) MABUINE B
Phishing W 2 44 1
Piggybacking B JH RNV GERBE 24U D1 NE 1] X380
Pilot SLE
Plaintext Jipa
Platform for Internet Content Selection (PICS) PRI RE I A 2 1
Point-of-sale (POS) systems L RS
Polymorphism (objects) Z &M
Port Ui |1
Post-implementation review STt
Posting THK
Power conditioning P A T
Power distribution unit (PDU) LY 73 e A
Preventive control T T3 ]
Private branch exchange (PBX) L H 43 tHAZ L
Private key cryptosystems M R4
Privileged mode FERUSE K
Production programs AT
Production software A AT
Program change request (PCR) TP A iE K
Program evaluation and review technique (PERT) | THXITFHi A
Program flowcharts A
Program narratives T2 7 AUAR
Programming walk-through Rl
Project management TiH B
Project portfolio THHE
Protocol TR
Protocol converter RS e A
Prototyping SRRt
Proximity card WES
Proxy server IR S5 25
Public domain software NS AT
Public key cryptosystem NN 258
Public key infrastructure (PKI) AHEA O (PKT)
Public switched network (PSN) AN FLAT W 2%
Quality assurance JiR ERIE
Quality management system (QMS) FEEHERS
Quality of service (QoS) ik 55 It AR A
Queue FAF1]
Random access memory (RAM) BEAL Y 5] A
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CISA Exam Terminology List

(continued)
ENGLISH CHINESE SIMPLIFIED

Range check DEEEL
Real-time processing SR Ab 3
Reasonable assurance A PR RIE
Reasonableness check GE YR
Reciprocal agreement LAY
Reconciliation X
Record LS
Recovery point objective (RPO) WE S Hw
Recovery testing P
Recovery time objective (RTO) PRSI A H bR
Redundancy TUR
Redundancy check TURRA
Redundant array of inexpensive disks (RAID) RN REBL TC AR B
Reengineering VAR I
Reference check LIRS
Referential integrity Z e
Registration authority (RA) ML (RA)
Regression testing [ A
Relational database RIRER
Remote access service (RAS) AN
Remote logon ARG 3K
Replay attack G
Replication S il
Repository A7 FE
Request for proposal (RFP) i KGR (RFP)
Requirements definition iti K& X
Residual risk B AR A
Return on investment (ROI) Btk E (ROD
Reverse engineering e TR
Right-to-audit H AL
Risk 6
Risk analysis B 7y e
Role-based access control (RBAC) FET AR T
Rollback IR 0] 21 DAFT R AS
Rollout ST
Root cause RAJR
Rounding down ERE
Router % HH AR
Router rule % A E
Run-to-run totals BT 21T I
Salami technique BhOKEAR (EAR) (—M BT )

12
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CISA Exam Terminology List

(continued)
ENGLISH CHINESE SIMPLIFIED

Scalability QRGeS
Scanning FH
Scheduling HAE 22 HE
Scope creep (IH) o W&
Screened subnet S5t i M
Screening routers Bt i fH s
Secure hash algorithm 1 (SHA-1) BN E:
Secure Sockets Layer (SSL) REEET)E
Security administrator AN
Security policy LABUR
Security software BRI
Security testing 2
Segregation of duties ]
Sensitive TPU%
Separation of duties E/”i?/ e
Sequence check JIii 5
Sequential file Jllfﬁ}‘?iﬁﬁ
Service bureau MR 55 Ht
Service level agreement (SLA) RS K-

Service set identifiers (SSIDs)

ARG HEARRTT - SSID

Service-oriented architecture (SOA)

T 174 1R 55 O 4 R 4544

Shield twisted cable 5 PR B 2 HEL
Sign-off B

Simple Object Access Protocol (SOAP)

{7 X G U7 1] 08 (SOAP)

Simultaneous peripheral operations online
(Spool)

BBl 25 A EE R BRI

Single sign-on process

B i

Slack time 2 it JSC R [
Smart card B e

Sniffing MRAR

Social engineering fhe T
Source code PEAAY

Source code compare programs TEARAS LR
Source documents JE 46 A (EIE)
Spam B R A
Spoofing program EBY
Spooling program B P
Spyware [ A
Statistical sampling (SP) QT HhEE
Steering committee BeEERE
Steganography B ASES
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CISA Exam Terminology List

(continued)
ENGLISH CHINESE SIMPLIFIED

Stop or go sampling 15 L BRIR 2L R A2
Storage area network (SAN) A7 M [X 5P 2%
Strategic alignment ik g () B —Ek
Stratified sampling oy IEMEEE
Striped disk array B 3B R B
Structured programming SR FRT BT
Structured Query Language (SQL) SR ERIE S
Substantive test SR I
Succession planning BRI
Surge protector TRV LR R
Surge suppression L FRUE A%
Switch AL
Symmetric key encryption X R A B I s
Synchronous EEZ]
Synchronous data link |7 A A i
Synchronous transmission B
System edit routine RS E IR
System flowcharts RG]
System initialization log A2t H &
System software RS
System testing EX NS
Systematic sampling/selection RGWFEK
Systems analyst ARG
Systems development life cycle (SDLC) RGIT KA A
Table look-ups Kigtns
Tape library TG T P
Tape management system (TMS) W B A S
Telecommunications LI T
Telecommunications network FAE M
Template TR
Terminal L%
Test data MHAE A
Test generators AR AE A
Test programs MR 7
Thin client architecture J (thin) )i AeH
Third-party reviews H=JTHA
Throughput i
Throughput index HFHERI
Time bomb JE I K3
Token RaL
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CISA Exam Terminology List

(continued)
ENGLISH CHINESE SIMPLIFIED

Total cost of ownership (TCO) SARIHA A
Transaction L5
Transaction log o H B
Transmission Control Protocol (TCP) fE S
Transport layer security (TLS) e E 24 (O
Trap door =i
Trojan horse Frg AR
Trunks Hhgk 2k
Tunneling Fi% 18
Turnaround time EE
Twisted pairs WL
Twisted pairs cable WALk L2
Two-factor authentication WA Z (two—factor) IAIE
Two-way replication XL 1] 52 il
Uninterruptible power supply (UPS) AN [ b LV
Unit testing LTI
Uploading fE
User awareness AP &R
User service levels F P k55 55 2%
Utility programs SR
Utility script SEHEA
Vaccine RIERET
Validity check AR
Value added activity B A BT 3
Value added chain B A 1B
Value added network (VAN) A I 2%
Value delivery SEIANME
Variable sampling A E R
Variables estimation e AHHE
Verification RIS
Version stamping FRAEGD
Virtual local area network (VLAN) JEFDLAR i1 [
Virtual memory JRE TN A
Virtual private network (VPN) i LA AT X 245
Virtual storage access method (VSAM) REROAEAE VT 0 D73
Virus I
Voicemail EEEr
Vulnerability scan VRlESE
Walk-through B A
Warm site TR s A Ry
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CISA Exam Terminology List

(continued)
ENGLISH CHINESE SIMPLIFIED
Watermark JKE[
Web server Web il 55
Wet-pipe sprinkler systems B AWK KRS
White box testing EEEUEES
Wide area network (WAN) I

Wi-Fi Protected Access (WPA)

Wi-Fi W25 22 A7 B (WPA)

Wired Equivalency Privacy (WEP)

B LRI (WEP)

Wiretapping ko
Work breakdown structure TAE S R
Workflow model Dl
Worm program il R P
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