
FEATUREFEATURE

Avoiding a Compliance- irst indset 
and Choosing a isk- irst Attitude

Compliance is a subset of risk. ailure to 
comply with standards or laws can involve 
legal or financial risk, yet it is difficult to 
identify emerging risk with a compliance-

first mindset. or example, as one article notes

When the unsinkable itanic sank in 1912, it was 
fully compliant with all marine regulations. In fact, 
it exceeded the number of lifeboats mandated by 
the British Board of Trade at the time. But when 
catastrophe struck, the ship was not equipped 
with enough lifeboats to save all passengers on 
board. The problem? Management, too focused 
on meeting compliance, undermined real-world 
risks. Cybersecurity compliance too is a lot like 
that. There’s a compliance document where every 
checkmark becomes as valuable as the next 
checkmark. Security teams develop a kind of 
checkmark mentality because the end goal is not 
to be secure but to be compliant.1

any compliance standards cannot keep pace with 
new risk scenarios, and many do not rank controls 
based on risk. In addition, compliance audits are 
generally based on one point in time, yes or no 

uestions are often the norm, and guidelines may 
fail to address the purpose of controls.  Enterprises 
that may truly be compliant at the time of audit may 
lack resilient security controls and still be vulnerable 
to breach e.g., arget, E uifax .  A compliance-first 
mindset focuses on implementing regulatory controls 
and enterprise rules leading to a belief in safety 
e.g., the Titanic . It may also result in unnecessary 

expenditures and time spent checking off boxes to 
meet audit re uirements.  n the other hand, taking 
a risk-first approach means an enterprise focuses on 
policies, processes and controls that protect it while 
also considering its culture and maturity fi u e .

Toward a Risk-First Attitude
hat does it mean to have a risk-first attitude  irst, 

it is important to understand the tone from the top. 
Cybersecurity management is about reducing risk to 
an acceptable level. herefore, a security program 
must have management buy-in and policies that 

support management’s defined risk tolerance. 
In practice, the uantification of risk is not well 
understood because the technical definition of risk 
may not be management’s definition of risk. he 

S ational Institute of Standards and echnology 
IS  defines risk as he level of the potential 

impact on an organi ation ’s  operations including 
mission, functions, image, or reputation assets, 
or individuals of a threat or a given likelihood of that 
threat occurring.

Cybersecurity professionals should understand 
this definition, as it identifies impact categories 
for organi ational operations and the likelihood 
of an adverse event happening. his can be used 
to begin the conversation with leaders about how 
cyberrisk affects the bottom line. hen the risk can 
be uantified using tools such as actor Analysis 
of Information isk AI , which enables the 

uantification of risk in financial terms.   

isk assessment is the first step in any risk-aware 
cybersecurity program. A mature enterprise should 
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FIGURE 1

A Compliance-First Mindset vs. a Risk-First Attitude

Compliance-First Mindset Risk-First Attitude

Security controls are not ranked based 
on risk. 

Security controls are ranked on 
specific risk. 

Audits are a point in time. Compliance standards are part of a 
continuous risk management program. 

Audit controls generally serve to meet 
regulations (perceived safety).

The compliance program focuses on 
security controls functioning effectively 
(risk-aware protection).
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ne important development in the field of enterprise 
risk management E  is the framework developed 
by the Committee of Sponsoring rgani ations of the 

readway Commission C S . It was first developed 
in  when internal audit was still a main driver 
for risk management. It was later updated in  to 
focus more on strategy and performance.7

he five main C S  E  components are   

1. overnance involves the tone from the top. 

2. Strategies to develop a risk-aware culture include 
policies, procedures and training. 

3. Performance involves the uantification of 
identified risk factors because one cannot 
manage what cannot be measured. 

4. eview and revision are related to risk 
management monitoring and improvement. 

5. Information communication and reporting include 
continuous monitoring and measurement. 

An example of a culture that implements the C S  
E  well is the S Internal evenue Service I S  
outlining structure, roles, responsibilities and 
processes.  Its E  program is considered one of 
the most mature in the S government because it 
focuses on addressing threats before they impact the 
agency,10  employees have channels to report risk and 
employees can be certified as risk advocates.11

he IS  Internal eport I  , Integrating 
Cybersecurity and Enterprise Risk Management, 
examines two vital but different controls that support 
E  internal controls such as C S , and security 
controls. It outlines how lower-level risk reporting 
can be integrated into organi ational processes and 
decision-making, and it defines an approach using a 
risk register, which forms the basis for a risk profile to 
highlight the major risk to be addressed, which then 
flows into the E  cycle.  he benefits of combining 
cybersecurity risk with enterprise risk include

• he board can exercise due care and avoid legal 
or financial penalties by addressing high-risk 
vulnerabilities. 

• Senior management can achieve the organi ation’s 
mission through a broadened E  approach that 
reduces operational risk.

• Cybersecurity events’ impact to financial 
statements and enterprise objectives can 
be understood. 

also have a continuously monitored risk management 
program. Policies, procedures and processes should 
reflect the enterprise’s risk appetite. Staff, contractors 
and third parties that are expected to adhere to 
administrative controls should also be trained to 
effectively implement the organi ation’s policies, 
procedures and processes. he risk management 
program, in turn, should accommodate changes in 
risk, technology and emerging threats. 

Using Frameworks as Strategic 
Approaches to ERM
A framework provides a guide to follow when 
building something according to certain standards. 
Enterprises can choose from a multitude of risk 
management frameworks. As is applicable in making 
any organi ational decision, factors influencing the 
choice of the framework include enterprise culture 
and the maturity of processes. Senior management 
buy-in influences the success of the implementation 
of any framework chosen. As such, the successful 
implementation of a risk-first attitude depends on the 
given framework’s suitability and implementation in 
the enterprise.

Continuous improvement is 
important to ensure that risk 
management strategies and 
processes address new and 
emerging threats.

LOOKING FOR
MORE? 

• Explore the Risk 
Scenarios Tool Kit.
www.isaca.org/
risk-scenarios

• earn more about, 
discuss and collaborate 
on risk management in 
ISACA’s nline orums. 
https://engage.isaca.org/
onlineforums
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or E  to work successfully, cybersecurity risk 
needs to be considered during the E  process. 
In addition, continuous improvement is important 
to ensure that risk management strategies and 
processes address new and emerging threats.

o implement IS  I  , a risk management 
framework is needed to determine risk response 
strategies, and a risk profile should be developed to 
inform and communicate leadership decisions.  

Conclusion
oving from a focus on compliance to developing 

a risk-first attitude results in improved security with 
a better understanding of and ability to mitigate 
potential threats  better decision-making by 
addressing likely cybersecurity threats  and senior 
management’s support and investment in security 
controls that reduce risk.
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Moving from a focus on compliance to developing 
a risk-first attitude results in improved security 
with a better understanding of and ability to 
mitigate potential threats.
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