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Internal Audits That Create 
Stakeholder Value
Adopting an Agile Mindset

Auditing exists in an environment of 
uncertainty and risk, and internal audits 
are meant to help organizations determine 
whether controls are in place that reduce 

risk in various operations and processes. However, 
there are ever-present auditing challenges such as 
a lack of senior management support, insufficient 
audit preparation time, difficult auditees and lack 
of time needed to write audit results. If auditing is 
to effectively identify inconsistencies, inefficiencies 
and regulatory compliance issues, relationship 
building is necessary through ongoing stakeholder 
engagement activities. A solution to this challenge is 
the Agile Scrum mindset. Agile Scrum is a lightweight 
framework that promises to significantly improve 
internal audits by creating a mindset that generates 
stakeholder value through adaptive solutions for 
complex auditing problems.

The Agile Scrum mindset supports a collaborative 
small team approach and avoids the us-vs.-them 
trap of imposing detailed instructions that often do 
not account for complex auditing environments.  
Instead, an Agile mindset generates value by 
suggesting adaptive and incremental solutions 
to complex problems based on transparency that 
enables process inspections. The inspections 
facilitate the necessary feedback and change that 
creates benefit realization or value as perceived by 
the stakeholders.

Organizations are facing unprecedented changes and 
pressures in today’s enterprise landscape; therefore, 
internal audits must keep leaders informed and aware 
of potential risk. The Agile Scrum mindset places 
a strong emphasis on stakeholder engagement by 
actively involving stakeholders in the internal audit 
process and seeking feedback and collaboration 
throughout the audit engagement, which can improve 
communication and collaboration, resulting in better 
audit outcomes.

The Traditional Approach  
to Internal Auditing
Internal auditing generally uses a structured, 
traditional Waterfall approach that consists of 
several linear stages that flow from preplanning, 
planning, fieldwork, reporting and follow-up with 
no substantive provisions for backtracking.1 The 
benefits of this approach to auditing are the extensive 
documentation and definition of requirements up 
front with a phased development cycle that clearly 
defines starting points and conclusions, which helps 
manage and monitor project status. Cost estimates 
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to do. Rather than provide people with detailed 
instructions, the rules of Agile guide relationships 
and interactions between the Agile elements. The 
Agile framework is loosely defined, only describing 
the elements required to implement an Agile practice. 
Agile is built on the collective intelligence of the 
people using it.

Agile Scrum is one of the most popular Agile 
frameworks for developing products and 
services. Other Agile practices include Kanban, 
Lean, Dynamic Systems Development Method, 
Extreme Programming, Crystal and Feature-Driven 
Development (figure 1).3 While many Agile practices 
exist, it is important to choose the best framework to 
meet the auditing needs of the organization.  

It is well worth the time required to investigate the 
different types of Agile practices and their pros and 
cons through a collaborative discussion between 
audit teams, organizational leaders and other 
stakeholders focused on which are most appropriate 
for the audit project.4  

Agile Scrum Practice
The word “scrum”, which was adopted from rugby, 
refers to a small team working collaboratively toward 
a common goal.5 While the scrum concept was 
initially used in the software development industry, it 
has expanded across multiple organizations, areas 
and projects. Agile Scrum is a project management 
philosophy that is incremental and iterative. Scrum 

are enhanced with defined requirements and  
phased development. 

One shortcoming of this approach is that clients 
may need help conceptualizing the audit scope in 
terms of functional specification requirements. Other 
issues are the need for more flexibility to cater to 
new developments or changes in conditions that 
may occur after the initial consultation. Changes due 
to various factors or market influences may not be 
considered when planning is done up front.

The Agile Framework
Unlike the traditional Waterfall approach, Agile is 
highly responsive to feedback and change.2 The 
Agile framework facilitates auditors in addressing 
multifaceted adaptive issues while productively and 
creatively delivering product increments with the 
highest possible client value.

Agile is not a prescriptive approach, methodology 
or body of methods or procedures. It is a purposely 
incomplete framework consisting primarily of 
values and principles. The Agile framework explicitly 
avoids the specification of particular techniques 
or processes. Instead, it is used as guidance for 
choosing methods and procedures that will work best 
for the audit team. 

Agile values and principles do not prescribe how an 
audit team should work. The focus is on helping the 
audit team think and interact in ways that favor agility. 
Agility is the ability to continually adapt and make 
improvements as soon as they are needed. If Agile 
were a methodology, it would be less able to adapt  
to the specific circumstances experienced by  
audit teams. 

Therefore, Agile does not explicitly mandate what 
to do; it only establishes values and principles that 
the audit team should consider when deciding what 

FIGURE 1

Agile Practices

Source: Project Management Institute (PMI), Agile Practice Guide, USA, 2017, 
https://www.pmi.org/pmbok-guide-standards/practice-guides/agile. 
Copyright and all rights reserved. Material from this publication has been 
reproduced with the permission of PMI.

Lean

Agile

ScrumBan

AUP
Crystal

Scrum
FDD

DSDM

Kanban

XP

Rather than provide people  
with detailed instructions, 
the rules of Agile guide 
relationships and interactions 
between the Agile elements.



VOLUME 3  |  2023  ISACA JOURNAL   3© 2023 ISACA. All rights reserved. www.isaca.org

finished audit reports sooner with more valuable 
feedback that informs management decision-making 
efforts without surprises.8 

The 12 Agile principles establish the core tenets of 
the Agile mindset. They should not be viewed as a 
set of rules for practicing Agile, but as guidelines for 
developing an Agile mindset. The emphasis is on 
setting a mental model for conducting an internal 
audit that focuses on stakeholders, collaboration 
and continuous improvement without prescriptively 
detailing the audit process. The application of the 
Agile principles varies based on stakeholder needs 
and audit scope. The 12 principles are: 

1.	 Our highest priority is to satisfy the customer 
through early and continuous delivery of 
valuable software—The term “working software” 
should not be interpreted literally. Although Agile 
Scrum was originally developed for software 
development projects, the concepts can be 
applied to any high-uncertainty project with high 
rates of change, complexity and risk. By reducing 
the time between audit planning, reporting and 
soliciting feedback, audit teams can focus on 
high-priority issues, resulting in delivery of what 
the client wants even if that is different than what 
was planned.

2.	 Welcome changing requirements, even late in 
development. Agile processes harness change 
for the customer’s competitive advantage— 
The strength in an Agile mindset lies in the ability 
to pivot as needed without continually reinventing 
the wheel. Audit teams should embrace change 
even when it occurs late in the process. Needed 
adjustments should be addressed immediately in 
the next sprint iteration. Sprints, which typically 
start every two or four weeks, are container 
events that include sprint planning, daily Scrum 
meetings, sprint review and sprint retrospective. 
These events are specifically designed to 
enable transparency, which enables inspection. 
Inspection facilitates adaptation. Each event in 
Scrum is an opportunity to inspect and adapt 
Scrum product increments. 

3.	 Deliver working software frequently, from a 
couple of weeks to a couple of months, with  
a preference for the shorter timescale— 
To embrace change, one must relinquish the 
etched-in-stone schedule and create a shorter 
timeline for completing tasks. This is often 
achieved by eliminating the unnecessary 

is an Agile practice that is ostensibly well suited for 
internal audits.6 It is founded on empiricism and 
lean thinking. Empiricism affirms that knowledge 
comes from experience and that decision-making is 
improved based on what is observed. Lean thinking 
eliminates or reduces process waste and focuses on 
the essentials.

Agile Scrum is an effective way of applying Agile’s 
values and principles; however, it should be noted 
that following Scrum constructs (e.g., daily stand-up 
meetings, fixed-length sprints, product demos and 
retrospectives) does not make an audit team Agile. 
An audit team uses Scrum concepts because it helps 
them align an audit engagement with Agile values 
and principles. Teams that embrace Agile principles 
and values are better positioned to leverage change 
in a way that creates competitive advantages by 
providing opportunities for improvement, identifying 
better procedures and applying corrective actions to 
achieve conformance.

Agile Values Manifesto
The Agile Manifesto documents the values underlying 
the Agile philosophy and facilitates adoption of a 
mindset that promotes more efficient and sustainable 
teamwork.7 The manifesto’s four core Agile values are:

1.	 Individuals and interactions over processes  
and tools

2.	 Working software over comprehensive 
documentation

3.	 Customer collaboration over contract negotiation

4.	 Responding to change over following a plan

This manifesto advocates continual incremental 
improvement through small and frequent releases, 
coupled with ongoing stakeholder collaboration 
superseding processes. The four fundamental values 
in the Agile Manifesto guide audit engagements 
through application of the 12 Agile principles; and 
each principle provides more detailed advice on 
applying the Agile values.

Agile Principles
The 12 Agile principles can support the streamlining 
of audit cycles to achieve better results through 
flexible, reactive and cooperative efforts. Suppose 
the Agile principles are applied appropriately with 
timely stakeholder feedback with incremental 
developments. In that case, clients may receive the 
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goals. A working product increment allows the 
team to inspect and adapt the audit to meet the 
client’s needs. An inspection enables adaptation. 

8.	 Agile processes promote sustainable 
development. The sponsors, developers and 
users should be able to maintain a constant pace 
indefinitely—Timeboxed sprints of activity are a 
fixed period of time during which a sprint task must 
be accomplished, usually two or four weeks. These 
short durations create a development cadence 
to help the team maintain focus and motivation 
without being overtaxed. Team burnout may 
jeopardize the quality of the audit. 

9.	 Continuous attention to technical excellence 
and good design enhances agility—The goal of 
any process should be continuous improvement. 
Specifically, sprint retrospective events focus 
on ways to increase quality and effectiveness. 
The audit team inspects how the last sprint went 
regarding individuals, interactions, processes and 
tools. Topics discussed may include what went 
well during the sprint, what needs improvement 
and how issues were (or were not) solved.

10.	Simplicity, the art of maximizing the amount 
of work not done, is essential—Keep it simple.  
Making tasks easy to understand without 
providing too much detail helps teams stay 
focused. Tasks that are easier to understand are 
more likely to be adopted and improved. Simplicity 
often offers the best route to a quick win.

11.	The best architectures, requirements and 
designs emerge from self-organizing teams— 
A capable audit team should be afforded the 
autonomy to act and think independently. 
Self-managed, self-organized audit teams 
are empowered to adapt and change quickly. 
This trust conveys a sense of empowerment, 
facilitating creativity and innovation in the team’s 
efforts to address issues and resolve them.

12.	At regular intervals, the team reflects on how to 
become more effective, then tunes and adjusts 
its behavior accordingly—The audit team needs 
to be engaged and look for ways to improve the 
audit’s productivity. Team members must not be 
constrained to follow protocol blindly but allowed 
to think through the intricacies of the audit and 
adjust when necessary. An empowered audit 
team can stop, reflect and adapt processes 
throughout the audit.

documentation that is typically part of the 
traditional internal auditing process. Having a 
documented paper trail does not necessarily 
create value—it may only bog down the process. 

4.	 Business teams and developers must work 
together daily throughout the project. When 
using an Agile Scrum method, stakeholders create 
value through their collaborative efforts and 
exchanges of ideas. Communication and ongoing 
stakeholder feedback builds a bridge between 
the auditors and the client, which is crucial to any 
audit engagement success. 

 5.	 Build projects around motivated individuals. 
Give them the environment and support they 
need and trust them to get the job done—The 
success or failure of an audit hinges on the 
collective efforts of the people involved. A project 
should allow people’s talents to flourish without 
micromanagement. Audit teams should be 
empowered, self-managed and self-organized 
and, therefore, should be trusted to do the 
work. The best possible audit teams should be 
assembled and left to do what they can. 

6.	 The most efficient and effective method 
of conveying information to and within a 
development team is face-to-face conversation—
Documenting conversations and creating email 
threads have their place, but the meaning and 
understanding gleaned through face-to-face 
communication are paramount for effective 
communication. Such communication incorporates 
body language, tone and spoken words. 
Understanding all three aspects of face-to-face 
communication is necessary to retain meaning. 

 7.	 Working software is the primary measure of 
progress—The software (or other product or audit 
process deliverable) should functionally work; it 
should not be theoretical or conceptual. Audit team 
members should be willing to take on different 
roles and responsibilities as needed to deliver a 
working product that will incrementally meet sprint 

When using an Agile Scrum method, stakeholders 
create value through their collaborative efforts 
and exchanges of ideas.

LOOKING FOR 
MORE? 

•	 Read Destination:  
Agile Auditing. 
www.isaca.org/ 
agile-auditing

•	 Learn more about, 
discuss and collaborate 
on audit and assurance 
in ISACA’s Online 
Forums.  
https://engage.isaca.org/ 
onlineforums
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that stakeholder involvement is expected and 
essential. To reinforce this concept, stakeholders 
should collaborate on the audit requirements 
discussions to share their value perspectives. 

This inclusivity engenders a sense of cohesion and 
collaboration in Agile teams. Stakeholders tend to 
be attentive to issues that involve them. Helping 
stakeholders understand the importance of their 
roles in the audit process increases their knowledge 
of the audit’s benefits and their involvement with the 
Agile team.

Active stakeholder engagement is necessary for 
high-quality internal audits. Stakeholders should 
actively participate in audit priority discussions with 
the Agile team since they are integral to decision-
making. Their feedback is invaluable for creating 
shared benefit realization. Listening to feedback 
reassures stakeholders that their opinions are 
heard and valued. Ensuring their involvement early 
and often in the auditing process will significantly 
improve audit quality. The cadence of sprints and the 
ongoing emphasis on collaboration, assessment and 

Agile Mindset: Stakeholders’ 
Engagement
Understanding and applying Agile values and 
principles create a mindset, or set of beliefs, which 
shapes the audit team’s view of audits (figure 2) 

The Agile mindset is manifested through many 
different practices such as Scrum, Kanban and XP, 
and the appropriate Agile practice should be selected 
based on the team’s skills, client involvement, 
organization culture, audit nature and constraints. 

The core aspects of an Agile audit are organizing 
work into manageable components and empowering 
audit teams. 

But another main aspect of the Agile framework is 
to create an engaged, small team (fewer than 10 
individuals) that is assigned to a sprint and holds regular 
meetings to discuss work completed, work in progress 
and any progress impediments. Such visibility creates 
focus, helps to resolve challenges early, and fosters 
creativity and accountability within the team.9   

Teams are then well positioned to address stakeholder 
feedback, which is critical input for creating 
stakeholder value. Unlike the traditional approach to 
auditing, the Agile framework encourages stakeholder 
engagement more often and throughout the sprint 
cycles. This engagement creates stakeholder buy-in 
and satisfaction by providing timely insight into issues 
discovered during the audit. 

Stakeholder engagement should occur early and 
often throughout the audit, establishing a precedent 

FIGURE 2

Agile Mindset

Source: Project Management Institute (PMI), Agile Practice Guide, USA, 2017, https://www.pmi.org/pmbok-guide-standards/practice-guides/agile. 
Copyright and all rights reserved. Material from this publication has been reproduced with the permission of PMI.
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prioritization also mean that when new or evolved risk 
surfaces, the audit team is able to adapt appropriately 
and respond quickly.10   

Conclusion
The Agile Manifesto documents the fundamental 
values and principles behind the Agile philosophy 
and facilitates a mindset that allows teams to work 
more efficiently and sustainably.11 This manifesto 
advances ideas that encourage continuous 
incremental improvement through small and 
frequent releases coupled with the core principle that 
ongoing stakeholder collaboration should supersede 
processes. Unlike the traditional audit methodology, 
an Agile audit emphasizes people over processes and 
tools and features quick iterative planning and task 
prioritization in response to change.

Agile’s adaptive approach mindset is applicable in 
several other areas beyond internal auditing, including 
DevOps and cybersecurity. But in audit, Agile means 
faster delivery of insights to the business, and an 
internal audit team that is nimble and client-focused 
adds value by adopting a mindset that focuses on 
adapting and responding to the client’s needs. The 
benefits include timely assurance, better anticipation 
of risk, early insights and visual audit reports that are 
impactful, readable and relevant. Internal auditors 
must prioritize requirements while collaborating with 
stakeholders and addressing their needs instead of 
enforcing rigid process activities.

Unlike the traditional audit methodology, an Agile 
audit emphasizes people over processes and 
tools and features quick iterative planning and 
task prioritization in response to change.


