CISOs at Risk

uffolk County is located on the eastern
end of Long Island in the US State of New
York. The county is noted for its beaches,
vineyards and fishing fleets. And, recently,
it has gained some notoriety for a ransomware
attack that forced the local government to take all its
systems off the Internet. As a result, all agencies were
forced to revert to the technology of the 1990s.

For reasons | do not understand,
cyberattacks are crimes for
which someone must be blamed,
over and above the criminals.

| know nothing about this cyberattack except what |
have learned from the media and conversations with
fellow information security professionals in the area,
none of whom were any better informed than I. But
one detail that was reported has been on my mind
ever since. In late December, the county government
announced that the IT director for one agency, the
county clerk, was blamed for enabling the attack and
was placed on administrative leave. He was accused
of treating his office’s cybersecurity in “an incredibly
nonchalant manner.” The accused individual replied
that he had tried to raise awareness that more robust
cybersecurity protection was needed and had not
been heeded.?

Why Blame Anyone?

What keeps rattling in my brain is why was there

any reason for anyone to shoulder the blame for the
occurrence? Oh, there is certainly someone to blame:
some rather nasty individuals who sought to extract
aransom (and a great deal of personal information)
from peaceable citizens in a largely rural area. Why
should one IT director be held responsible?

There are other troubling examples. The former chief
security officer (CS0) at Uber was convicted of

not disclosing a hack that had occurred several
years before.® An IT director in the US State of
Florida was fired following a ransomware attack.*

A credit controller who was scammed at a
company in Scotland.® An information security
officer in California.®

For reasons | do not understand, cyberattacks

are crimes for which someone must be blamed,

over and above the criminals. If thieves broke into
someone’s home and stole all the valuables, would
the homeowner be at fault? There are circumstances
in which the answer would be “yes.” If the owner
were in cahoots with the bandits, it would probably
be an insurance scam that would land him in the
calaboose. Or if the proprietor left all the doors and
windows open, with a sign in the hallway saying,

“The jewelry is in the breadbox,”” there might be
significantly less sympathy for the losses incurred.
This thinly veiled analogy is meant to establish the
only reasonable reasons for firing or prosecuting any
employee for reasons related to a cyberattack. If that
person colluded with the attackers, dismissal and
prosecution are well called for, though | have never
heard of such an attack.®
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Contributory Negligence?

But is contributory negligence an apt comparison? |
suppose there might hypothetically be an information
security manager somewhere who cares so little about
the data in his care that no identification or authorization
is required to access them; viruses are allowed to run
riot; and no backups are made. Very hypothetically. If
there were such a person, the blame should fall on the
managers who hired this dolt in the first place.

Assuming that basic security—however defined—

is in place, how can blame be assigned for the
actions of malicious outsiders? It is worth noting

that cyberattacks have been perpetrated against
some businesses and governments that have
invested heavily in information security products and
personnel. If they had only spent another million or
so, would that have succeeded in deterring an attack?

Even then, all that investment might be for naught

if the attackers should use trickery to steal the
credentials of someone with privileged access to the
systems and, therefore, to the data. Compromised
credentials are certainly a contributing factor

to cybercrimes, though there is considerable
controversy as to how great a factor credential theft
might be. A simple search reveals statistics that
suggest 37 percent® to 81 percent’® of cyberattackers
use stolen credentials.

There is little question that phishing and spear
phishing are involved in many cyberattacks."" Anyone
who is fooled by a phish deserves embarrassment,
but not dismissal. Let anyone who has never been
tricked cast the first stone. | will not.

Anyone who is fooled by a phish
deserves embarrassment, but
not dismissal.

Protection Against Blame

Many of the readers of this Journal are or may someday
be IT directors or chief information security officers
(CISOs). Sadly, my friends, your jobs may be on the line
should there ever be a cyberattack on your watch. There

are, however, some practical recommendations | can
make to help you if that day ever comes:

+ Educate your superiors. They ought to know what
practical steps you have taken to prevent, detect
and recover from cyberattacks. More important,
they should know what their responsibilities for
cybersecurity might be.

- Document the actions you take successfully to
deal with any attacks that do occur. If you ever
need to defend yourself, you will have the evidence
with which to do so.

- Apply a standard of due care. There is no end
1o the steps that might be taken to protect your
systems, but there is an end to budgets. So,
determine the best use of the resources available
to you and then...

- Get approval for what you are doing. Present
what you are doing to protect the organization
from cyberattacks and then get formal assent from
the board and/or the executive committee that
these measures are enough. As never before, the
IT auditor can be your friend! And if the executives
want greater protection, ask them for the resources
needed to get to that point.

- Stand up for any of your staff who might have
been tricked into abetting an attack. There is
nothing to be gained from blaming underlings, but
you will lose the trust of your people if you turn on
one of your own.

Itis small consolation, but the job and reputation
of everyone in your position is on the line. Alas, no
matter how many times you win the war against
the attackers, sometimes the bad guys win. Losing
just one time is going to be painful. But it is the
organization’s pain, not yours to bear alone.
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