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Identifying and 5reUaring for InterruUtions, 
)isruUtions and *mergence

A beacon from a lighthouse or a buoy in the 
sea alerts Uassing shiUs of the Uresence of 
rocks or other dangers and guides the shiUs 
to safe harbor. Acts of guiding and alerting 

are embedded in the UhilosoUhy of information 
systems 
IS� auditors. )angers can be hidden, and 
guidance is reVuired to reach destinations and 
achieve goals. 

/ust as shiUs face dangers, organi_ations may 
face different hardshiUs that hinder their Urogress 
toward achievement of organi_ational goals. 
These hardshiUs can broadly be categori_ed as 
interruUtions, disruUtions and emergence events. It 
is imUortant for IS auditors to understand the nature 
of these interruUtions, disruUtions and emergence 
events to helU their organi_ations mitigate their 
adverse imUacts. 

Figure 1 shows how interruUtions, disruUtions and 
emergence differ from each other with resUect to 
various dimensions. :nderstanding these differences 
is crucial to being UreUared.

Interruptions
An organi_ation’s information systems are exUected 
to be available and functioning oUtimally to enable 
all users, internal and external, to Uerform their 
necessary actions at all times. -owever, systems 

can become unavailable or can malfunction, causing 
inconvenience or damage deUending on the nature of 
the interruUtion and the length of the outage. 

InterruUtions can be classiܪed into six maOor categories�

1. Software malfunctions 

2. -ardware failures 

3. 3etwork outages, congestion 

4. 2alware, cyberattacks 

5. 3atural disasters 
e.g., floods, ܪres, earthVuakes�

6. Infrastructure events 
e.g., Uower suUUly or air 
conditioning issues, civil disturbances�  

The Uotential for each of these tyUes of interruUtions 
is known and examUles have already occurred  
therefore, strategies, methods, Urocesses and tools 
exist for mitigating or recovering from each of them. 

A Uroactive, well-managed organi_ation should be 
UreUared for all categories of interruUtions. Although 
interruUtions can occur suddenly and without 
notice, a UreUared organi_ation is ready to Vuickly 
swing into action, mobili_e its workforce and ܪnd 
a solution. Security and audit functions have built 
sound Urocesses, technologies and methodologies to 
UreUare for these interruUtions and either to Urevent 
them or recover from them swiftly. 
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itself. )isruUtions do not haUUen suddenly, such as 
with a cyberattack. 7ather, they develoU over a Ueriod 
of time and eventually cause change. 

Emerging Technology Disruptions
)isruUtions are often caused by the advent of new 
technologies. +or examUle, banking in the ����s 
reVuired a customer to Uhysically visit a bank branch 
to Uerform any kind of transaction. -owever, with 
advancements in network technology, the increasing 
reach and reliability of the Internet, and the creation 
of mobile aUUlications 
aUUs�, banking account has 
changed dramatically. <ith the advent of online 
banking, customers can log in to their bank account 
and comUlete any transaction digitally. 'anks that 
keUt Uace with technology and enabled their systems 
for online banking were successful, while those that 
did not had to Ulay catch-uU to survive. 

The digital revolution has made mobile Uhones and 
their aUUlications the mainstay of most business 
interactions and transactions. The Internet of Things 

IoT� enabled Uroducts other than comUuting devices 
to connect to networks. Cars, household aUUliances, 

The IS auditor’s role in dealing with interruUtions is 
signiܪcant. The IS auditor should UarticiUate in the 
risk assessment to identify all Uossible interruUtions 
and their imUact on sUeciܪc systems. The auditor 
should also review all the mitigating control 
measures Uut in Ulace and verify that they all have 
been tested and will be oUerational at the time of 
need. In addition, the IS auditor should evaluate all 
recovery and business continuity Ulans to ensure 
that they will succeed in restoring systems when 
interruUtions haUUen. This should be an ongoing 
Urocess since systems and environments constantly 
change and Ulans must be uUdated accordingly. It 
is also necessary for the IS auditor to examine the 
UreUaredness of UeoUle—including stafܪng adeVuacy, 
staff training and staff ability to resUond with agility 
during crises. 

Disruptions
A disruUtion is not merely an interruUtion that 
temUorarily halts oUerations. A disruUtion could 
Uotentially strike at the root of the very existence of 
something. It often goes beyond the technology and 
information systems and imUacts the organi_ation 

FIGURE 1

Interruptions vs. Disruptions vs. Emergence

Interruptions Disruptions Emergence 

Timing of occurrence Sudden, unannounced Not sudden; initially slow then 
accelerating 

Gradual; takes time to be noticed 

Targets affected Potentially any system Sometimes localized to a 
sector or industry or geography; 
sometimes localized to a 
technology

Could be widespread 

Time to react Very short Reasonable time, but requires a 
strategy and plan 

Adequate time; requires vision 
and futuristic thinking

Time to impact Immediate Medium; several months to a year 
from the first signs of trends and 
early adapters

Long; enough time to prepare for 
those who can see it coming 

Nature of impact Minor to severe depending on the 
nature of the interruption  

Gradual, but could be severe 
leading to a threat to survival 

Slower and could lead to loss of 
business and reduced lifespan 

Preparation and mitigation Well-known strategies, processes, 
technologies exist

Need for operational readiness 
and response 

Requirements for awareness of 
trends and reading the indicators 
of change

Need for forward-looking 
leadership and the will to 
embrace change and innovate

The ability to read signals in the 
environment and industry

Need for long-term vision and 
strategy and considerable 
preparation that may require time, 
effort and resources

IS auditor role and influence Significant; evaluation, 
verification and audit 

Moderate; alerting, guiding 
advisory

Minimal; possible to guide and 
influence if IS auditor can get a 
seat at the table
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this nature and at this scale is severe. Although it had 
not been encountered Ureviously, it led to lessons 
learned and the world is more UreUared for the future 
because of it.1

Natural Disaster Disruptions
)isruUtions also haUUen due to large-scale natural 
calamities such as earthVuakes, ܪres and floods. 
These are often locali_ed to a geograUhic area and a 
limited Ueriod of time, and recovery is often Uossible 
for organi_ations that have business continuity
Ulans in Ulace. 

Man-Made Disruptions
2an-made events, such as wars, also cause 
disruUtions and are more difܪcult to handle. The war 
in :kraine is one such examUle that has had an 
imUact far beyond its geograUhy, imUacting the 
energy sources and suUUly chains of many countries 
and enterUrises.   

)isruUtions do cause distress, but organi_ations 
that have a forward-looking vision, organi_ational 
strengths and oUerational agility to innovate and 
resUond to change have overcome disruUtions and 
emerged stronger.

The Role of the IS Auditor
The IS auditor’s work with resUect to disruUtions 
can be contributory and advisory. <hen the 
disruUtion that is haUUening in the industry is 
visible but the organi_ation is not Uutting in effort 
to UreUare for the disruUtion, the IS auditor can 
leverage relationshiUs with senior management 
and the board of directors 
'o)� to bring the issue 
to their attention and reVuest guidance in terms of 
recommended action. 'y UreUaring and training in 
the use of disruUtive technologies using resources 
from industry leaders and educators, the IS auditor 
can effectively UarticiUate in designing aUUroUriate 
controls to be built into these new solutions. -ence, 
learning, training and keeUing Uace with technology 
are key reVuirements for IS auditors to make effective 
contributions toward dealing with disruUtions. 

Emergence and Global Trends
Technologies and the business scenarios in which 
they are aUUlied have evolved in a mostly gradual 
manner, albeit with Ueriodic abruUt changes. Certain 
trends can be seen in their nascent form but take 
some time to mature, become Uowerful forces 

machinery and lights can now be ܪtted with the 
aUUroUriate sensors to interact with networks. 
2anufacturers that failed to see this develoUment and 
did not ready their Uroducts with these features were 
left behind by organi_ations that adaUted Vuickly.   

Technology develoUments in the ܪelds of artiܪcial 
intelligence 
AI�, machine learning 
21�, automation, 
blockchain and the metaverse have led many 
organi_ations to imUlement these emerging 
technologies into their solutions and Uroducts to stay 
comUetitive. 'ut emerging technologies can also 
become disruUtors. <hile AI is already emerging as a 
disruUtor in many ܪelds, it remains to be seen whether 
the metaverse will converge the digital world with 
the Uhysical in new ways. <ill cryUtocurrencies rule 
the world economy$ <ill blockchain become a more 
Uervasive Ulatform for transactions$ As the world 
becomes largely digital, and interactions and monetary 
assets are Uredominantly digital, how is digital trust 
established$ The risk associated with these emerging 
technologies needs to be understood and evaluated 
by IS auditors Uroactively so that they are not taken by 
surUrise when large-scale deUloyments haUUen.     

Nontechnology Disruptions
There are also nontechnological disruUtions. The most 
recent examUle is the global C4;I)-�� Uandemic. 
The virus conܪned UeoUle from all walks of life inside 
their homes and Urevented social contact amid an 
atmosUhere of fear, stress, sickness and loss of lives.

It was digital technologies that enabled work from 
home 
<+-�, but not all organi_ations had the 
necessary technology infrastructure and Urocesses 
in Ulace to enable it. -owever, over time, remote work 
has become an acceUted reality and hybrid models 
have been develoUed. *nabling security in the new 
work environment created challenges and resulted in 
losses for many organi_ations. A disruUtion of 

By preparing and training in the use of disruptive 
technologies using resources from industry 
leaders and educators, the IS auditor can 
effectively participate in designing appropriate 
controls to be built into these new solutions.
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Climate Change
The tremendous develoUments made by humankind 
in areas such as infrastructure, industriali_ation, 
energy, transUortation and farming over the last 
��� years have dramatically imUroved Vuality of 
life. -owever, it has come at a high cost for the 
environment in terms of the effects of climate 
change, including rising temUeratures, rising sea 
levels, the deUletion of the o_one layer, and the 
Uollution of air and water.�

This crisis affects the entire world, and it is imUerative 
for everyone to do their best to act resUonsibly to 
minimi_e the effects of climate change. The :nited 
3ations Sustainable Development Goals Report 2022
notes that� 

As the world faces cascading and interlinked 
global crises and conflicts, the aspirations set out 
in the 2030 Agenda for Sustainable Development 
are in jeopardy. With the COVID-19 pandemic in 
its third year, the war in Ukraine is exacerbating 
food, energy, humanitarian, and refugee crises—
all against the background of a full-fledged 
climate emergency.�

Therefore, it is necessary for all organi_ations to 
address these issues no matter their business 
sector. Are they ready with a Ulan to become carbon 
neutral$ <hat are they doing to consume energy 
more efܪciently$ Are they taking measures to 
stoU Uollution caused by their activities$ Are they 
manufacturing Uroducts that suUUort these causes$ 
Are they Uublishing a veriܪed environmental, social 
and governance 
*S,� reUort that demonstrates their 
commitment to Urotecting the environment$7  

The answers to these Vuestions are imUortant 
because customers use these considerations when 

and make an imUact. 4ften these forces become 
Uervasive and make their imUact across geograUhies, 
industry sectors and technologies. 

Such trends can be termed as emergence, for when 
they are ܪrst noticed, they are considered emerging. 
At any Uoint in time there may be many trends that are 
somewhat visible, but not all of them will mature to 
make a signiܪcant imUact. Identifying which of these 
will grow and mature is not easy and may sometimes 
differ by sector or geograUhy—or some may have a 
global imUact. It is the difܪculty with identiܪcation that 
makes UreUaring for these trends challenging. 

,iven that they take a long time to Ulay out, 
UreUaration for these trends reVuires a long-term 
vision and strategic Ulanning. 

2any consultants and research bodies Uublish global 
trend reUorts aimed at trying to make Uredictions in 
different areas as to what the world will look like a 
decade or two into the future.� -owever, this is not 
an easy task, and the conclusions of different studies 
vary deUending on the focus and vision of the authors 
and their organi_ations. As the famous )anish 
Uhysicist 3iels 'ohr said, Ѧ5rediction is very difܪcult, 
esUecially if it’s about the future.ѧ�  

'ut notwithstanding this, it is necessary and Urudent 
to attemUt to study, evaluate, imagine and UreUare. 
As famous science ܪction author and futurist 0arl 
Schroeder said, Ѧ+oresight is not about Uredicting the 
future  it’s about minimi_ing surUrise.ѧ�  

'y identifying emergence and UreUaring for it, 
organi_ations can minimi_e surUrises.

2any trend reUorts identify several maOor areas 
of change and imUact, including climate change  
urbani_ation, ineVuality and inclusion  and 
demograUhic change. These examUles give indications 
about the nature of emergence and how to UreUare for 
it, but they are not exhaustive. 4rgani_ations need to 
watch trends and global reUorts and start UreUaring 
early to address these issues.

By identifying emergence and 
preparing for it, organizations 
can minimize surprises.
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conditions and healthcare services. The aging 
UoUulation decreases the share of UeoUle working 
and can lead to a shortage of resources in addition to 
the resUonsibility of caring for the aged.   

Areas of Development
Some areas of develoUment that could make 
an imUact on enterUrises and their use of 
technology include�

• Quantum computing—An emerging area of 
signiܪcant interest where much research effort 
is being exUended is Vuantum comUuting. <hen 
Vuantum comUuting becomes technically viable 
and economically feasible, it will have the Uotential 
to comUletely revolutioni_e the world of comUuting. 
This new aUUroach to comUuting will not only 
signiܪcantly increase the sUeed and caUacity for 
Uroblem solving, but also transform how comUuters 
work. -owever, it will Uose new risk areas and 
dangers as well. <ill all existing encryUtion and 
cryUtograUhy become Uowerless at the hands of 
this brute comUute Uower$10 -ow will this change 
the technology that is currently used$ It is imUortant 
to stay aware of these new advancements.

• Genetic and life sciences research—7esearch 
in the areas of genetics and other life sciences 
aided by AI are heralding new advancements in 
healthcare. The beneܪts of this are better health 
and longer life exUectancy. As mankind delves 
deeUer into this domain, the risk of irresUonsible 
use of some of the discoveries remains, which may 
imUact many sectors and countries. 

Role of the IS Auditor
*mergence should be addressed by senior leadershiU 
and the 'o). The role of the IS auditor in this area can 
be limited. The IS auditor needs to evolve from being 
an examiner, reviewer and veriܪer to becoming one 
who advises and guides as an exUert. An IS auditor 
who evolves to this level is then given a seat at the 
table. An auditor has become a conܪdante of senior 
management and a valued adviser can UarticiUate in 
conversations or helU develoU Urocesses regarding 
emergence issues for the organi_ation.

Conclusion
The work and life of an IS auditor is exciting because 
the environment of business and technology in which 
auditors Uerform their work is changing dynamically—
sometimes gradually but also sometime dramatically. 

choosing the tyUes of organi_ations with which they 
wish to interact. Although these considerations may 
seem like a means to enhance an organi_ation’s 
image, in the future, such factors may determine their 
very existence. 

Addressing this shift reVuires vision, strategy and 
commitment from the very toU, including setting 
goals, declaring them, and making investments and 
efforts to achieve them. This is long-term work, but it 
should begin now. 

Urbanization, Inequality and Inclusion
5oUulations are raUidly moving from rural to 
urban areas. This introduces both Uroblems and 
oUUortunities for enterUrises. 2ore than half the 
world’s UoUulation now lives in cities and towns, 
and by ����, this number will reach � billion.� The 
increasing UoUulation density in urban areas strains 
the available infrastructure, but it also creates business 
oUUortunities for serving the burgeoning UoUulations 
of cities with various goods and services. 

-owever, the raUid Uace of develoUment has not 
showered beneܪts on everyone around the globe 
eVually and uniformly. )isUarities in standards of 
living vary grossly across UoUulations. Including 
every Uerson around the globe in develoUment and 
its beneܪts regardless of race, color, caste, gender, 
nationality or any other criteria is an imUerative for 
the world today. Society can sustain Urogress only 
together, not in Uockets. 

These issues have many social imUlications, and they 
will also imUact organi_ations and their emUloyees. 

Demographic Changes 
The global UoUulation is aging in most countries, 
and it is estimated that �� Uercent of the global 
UoUulation will be older than �� years of age by 
����—uU from the current ��.� Uercent.� 1ife 
exUectancy is increasing due to better living 

The IS auditor needs to evolve 
from being an examiner, reviewer 
and verifier to becoming one who 
advises and guides as an expert.
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7ecogni_ing this change is fundamental to the IS 
auditor’s attitude, and UreUaring for this change is 
imUerative for survival and success. 

InterruUtions, disruUtions and emergence will 
continue to Uose challenges to organi_ations, and 
IS auditors need to do their best to overcome these 
challenges. The weaUon to ܪght interruUtions 
is knowledge of existing technology, systems, 
Urocesses and current methods and tools for 
Urevention and mitigation. )isruUtion can be 
countered by learning about emerging technology 
and new innovations and tools. Continuous learning 
is an IS auditor’s comUanion in the Oourney to keeU 
Uace with business and technology advances. An IS 
auditor who combines knowledge and their Ulanning 
to keeU Uace with current events and trends with 
an attitude of being a Uartner in the organi_ation, 
will get a seat at the leadershiU table to guide the 
organi_ation on emergence issues as well. 

Editor’s Note
The conceUt of emergence can have more than 
one deܪnition. ISACA® deܪnes emergence within 
its )igital Trust *cosystem +ramework 
)T*+� as 
the arising of new business oUUortunities, new 
behaviors, new Urocesses and other relevant items 
as the subsystems between UeoUle and Urocesses 
evolve. As sUontaneous new ways of doing things 
emerge within an organi_ation, they may be regarded 
as Uositive or negative. In some cases, emergence 
creates order out of chaos in unUredictable ways. +or 
more information on emergence and the )T*+, go to 
www.isaca.org/digital-trust.
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