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Identifying and re aring for Interru tions, 
isru tions and mergence

A beacon from a lighthouse or a buoy in the 
sea alerts assing shi s of the resence of 
rocks or other dangers and guides the shi s 
to safe harbor. Acts of guiding and alerting 

are embedded in the hiloso hy of information 
systems IS  auditors. angers can be hidden, and 
guidance is re uired to reach destinations and 
achieve goals. 

ust as shi s face dangers, organi ations may 
face different hardshi s that hinder their rogress 
toward achievement of organi ational goals. 
These hardshi s can broadly be categori ed as 
interru tions, disru tions and emergence events. It 
is im ortant for IS auditors to understand the nature 
of these interru tions, disru tions and emergence 
events to hel  their organi ations mitigate their 
adverse im acts. 

Figure 1 shows how interru tions, disru tions and 
emergence differ from each other with res ect to 
various dimensions. nderstanding these differences 
is crucial to being re ared.

Interruptions
An organi ation’s information systems are ex ected 
to be available and functioning o timally to enable 
all users, internal and external, to erform their 
necessary actions at all times. owever, systems 

can become unavailable or can malfunction, causing 
inconvenience or damage de ending on the nature of 
the interru tion and the length of the outage. 

Interru tions can be classi ed into six ma or categories

1. Software malfunctions 

2. ardware failures 

3. etwork outages, congestion 

4. alware, cyberattacks 

5. atural disasters e.g., floods, res, earth uakes

6. Infrastructure events e.g., ower su ly or air 
conditioning issues, civil disturbances   

The otential for each of these ty es of interru tions 
is known and exam les have already occurred  
therefore, strategies, methods, rocesses and tools 
exist for mitigating or recovering from each of them. 

A roactive, well-managed organi ation should be 
re ared for all categories of interru tions. Although 

interru tions can occur suddenly and without 
notice, a re ared organi ation is ready to uickly 
swing into action, mobili e its workforce and nd 
a solution. Security and audit functions have built 
sound rocesses, technologies and methodologies to 

re are for these interru tions and either to revent 
them or recover from them swiftly. 
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itself. isru tions do not ha en suddenly, such as 
with a cyberattack. ather, they develo  over a eriod 
of time and eventually cause change. 

Emerging Technology Disruptions
isru tions are often caused by the advent of new 

technologies. or exam le, banking in the s 
re uired a customer to hysically visit a bank branch 
to erform any kind of transaction. owever, with 
advancements in network technology, the increasing 
reach and reliability of the Internet, and the creation 
of mobile a lications a s , banking account has 
changed dramatically. ith the advent of online 
banking, customers can log in to their bank account 
and com lete any transaction digitally. anks that 
ke t ace with technology and enabled their systems 
for online banking were successful, while those that 
did not had to lay catch-u  to survive. 

The digital revolution has made mobile hones and 
their a lications the mainstay of most business 
interactions and transactions. The Internet of Things 
IoT  enabled roducts other than com uting devices 

to connect to networks. Cars, household a liances, 

The IS auditor’s role in dealing with interru tions is 
signi cant. The IS auditor should artici ate in the 
risk assessment to identify all ossible interru tions 
and their im act on s eci c systems. The auditor 
should also review all the mitigating control 
measures ut in lace and verify that they all have 
been tested and will be o erational at the time of 
need. In addition, the IS auditor should evaluate all 
recovery and business continuity lans to ensure 
that they will succeed in restoring systems when 
interru tions ha en. This should be an ongoing 

rocess since systems and environments constantly 
change and lans must be u dated accordingly. It 
is also necessary for the IS auditor to examine the 

re aredness of eo le—including staf ng ade uacy, 
staff training and staff ability to res ond with agility 
during crises. 

Disruptions
A disru tion is not merely an interru tion that 
tem orarily halts o erations. A disru tion could 

otentially strike at the root of the very existence of 
something. It often goes beyond the technology and 
information systems and im acts the organi ation 

FIGURE 1

Interruptions vs. Disruptions vs. Emergence

Interruptions Disruptions Emergence 

Timing of occurrence Sudden, unannounced Not sudden; initially slow then 
accelerating 

Gradual; takes time to be noticed 

Targets affected Potentially any system Sometimes localized to a 
sector or industry or geography; 
sometimes localized to a 
technology

Could be widespread 

Time to react Very short Reasonable time, but requires a 
strategy and plan 

Adequate time; requires vision 
and futuristic thinking

Time to impact Immediate Medium; several months to a year 
from the first signs of trends and 
early adapters

Long; enough time to prepare for 
those who can see it coming 

Nature of impact Minor to severe depending on the 
nature of the interruption  

Gradual, but could be severe 
leading to a threat to survival 

Slower and could lead to loss of 
business and reduced lifespan 

Preparation and mitigation Well-known strategies, processes, 
technologies exist

Need for operational readiness 
and response 

Requirements for awareness of 
trends and reading the indicators 
of change

Need for forward-looking 
leadership and the will to 
embrace change and innovate

The ability to read signals in the 
environment and industry

Need for long-term vision and 
strategy and considerable 
preparation that may require time, 
effort and resources

IS auditor role and influence Significant; evaluation, 
verification and audit 

Moderate; alerting, guiding 
advisory

Minimal; possible to guide and 
influence if IS auditor can get a 
seat at the table



38  ISACA JOURNAL  VOLUME 2  |  2023

this nature and at this scale is severe. Although it had 
not been encountered reviously, it led to lessons 
learned and the world is more re ared for the future 
because of it.1

Natural Disaster Disruptions
isru tions also ha en due to large-scale natural 

calamities such as earth uakes, res and floods. 
These are often locali ed to a geogra hic area and a 
limited eriod of time, and recovery is often ossible 
for organi ations that have business continuity

lans in lace. 

Man-Made Disruptions
an-made events, such as wars, also cause 

disru tions and are more dif cult to handle. The war 
in kraine is one such exam le that has had an 
im act far beyond its geogra hy, im acting the 
energy sources and su ly chains of many countries 
and enter rises.   

isru tions do cause distress, but organi ations 
that have a forward-looking vision, organi ational 
strengths and o erational agility to innovate and 
res ond to change have overcome disru tions and 
emerged stronger.

The Role of the IS Auditor
The IS auditor’s work with res ect to disru tions 
can be contributory and advisory. hen the 
disru tion that is ha ening in the industry is 
visible but the organi ation is not utting in effort 
to re are for the disru tion, the IS auditor can 
leverage relationshi s with senior management 
and the board of directors o  to bring the issue 
to their attention and re uest guidance in terms of 
recommended action. y re aring and training in 
the use of disru tive technologies using resources 
from industry leaders and educators, the IS auditor 
can effectively artici ate in designing a ro riate 
controls to be built into these new solutions. ence, 
learning, training and kee ing ace with technology 
are key re uirements for IS auditors to make effective 
contributions toward dealing with disru tions. 

Emergence and Global Trends
Technologies and the business scenarios in which 
they are a lied have evolved in a mostly gradual 
manner, albeit with eriodic abru t changes. Certain 
trends can be seen in their nascent form but take 
some time to mature, become owerful forces 

machinery and lights can now be tted with the 
a ro riate sensors to interact with networks. 

anufacturers that failed to see this develo ment and 
did not ready their roducts with these features were 
left behind by organi ations that ada ted uickly.   

Technology develo ments in the elds of arti cial 
intelligence AI , machine learning , automation, 
blockchain and the metaverse have led many 
organi ations to im lement these emerging 
technologies into their solutions and roducts to stay 
com etitive. ut emerging technologies can also 
become disru tors. hile AI is already emerging as a 
disru tor in many elds, it remains to be seen whether 
the metaverse will converge the digital world with 
the hysical in new ways. ill cry tocurrencies rule 
the world economy  ill blockchain become a more 

ervasive latform for transactions  As the world 
becomes largely digital, and interactions and monetary 
assets are redominantly digital, how is digital trust 
established  The risk associated with these emerging 
technologies needs to be understood and evaluated 
by IS auditors roactively so that they are not taken by 
sur rise when large-scale de loyments ha en.     

Nontechnology Disruptions
There are also nontechnological disru tions. The most 
recent exam le is the global C I -  andemic. 
The virus con ned eo le from all walks of life inside 
their homes and revented social contact amid an 
atmos here of fear, stress, sickness and loss of lives.

It was digital technologies that enabled work from 
home , but not all organi ations had the 
necessary technology infrastructure and rocesses 
in lace to enable it. owever, over time, remote work 
has become an acce ted reality and hybrid models 
have been develo ed. nabling security in the new 
work environment created challenges and resulted in 
losses for many organi ations. A disru tion of 

By preparing and training in the use of disruptive 
technologies using resources from industry 
leaders and educators, the IS auditor can 
effectively participate in designing appropriate 
controls to be built into these new solutions.
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Climate Change
The tremendous develo ments made by humankind 
in areas such as infrastructure, industriali ation, 
energy, trans ortation and farming over the last 

 years have dramatically im roved uality of 
life. owever, it has come at a high cost for the 
environment in terms of the effects of climate 
change, including rising tem eratures, rising sea 
levels, the de letion of the o one layer, and the 

ollution of air and water.

This crisis affects the entire world, and it is im erative 
for everyone to do their best to act res onsibly to 
minimi e the effects of climate change. The nited 

ations Sustainable Development Goals Report 2022
notes that  

As the world faces cascading and interlinked 
global crises and conflicts, the aspirations set out 
in the 2030 Agenda for Sustainable Development 
are in jeopardy. With the COVID-19 pandemic in 
its third year, the war in Ukraine is exacerbating 
food, energy, humanitarian, and refugee crises—
all against the background of a full-fledged 
climate emergency.

Therefore, it is necessary for all organi ations to 
address these issues no matter their business 
sector. Are they ready with a lan to become carbon 
neutral  hat are they doing to consume energy 
more ef ciently  Are they taking measures to 
sto  ollution caused by their activities  Are they 
manufacturing roducts that su ort these causes  
Are they ublishing a veri ed environmental, social 
and governance S  re ort that demonstrates their 
commitment to rotecting the environment 7  

The answers to these uestions are im ortant 
because customers use these considerations when 

and make an im act. ften these forces become 
ervasive and make their im act across geogra hies, 

industry sectors and technologies. 

Such trends can be termed as emergence, for when 
they are rst noticed, they are considered emerging. 
At any oint in time there may be many trends that are 
somewhat visible, but not all of them will mature to 
make a signi cant im act. Identifying which of these 
will grow and mature is not easy and may sometimes 
differ by sector or geogra hy—or some may have a 
global im act. It is the dif culty with identi cation that 
makes re aring for these trends challenging. 

iven that they take a long time to lay out, 
re aration for these trends re uires a long-term 

vision and strategic lanning. 

any consultants and research bodies ublish global 
trend re orts aimed at trying to make redictions in 
different areas as to what the world will look like a 
decade or two into the future.  owever, this is not 
an easy task, and the conclusions of different studies 
vary de ending on the focus and vision of the authors 
and their organi ations. As the famous anish 

hysicist iels ohr said, rediction is very dif cult, 
es ecially if it’s about the future.   

ut notwithstanding this, it is necessary and rudent 
to attem t to study, evaluate, imagine and re are. 
As famous science ction author and futurist arl 
Schroeder said, oresight is not about redicting the 
future  it’s about minimi ing sur rise.   

y identifying emergence and re aring for it, 
organi ations can minimi e sur rises.

any trend re orts identify several ma or areas 
of change and im act, including climate change  
urbani ation, ine uality and inclusion  and 
demogra hic change. These exam les give indications 
about the nature of emergence and how to re are for 
it, but they are not exhaustive. rgani ations need to 
watch trends and global re orts and start re aring 
early to address these issues.

By identifying emergence and 
preparing for it, organizations 
can minimize surprises.
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conditions and healthcare services. The aging 
o ulation decreases the share of eo le working 

and can lead to a shortage of resources in addition to 
the res onsibility of caring for the aged.   

Areas of Development
Some areas of develo ment that could make 
an im act on enter rises and their use of 
technology include

• Quantum computing—An emerging area of 
signi cant interest where much research effort 
is being ex ended is uantum com uting. hen 

uantum com uting becomes technically viable 
and economically feasible, it will have the otential 
to com letely revolutioni e the world of com uting. 
This new a roach to com uting will not only 
signi cantly increase the s eed and ca acity for 

roblem solving, but also transform how com uters 
work. owever, it will ose new risk areas and 
dangers as well. ill all existing encry tion and 
cry togra hy become owerless at the hands of 
this brute com ute ower 10 ow will this change 
the technology that is currently used  It is im ortant 
to stay aware of these new advancements.

• Genetic and life sciences research— esearch 
in the areas of genetics and other life sciences 
aided by AI are heralding new advancements in 
healthcare. The bene ts of this are better health 
and longer life ex ectancy. As mankind delves 
dee er into this domain, the risk of irres onsible 
use of some of the discoveries remains, which may 
im act many sectors and countries. 

Role of the IS Auditor
mergence should be addressed by senior leadershi  

and the o . The role of the IS auditor in this area can 
be limited. The IS auditor needs to evolve from being 
an examiner, reviewer and veri er to becoming one 
who advises and guides as an ex ert. An IS auditor 
who evolves to this level is then given a seat at the 
table. An auditor has become a con dante of senior 
management and a valued adviser can artici ate in 
conversations or hel  develo  rocesses regarding 
emergence issues for the organi ation.

Conclusion
The work and life of an IS auditor is exciting because 
the environment of business and technology in which 
auditors erform their work is changing dynamically—
sometimes gradually but also sometime dramatically. 

choosing the ty es of organi ations with which they 
wish to interact. Although these considerations may 
seem like a means to enhance an organi ation’s 
image, in the future, such factors may determine their 
very existence. 

Addressing this shift re uires vision, strategy and 
commitment from the very to , including setting 
goals, declaring them, and making investments and 
efforts to achieve them. This is long-term work, but it 
should begin now. 

Urbanization, Inequality and Inclusion
o ulations are ra idly moving from rural to 

urban areas. This introduces both roblems and 
o ortunities for enter rises. ore than half the 
world’s o ulation now lives in cities and towns, 
and by , this number will reach  billion.  The 
increasing o ulation density in urban areas strains 
the available infrastructure, but it also creates business 
o ortunities for serving the burgeoning o ulations 
of cities with various goods and services. 

owever, the ra id ace of develo ment has not 
showered bene ts on everyone around the globe 
e ually and uniformly. is arities in standards of 
living vary grossly across o ulations. Including 
every erson around the globe in develo ment and 
its bene ts regardless of race, color, caste, gender, 
nationality or any other criteria is an im erative for 
the world today. Society can sustain rogress only 
together, not in ockets. 

These issues have many social im lications, and they 
will also im act organi ations and their em loyees. 

Demographic Changes 
The global o ulation is aging in most countries, 
and it is estimated that  ercent of the global 

o ulation will be older than  years of age by 
—u  from the current .  ercent.  ife 

ex ectancy is increasing due to better living 

The IS auditor needs to evolve 
from being an examiner, reviewer 
and verifier to becoming one who 
advises and guides as an expert.
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ecogni ing this change is fundamental to the IS 
auditor’s attitude, and re aring for this change is 
im erative for survival and success. 

Interru tions, disru tions and emergence will 
continue to ose challenges to organi ations, and 
IS auditors need to do their best to overcome these 
challenges. The wea on to ght interru tions 
is knowledge of existing technology, systems, 

rocesses and current methods and tools for 
revention and mitigation. isru tion can be 

countered by learning about emerging technology 
and new innovations and tools. Continuous learning 
is an IS auditor’s com anion in the ourney to kee  

ace with business and technology advances. An IS 
auditor who combines knowledge and their lanning 
to kee  ace with current events and trends with 
an attitude of being a artner in the organi ation, 
will get a seat at the leadershi  table to guide the 
organi ation on emergence issues as well. 

Editor’s Note
The conce t of emergence can have more than 
one de nition. ISACA® de nes emergence within 
its igital Trust cosystem ramework T  as 
the arising of new business o ortunities, new 
behaviors, new rocesses and other relevant items 
as the subsystems between eo le and rocesses 
evolve. As s ontaneous new ways of doing things 
emerge within an organi ation, they may be regarded 
as ositive or negative. In some cases, emergence 
creates order out of chaos in un redictable ways. or 
more information on emergence and the T , go to 
www.isaca.org/digital-trust.
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