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xternal auditors should be trusted members
of the business community. They analyze
structured data (e.g., log files, transaction
records) and unstructured data (e.g., interview
responses and reports) to draw conclusions about
the veracity of an enterprise’s systems and controls
for cybersecurity, compliance and quality, and
finance. Ultimately, they provide assurance—to
the public, in some cases—that an enterprise is
well managed.

However, some of the world’s biggest audit firms are
struggling with their most important obligation: to be
a trusted source of independent information about
the state of an enterprise. The Enron and WorldCom
scandals have not been forgotten, and there has been
a series of more recent high-profile events: One of the
world’s largest audit firms is being sued for USS830
million and has been charged with misconduct,'?

and two other leading audit firms have been

caught cheating.®4

As audits become more data-driven, audit firms
can be exposed to risk if the client enterprise fails
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to adhere to good data management practices. A
key question for the data-driven auditor is how to
assess the reliability (e.g., accuracy, completeness)
of the data captured by a client’s system and the
methods of data acquisition used by that system.®
This question applies not only to auditors, but also
to banks, insurers, securities traders, retailers,
telecommunications organizations and even social
media enterprises—all entities that people trust with
their data.

The data trust domain is vast (figure 1), even as a
subset of the immense digital trust domain. Poor
data management in general, and poor data quality
in particular, can have negative impacts on data
trust and, thus, on digital trust. But there are steps
enterprises can take to improve their overall levels of
trust based on the data management discipline and
the principles of trustworthiness.

The Poor State of Organizational Trust

The world is becoming less trusting partly because

of failures related to poor data management.

The Facebook-Cambridge Analytica scandal

is a case in point, specifically from a privacy
perspective.° Businesses are actually the most
trusted organizational type—more trusted than
nongovernmental organizations (NGOs), governments
and media.” However, there is a global trust crisis in
business, with two thirds of senior executives believing
that trust between people and the enterprises and
institutions they deal with is declining because of
enterprise data misuse, corporate scandals and
misrepresentations of the truth.®

This is not a recent phenomenon. Trust in the US
government has been declining for 70 years.® Trust
has simultaneously been declining in business
enterprises, media and NGOs since 2017, with the
average level of trust across dozens of countries in all
four organizational categories combined being less
than 50 percent.'

The Poor State of Data Trust

When discussing data trust in a digital trust context, a
useful analogy is that data are like water and IT is like
plumbing. Data trust is like trusting that the water is



FIGURE 1
Data Trust Domain

Organizational Trust

potable, and IT trust is like trusting that the plumbing
functions properly. Just as water cannot flow or be
stored without the right plumbing, data cannot flow or
be stored without IT. Digital trust is about trusting the
entire data and IT ecosystem.

Whereas “digital trust focuses on how trust manifests
in a digital context,”" data trust is exclusively about the
data context of the digital ecosystem, including, but not
limited to, the data components of privacy and security.
Data trust includes data management aspects such

as data quality, metadata management, master and
reference data management, content management
(unstructured data) and data consumption mechanisms
(e.g., reporting, analytics, artificial intelligence [Al]).
Specifically, data trust means that data management
activities produce verifiably healthy data.

More than three quarters of consumers say that
sharing data with enterprises is a necessary evil."?
Worse, 78 percent of consumers say their trust in an
enterprise’s ability to protect their data has stayed
the same or declined over the past two years.”
Worst of all is that 55 percent of enterprises believe
that consumers’ trust has increased over the same
period. There is clearly significant dissonance

Data Trust

between enterprises and their customers when it
comes to data trust.

The use of third-party personal data—when an
enterprise buys personal data from another enterprise
to augment its own data on individuals—has been
identified as a major cause of declining trust.”® It can
lead to inaccurate representations of customers
because of inaccurate data and the guesswork
involved in merging data and possibly not following
regulations. In addition, the purchase, processing
and use of the integrated data are not transparent to
the end user, and transparency is a requirement for
building (or rebuilding) organizational trust.’

However, it is important to note that trusted
enterprises do not need transparency."” Rather,
distrusted enterprises need transparency to recover
from distrust. The current president of the European
Central Bank and former chair and managing director
of the International Monetary Fund reinforced this
sentiment by saying, “In my experience, the best tonic
for depleted trust is heightened transparency.”’® In
other words, transparency is needed where trust has
been eroded, not where trust is intact. For example, the
medical profession is considered a bastion of trust, so
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one trusts a physician’s opinion without demanding
transparency about how that opinion was reached.

But data trust involves more than transparency;

it also includes value delivery and acceptance of
consequences—that is, the trust a person places

in an enterprise’s data practices.’ Consequence
acceptance is a major element of data governance
through an enterprise’s culture and its management
structures, specifically insofar as they relate to
accountability and responsibility.

There are many critical attributes
for effective data management
that are missing in enterprises
that are struggling with data
management initiatives.

Data trust requires healthy data, and healthy data
are clean, appropriately accessible, understandable,
up-to-date and traceable.?’ Each of these criteriais a

subset of effective data management. In other words,

well-managed data drive data trust; unhealthy data—
that is, data with lower than desired levels of quality
because of poor data management—cause low levels
of data trust.

The Poor State of Data Management

In general, data management details the tasks and
activities required for a healthy data environment,
while data governance defines accountability and
responsibility for those tasks and activities based on

a defined policy and, generally, with respect to defined
processes. Both elements are in response to a data
strategy aligned with an enterprise’s overall strategy.

The Capability Maturity Model Institute (CMMI)
found that ineffective data management negatively
impacted 100 percent of the technology failures it
surveyed, and technology initiatives experienced a
50 percent failure rate.?! An academic study of the
factors causing the failure of Al projects found that
earlier studies cited data management issues as a
significant factor.??

Although these findings are indicative of failure on

the process side of data management, failure is also
happening from a people and governance perspective.
For example, the 2010 promise of big data being

key to competition remains unfulfilled because
enterprise leaders still have not recognized that data
are important to everyone, not just a few data-oriented
managers.?® A decade later, the tide may finally be
turning, with a renewed focus on self-service business
intelligence and data democratization—making data
accessible to all, “irrespective of their technical know-
how"?* and giving them appropriate permissions—
increasingly enabled by metadata-driven data fabric
platforms and the domain-led data products of data
mesh architectures.

The overall result of these failures is that 90 percent
of data governance projects fail to perform well.?®

There are many critical attributes for effective data
management that are missing in enterprises that
are struggling with data management initiatives,
including:?6:27.28

Senior executive sponsorship

Clear objectives linked to measurable organizational
value; half of all enterprises do not assess, monitor
or measure their data governance initiatives?

Integrated data strategy with a shared language
and consistent expectations shared by all
relevant stakeholders

Focus and commitment; that is, attention to the
meaningful rather than the menial

Manageable scope driven by prioritization

Defined operational accountabilities and
responsibilities and shared responsibility for
operational success



Data governance and data management expertise

Recognition that data management is an ongoing
operational responsibility, not just a project

Balanced rather than overt focus on tools
and technology

Focus on communication, transformation and
change management from the start

Many of these attributes are related to data
governance. For example, the UK government'’s
coronavirus data were flawed and misleading,
negatively impacting public understanding

and government decision-making.®® One of the
problems was termed a technical glitch that led to
thousands of positive results being omitted from the
calculation of national coronavirus cases. The
glitch was said to be “a data file exceeding its
maximum file transfer size.”*" There were other
issues as well, such as inflated figures that
necessitated recalculation.

Given this assessment, it seems that some of the
data governance questions not asked or answered
may include:

Who was responsible for validating the file
transfer?

Was there a process in place for that person to
follow with respect to file identification and data
transport validation? If so, was the

process approved?

Was the process for calculation validated by the
identified stakeholders?

Were there clear and agreed-on definitions for
variables such as dates (e.g., day of report vs.
day of death) and when data were to be captured,
including accommodation for weekends? If so,
were the definitions approved?

How were data inputs and data outcomes
approved? Attestation or certification? (Presenting
data without supporting information means that
interpretation is left to the observer)

Even if data management (the process) is sound,
failures in data governance (accountability and
validation) can mean that all data-reliant efforts come
to naught. Data management and data governance
need to function in tandem for data to be sustainably
fit for purpose.

Even if data management (the process) is sound,
failures in data governance (accountability and
validation) can mean that all data-reliant efforts
come to naught.

The Poor State of Data Quality

Given the poor state of data trust and data
management, it should be no surprise that data are
unhealthy. Poor data quality cost the US economy
USS3 trillion in 2016, a cost driven by decision
makers, managers, knowledge workers and data
scientists having to accommodate unhealthy data
in their everyday work.3? The accommodation

of unhealthy data by these individuals includes
understanding, correcting and preparing the data to
make them usable for their intended purpose.

Assuming that the causes of dirty data (a subset
of unhealthy data) are similar in all large developed
economies, the cost of dirty data for all countries in
2016 can be estimated as:

Country
GDP 9016

Estimated Cost of Dirty Data » US$3 trillion

In2016

us
GDP In 2016

The gross domestic product (GDP) of the United
States (the total economic value produced) in 2016
was US$18.7 trillion.®® Using this equation, the cost
of dirty data for other major economies can be
estimated (column B in figure 2). Large economies
such as Brazil and China were excluded from

this analysis because comparable data were not
available from the sources used and because of their
developing economic status.®*

Next, it is possible to determine the impact of poor
data quality on employees—that is, the extra work
they must perform to clean and prepare data for use.
Based on the number of economically active people
in each country (column C in figure 2), the average
cost of dirty data per employee can be calculated
(column D in figure 2). Note that because the data
for figure 2 were collected in different years, this
introduces a timing error into the estimate. Based on
the average wage per employee (column E in figure 2),
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FIGURE 2

Time Spent Cleaning Dirty Data per Employee in Selected Large Economies

Country A B (from the equation) (¢

Number of

Calculated Annual Cost of =~ Employees

GDP (inUSS  Dirty Data in USS$ Billions in Millions

Trillions, 2016)° (2016) (2021-22)°
United States $18.7¢ 3,000¢ 158.1
Japan $4.9 786 67.2
Germany $3.5 561 45.4
United Kingdom $2.6 417 32.7
France $2.5 401 29.0
Italy $1.8 289 23.0
Canada $1.5 241 19.6

D=B/C E F=D/E
Calculated Cost Calculated
of Dirty Data Average Wage Average Percent
per Employee per Employee in of Time Fixing
per Year in USS USS Thousands Data per
Thousands (2020)° Employee
19.0 69.4 27 percent
11.7 38.5 30 percent
12.4 53.7 23 percent
12.8 471 27 percent
13.8 45.6 30 percent
12.6 37.8 33 percent
12.3 55.3 22 percent

Sources: a) World Bank, “GDP Current US$,” https.//data.worldbank.org/indicator/NY.GDPMKTP.CD?order=wbapi_data_value_2010+wbapi_data_value+wbapi_data_value-last&sort=desc; b) SME Finance

Forum, “MSME Economic Indicators,” https:/smefinanceforum.org/data-sites/msme-country-indicators; c) OECD Stat, "Average Annual Wages," https://stats.oecd.org/Index.aspx?DataSetCode=AV_AN_
WAGE; d) Countryeconomy.com, “United States (USA) GDP—Gross Domestic Product,” 2016, https://countryeconomy.com/gdp/usa?year=2016; ) Redman, T. C.; “Bad Data Costs the U.S. $3 Trillion Per
Year," Harvard Business Review, 22 September 2016, https://hbr.org/2016/09/bad-data-costs-the-u-s-3-trillion-per-year
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the average percentage of time each employee
spends on data quality issues can be calculated
(column F in figure 2). Some jobs involve more work
with data than others, but the average provides an
estimate of the extent of the problem at the per-
person level.

This means that between one quarter and one

third of the average employee’s time is spent
accommodating the vagaries of dirty organizational
data—that is, up to one third of every day, week,
month and year that could be better spent adding
value to the enterprise’s customers. The cost of dirty
data is approximately 15- to 25-percent of revenue for
most enterprises.®® Reputational risk is often cited as
a risk of dirty data,*® and dirty data have damaged the
reputations of 21 percent of enterprises.®’

FIGURE 3

What initiatives are driving data quality improvement
efforts, and what major problems are they attempting
to solve? Fifty-eight percent of enterprises cite
greater efficiency as a primary reason to improve
data quality; 55 percent cite enhanced customer
satisfaction; and 571 percent cite informed decision-
making (figure 3).%¢ Furthermore, enterprises struggle
with data that are incomplete (51 percent), out of date
(48 percent) or inaccurate (44 percent).®

The fact that the cost of poor data management can
be quantified (in a top-down manner using enterprise-
specific data, as shown in figure 2, but potentially in

a bottom-up manner as well) means that making a
business case for improving data quality is a good
place to start. This should involve quantifying the
benefits of addressing the issues.

Top-Three Data Problems and Reasons to Improve Data Quality

Top-Three Drivers of Data Quality
Improvement Efforts

60 percent

55 percent

50 percent

45 percent

M Efficiency Customer Satisfaction

B Decision-Making

Top-Three Data Problems

55 percent

50 percent

45 percent

40 percent

M Incomplete Not Current M Inaccurate



Restoring Data Trust: Where to Start

Poor data quality can compromise organizational
economics, operations and customer trust. It can
also be a powerful trust builder with the potential to
increase trust in business by 3 percent and trust in
government by 6.1 percent.*’ There is also a strong
argument that better quality data can help close the
income divide.#'

Forty-two percent of respondents to one survey said
that organizations are not doing enough to ensure
trustworthy information.*> By addressing data quality,
a major part of that trust problem can be resolved.

There are several steps an enterprise can take to
rebuild data trust:*

Clean and validate data (data quality).
Add operational metadata (data management).
Secure private and sensitive data.

Ensure data traceability (i.e., lineage and
provenance; another aspect of data management).

Ensure visibility and control of data management
processes (transparency).

Increasing data trustworthiness depends on data
that are:**

Transparent—Verifiably clean and compliant

Thorough—Providing a complete picture of the
relevant domain

Trending—A measurement of data consumption

Telling—Verified and tested

Quality, transparency, traceability and verifiability

are recommended points of focus for rebuilding

data trust by means of a revised data management
program. Thoroughness is an interesting consideration
because it entails the best single view of the customer.
Measuring data consumption is one of the greatest
indicators of success. If nobody is using the platform,
the reason is probably a lack of trust.

Many different stakeholders have roles to play in
effective data governance, including those involved
in data consumption (business) and data production
(IT), because fit-for-purpose data are not just an

IT function (figure 4). Indeed, data owner and data
steward are both recognized data management
roles. In addition, data consumers’ participation in
managing the problem fosters greater engagement

FIGURE 4
Data Production (Sources) vs. Data Consumption (Users)

Application Business
(Technology) (Data)
Domains Domains

Data Production

(Data Sources) Data/Information

Data Processing Enables Consumption

Isr:t(:arg%?ion (Reports,
Harmonization Analytics, Al)

Data Management
Data Management and Data Governance and
Data Governance

and buy-in, which promotes trust and legitimacy.*®

In analytics, data trust is defined by four trust pillars:
data quality, effectiveness of the analytics, integrity
of data use (akin to data consumption) and resilience,
which is concerned with long-term sustainability,
optimization, governance and security.* In particular:

[Rlesilience is key to winning customer trust. It
only takes one service outage or one data leak
for consumers to quickly move to (what they
perceive to be) a more secure competitor.*’

Quality, transparency,
traceability and verifiability
are recommended points of
focus for rebuilding data trust
by means of a revised data
management program.

Data resilience—which involves well-governed

data management—is the cornerstone of digital
resilience.* Data are in constant flux, which means
that active risk management by means of appropriate
controls is part of a full-fledged approach to data
resilience.*’ Data and analytics are constantly
evolving and, over time, there can be shifts in the way
they are used, their impact and the risk they create.®®
These shifts can impact the data resilience of the
enterprise. If they are not monitored, there can be
serious negative repercussions.
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Privacy and security are just two dimensions of
data management; they should not be considered
in isolation from the many other elements
inherent in the management of data.
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In terms of the interoperability of data resilience,

it is important that enterprises ensure that their

data operations are visible, which is part of trust
building. Visibility facilitates identification of the
interdependencies and interrelated risk factors across
the entire data ecosystem.®

In terms of the robustness of data resilience, only 52
percent of 165 data and analytics decision makers
surveyed indicated that data could be changed only
by those authorized to do s0.5? The others indicated
that anyone could change data. It is no wonder that
data trust is in such a poor state.

From Third-Party Data to First-Party and Zero-
Party Data

One of the challenges in building data trust is
breaking the reliance on third-party data supply
chains and ecosystems.® To limit liability,

rebuild customer trust and create more accurate
personalization, enterprises need to move away from
the use of third-party data.* First-party data are the
data an enterprise collects on individuals during the
usual course of doing business, and zero-party data
are data that customers willingly submit, such as by
answering surveys.®

Growing regulatory pressure may reduce the market
for third-party data and reverse the trend of negative
experiences individuals have had over the years as a
consequence of their use.

Data Trusts and Personal Data Stores

Lack of user, customer or citizen control over
personal data in organizational hands fuels distrust.®
Lack of control (e.g., data on Facebook, Google)
leads to the wider problem of decreasing trust in
government, institutions and other enterprises.*’
Data trusts and personal data stores (PDSs) are two
of the most popular alternative data management
models that support enhanced controls, with PDSs
supporting enhanced user control.

Based on legal trusts, data trusts are structures
that provide independent stewardship of data for an

agreed-on purpose.®® This is not a new concept, and
much has been written about the subject. However,
a public survey in the United Kingdom indicated that
personal control, regulatory oversight and opt-out
options were all preferable to data trusts.®

The preference for personal control brings PDSs to
the forefront of the data management conversation.
PDSs store an individual's data, and third parties

have access only when the individual provides it.
Blockchain-based personal identity products support
PDSs. In one survey, PDSs were deemed preferable to
six other data management models, with current data
management methods scoring the lowest.®

Conclusion

Trust in businesses, governments, media and
institutions has been declining for years, and trust

in their abilities to manage and appropriately use
customer data is following that downward trend.
Furthermore, there is significant evidence that
traditional data management is failing. A major part

of this evidence is the poor state of data quality.
Combined, these factors have negatively affected data
trust, digital trust and overall organizational trust.

Data governance and data management are linked,
yet privacy and security are considered mainly from
a data management perspective. Missing is an
active discussion about their governance, not only
with respect to compliance, but also considering
metrics such as trust, which are driven by defined
responsibilities and accountabilities. Furthermore,
privacy and security are just two dimensions of
data management; they should not be considered in
isolation from the many other elements inherent in
the management of data.

To address issues of data trust, digital trust and,
ultimately, enhanced organizational trust, the first
step is to focus on a subset of data management—
specifically, data quality and metadata—in addition

to privacy and security. Other important aspects are
certification, attestation and increased visibility of the
various data management processes. One measure
of success would be increased data consumption.

In the information age, good organizational trust
depends on good digital trust, and good digital

trust depends on enhanced trust not only in the
enterprise’s IT, but also in its data. From a data
perspective, data trust is forged by paying attention to
privacy and security, data quality and metadata, and
by exhibiting the ability to certify data and information
as being fit for purpose.
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