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Reality Check: The Use of Big
Data and Predictive Data Models
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The notion that every organization is sitting on a
veritable crystal ball in the form of untapped data is
a fantasy. However, for many enterprises across a
broad range of industries, investing in predictive data
modeling is a worthwhile pursuit that can increase
customer satisfaction, improve efficiency and even
help save lives. But to realize this value, organizations
must deal with some down-to-earth and sometimes
messy realities.

Data Security and Integrity

Cybersecurity remains at or near the top of every
organization’s risk register. The threats to data security
and integrity are increasing from within organizations
CISA, CDPSE, CFE (e.g., complexity of data governance, conflicting
priorities, neglect) and from the outside (e.g., malicious
acts, lack of control over third parties). At the same
time, the stakes accompanying a data breach are
growing in terms of potential financial and reputational
damage and legal/regulatory liability.
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According to a 2022 Protiviti report:

IT audit teams, as well as other departments (e.g.,
legal, compliance, IT), are scrambling to keep
pace with new data privacy and data security
rules as well as changing legal and regulatory
compliance requirements that have growing
implications for organizational data management
and technology-related activities.?

Particularly as it relates to sensitive data, the
fundamental question is whether the value the
organization is getting from these data is worth

the risk of ownership. To answer that question,

top leadership must have a clear and shared
understanding of how predictive modeling is
expected to support the organization’s mission,
strategy and core values. At the same time, the
capacity for predictive modeling to impart value

to the organization is directly related to the quality
and integrity of the data that are input into the
models. Therefore, a strong sense of purpose and a
commitment to data security and integrity must be
in place from the top down for organizations to avoid
dabbling in, or lunging after, the prospective benefits
of predictive data modeling in a manner that puts the
organization at excessive risk.

Bias, Privacy and Other
Ethical Concerns

Members of the general public have become
increasingly concerned that the personal data
organizations collect (with or without consent) will

be used in ways that violate their right to privacy or
their right to fair and equitable treatment. Anticipating
people’s thoughts and actions too well can be
downright creepy, and it can negatively impact their
perception of a brand and its level of trust. Voicing that
concern has led to change, both in government and
in the marketplace. A 2022 Harvard Business Review
article notes that:

Until now, companies have been gathering as
much data as possible ... often without customers
understanding what is happening. But with the
shift towards customer control, data collected
with meaningful consent will soon be the most
valuable data of all, because that’s the only data
companies will be permitted to act upon.®

In addition to the increased focus on privacy, there
is a greater demand for transparency to ensure that

Leadership must be able to determine if available
data are relevant to the prediction they are trying
to make, and if it is worth the risk and cost of
acquiring, accessing, storing and including that

data in the modeling.

organizations that utilize advanced data analytics

are treating people fairly and equitably. In particular,
this concern is relevant to a type of predictive data
modeling called clustering, in which data (and the
people that data represent) are placed into various
groups based on their common attributes. In addition
to targeted advertising:

..other use cases of this predictive modeling
technique might include grouping loan applicants
into ‘smart buckets’ based on loan attributes,
identifying areas in a city with a high volume of
crime, and benchmarking [Software-as-a-Service]
SaaS customer data into groups to identify global
patterns of use.*

At one level, this seems intuitive and reasonable. If
the purpose of advertising is to inform people about
products and services they might want, then using
information about those people to improve the odds
of suggesting relevant products to them only makes
sense. The same could be said about applying the
known, historical likelihood of a destructive event
occurring to the decision of how much a customer
should have to pay for insurance against that event.

However, when organizations make determinations
(even well-supported ones) about whether certain
clusters of people can, should or would want to do
certain things, they risk crossing the line between
prudent risk management or beneficial tailoring of the
customer experience and discrimination. The data
economy, “was structured around a ‘digital curtain’
designed to obscure the industry’s practices from
lawmakers and the public ... [but] that curtain has
since been lifted.” Therefore, organizations must
understand how their model-powered decision-
making processes will tolerate this sunlight and,
more important, consider proactively how their use of
predictive data modeling aligns with their core values.
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MORE?
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Data Relevance

Forecasting is another common use case for
predictive modeling. Although organizations have
traditionally used historical data to anticipate demand,
the comprehensiveness and immediacy of information
that can be included in the calculation necessitates

a new level of scrutiny over the relevance of data.

In the past, an enterprise had, perhaps, transaction
volume, returns data, customer loyalty program data,
foot traffic statistics and some demographic data,

but now there exists the ability to incorporate a much
wider variety of variables into the computation with
real-time trending. The fundamental problem thus
shifts from needing more data to determining where
to draw the line. Leadership must be able to determine
if available data are relevant to the prediction they are
trying to make, and if it is worth the risk and cost of
acquiring, accessing, storing and including that data in
the modeling on the premise that doing so could make
forecasts even incrementally more accurate.

Organizational leaders must
seriously consider whether they
have, or can acquire, the skilled
workers needed to execute their
strategies for predictive modeling.

Disruption

Itis also important for business leaders to fully
comprehend the ongoing commitment to monitoring
that is required for the responsible and effective use
of predictive models. Such models cannot simply

be deployed and left to run at the risk of developing
biases that could impair their decision-making and
expose the business to risk.

Ensuring that changes in the marketplace or the
broader world do not break data models necessitates
vigilance, but it also requires that resilience be an
upfront consideration in the early stages of planning
the development and use of a predictive model. In
short, the model must be built with the assumption
that the environment in which it ultimately

performs will change frequently postdeployment

in ways that may not have been foreseen during
development. These are key factors in the return

on investment (ROI) equation that business leaders
must understand before embarking on a predictive
modeling initiative.

ROI

For organizations in certain industries, investment

in advanced data modeling algorithms will almost
certainly be worthwhile. However, the organization
must still be able to quantify its ROI. The ability to
better anticipate ROI can have numerous quantifiable
benefits, including:

Less waste resulting in lower costs
Fewer inefficiencies and useless procedures
Reduction in costly or dangerous delays

Improved quality with fewer errors

For example, when it comes to emergency response
or disaster preparedness, better predictive models
can literally translate to lives saved. However, in other
situations, the cost-value picture is less clear. For
example, a taxi or ride-sharing service could benefit
greatly from the ability to analyze vast amounts

of consumer and marketplace data to predict—as
accurately as possible—the timing of an event that
will draw prospective customers and precisely

how many. On the other hand, a brick-and-mortar
storefront managing inventory levels can probably
predict demand well enough simply by tracking
historical sales data, meaning that investment in
advanced predictive models is likely not worth

the cost.

Moreover, customer demand for forward-thinking
experiences that help them make better decisions and
actions “doesn't always suggest a predictive solution.”

This speaks once again to the need for leadership

to understand how increased accuracy and insight
from predictive models can benefit the organization
and, even better, to be able to quantify those benefits
before investing in predictive technologies.

Organizational Skills and Expertise

It is expected that 97 million jobs involving artificial
intelligence (Al) will be created between 2022 and
2025.7 "Al has the potential to transform every
industry..however, businesses are still struggling to
find employees with the skills necessary to create,
train and work alongside intelligent machines.”®



Although demand for skilled workers in the field
reportedly has been quickly outstripping supply, the
problem of organizational skills and expertise related
to predictive modeling is not strictly a hiring problem.
According to research by the Massachusetts Institute
of Technology (MIT) (Cambridge, Massachusetts,
USA) Center for Information Systems Research:

Creating successful artificial intelligence
programs doesn’t end with building the

right Al system. These programs also need

to be integrated into an organization, and
stakeholders—particularly employees and
customers—need to trust that the Al program is
accurate and trustworthy.®

This, the researchers conclude, is the case for
building enterprisewide Al explainability.’

Organizational leaders must seriously consider
whether they have, or can acquire, the skilled workers
needed to execute their strategies for predictive
modeling. They must also determine if they can raise
the level of literacy within their organization to realize
the full potential benefits of predictive modeling.

Conclusion

Anybody who has ever researched a potential
investment opportunity has been somberly reminded
that past performance is not indicative of future
results. Nevertheless, for many organizations, gaining
the power to anticipate the needs of individual
customers ever more accurately and foresee shifts

in the broader marketplace is worth tackling the
unknowns and potential pitfalls associated with
advanced predictive data models.

Research shows that:

Most large firms already suffer from a series of
internal tensions over customer data..and up

to 90 percent of current IT budgets are spent
simply trying to manage internal complexities,
with precious little money actually spent on data
innovation that improves either productivity or the
customer experience."

That type of dysfunction cannot be overcome by an
algorithm, no matter how sophisticated. Rather, it
requires commitment, a clear strategy and well-
aligned goals to ensure that any predictive model is
built on a solid foundation.
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