INFORMATION
SECURITY MATTERS

Advertising Information Security

o, | am watching a sporting event on
television and a former employer of mine
runs an advertisement that says its devices
will solve my cybersecurity problems. Later
in the match, another former employer tells the world
that its consultants can produce privacy for my
business. A full page advertisement in my Sunday
newspaper tells me that this organization’s software
can give me peace of mind that my data are safe.

What is going on here?!? Everywhere | ook, it seems

that someone is trying to sell me information security.

Information Security for the
Mass Market

I have been a specialist in information security long
enough to remember the times when we few, we
happy few in InfoSec had to fight for any recognition
at all. The struggle for budget, personnel, tools
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and seniority had to be fought endlessly, as did the
battle against the bad guys trying to break into our
employers’ systems and data. So, for me at least,
seeing information security sold to the general public
leaves me in shock.

| am concerned that people at
large will come to believe that
information security can be
achieved simply by buying it.

| understand that advertising is a reflection of reality,
not reality itself. | have long been told that if | only
buy the right products, | will be healthier, wealthier,
wiser and sexier. None have worked so far. | actually
have greater confidence that some of the security
products and services that | see advertised will work
as promised. But | am concerned that people at large
will come to believe that information security can be
achieved simply by buying it. Yes, tools are important,
but the security program that chooses and uses
those tools is paramount.

There is something wondrous about advertising
information security products to mass markets. It
implies that the number of actual buyers of these
products is great enough that it pays manufacturers
and service companies to reach out to them through
the general media. ISACA® take note: Our members
are a large cohort of valued potential customers.

It is also pleasing that my friends and family who have
long asked me, “What is it that you do exactly?” now
are treated to an explanation that neither trivializes
nor aggrandizes information security. These ads tell
them what | and every other information security
professional | know has been saying for years:
Information security is good for business.

It Pays Not to Advertise

But there is something missing. | do not
see advertisements for the banks, insurers,



manufacturers, educational institutions, governments
or any other industry that buys security products
stressing their own security. If we make the case,

as | often have, that information security creates a
competitive advantage, why are these organizations
not claiming it? Are they just shy? Are their
information security practices not thorough enough?
Have they not spent enough on people and products?

| believe that many organizations are spending
appropriately large amounts of money on information
security.! (On the other hand, I do not believe any of
the reported global outlays, which, with a brief search
of the Internet, vary from US$23 billion? to US$40.8
billion® to US$140.12,* which is quite a spread.) So
why am | not seeing ads that say, “Do business with
us! Your data are secure with us!"?

| believe the reason is that they are afraid their entire
marketing strategy can be upset in an afternoon

by a successful cyberattack. A demonstrated lack

of security could instantly become a competitive
disadvantage. | realize how unfair this is. Not naming
names, but | know of many top-flight organizations
with excellent information security functions that have
been victimized by cyberattacks and frauds. If the best
are not safe, what can lesser institutions say or do?

This has long been a dilemma for those information
security professionals who have tried over the years
to demonstrate the effectiveness of their programs.
The burden of proof rests with the criminals and
terrorists. The best team in the league occasionally
loses a game; they do not get relegated to the second
division for that loss. But a single cyberattack can
undermine the credibility of an entire information
security program. No wonder marketing executives
conclude that it pays not to advertise the strength of
their information security.

Promoting Information Security

| propose that it is the responsibility of organizations’
information security functions to capitalize on what
they are doing to enhance the business’ public image.
They should aid their marketing departments in
developing ad campaigns featuring what is being
done to protect customers’ information. In a bygone
era, banks built large and imposing branches to

imply their solidity; they called themselves trust
companies. Insurance companies hamed themselves
after mountains and large rocks. Manufacturers

Organizations and their information security
functions can capitalize on this security literacy
by explicitly demonstrating what they are doing to
prevent theft or misuse of customers’ information.

were proud to print pictures of giant factories on their
labels. All of this was to say, “We are here to stay. We
look after you and your assets. You can trust us.”

Perhaps it is time to rebrand information security and
privacy as more than fancy technology and super
sleuths. Customers and prospects can be told that the
information security department is their friend looking
out for their data. The chief information security officer
(CISO) might be styled as the customer information
protection executive (CIPE). Of course, the function will
continue to protect all information as well as that of
customers, but the public image would be altered.

Then an advertising campaign might be launched
featuring the CISO/CIPE and the security staff. There
would not be, must not be, any guarantees of secure
information. Rather, the ads might explain what the
individuals are doing to protect customers’ interests.
Note that the individuals would be featured, not the
organization. The point is that there are people—not a
faceless, impersonal institution—looking after you.

In large measure, because cyberattacks have been so
well publicized, the general population is increasingly
well-educated about issues such as cybersecurity,
privacy and access control. Those TV spots during
ballgames for security vendors have not hurt

either. Organizations and their information security
functions can capitalize on this security literacy

by explicitly demonstrating what they are doing to
prevent theft or misuse of customers’ information.

| urge organizations to change the imagery of security
and the way they use information security as a
marketing tactic. Enough of locks, armaments and
bulldogs as our symbols. Organizations should stress
what they are doing to allow authorized customers,
and only them, to access their information, rather than
placing the focus on keeping the wrongdoers out. The
avatar for information security should be the school
crossing guard, not the burly cop.
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Endnotes

1 For example, the chief executive officer (CEO)
of one of the world's largest banks said in an
interview that his organization spends more
than USS$1 billion every year on cybersecurity.
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