RBAC, BCM & SoD

What a perfect information technology headline!
Three acronyms and not a single word. But they are
three important concepts in information security,
and | would like to take a few pages to explore their
intersection.

RBAC

Role-based access control (RBAC) has been one of
the most significant goals of information security for
at least 20 years. According to the US National
Institute of Standards and Technology (NIST),' it
springs from theoretical work performed by David F.
Ferraiolo and D. Richard Kuhn in 1992.% In simple
terms, the premise of RBAC is that access privileges
to data, applications and software tools are granted
to defined roles, rather than to individuals. Individuals
are assigned to roles, and the management decision-
making of who gets to access what is generalized
across specified functions. The underlying
assumption is that access privileges can be grouped
so that no individual requires unique utilization of
information resources.

VIF ROLES ARE ALTERED IN
A DISRUPTION, AS THEY ARE
LIKELY TO BE, THEN THE

PRIVILEGES ASSOCIATED
WITH THOSE ROLES MUST
ACCOMMODATE THE
CHANGES. 77

By itself, RBAC does not actually act as the switch
that either allows or disallows a given person use of
certain resources; that is performed by the access
control mechanisms in the infrastructure or the
applications. When successfully implemented,
RBAC provides consistency and efficiency in
enabling people to use all and only the information
and software that they need for the functions they
perform. (It is worth noting here that RBAC is
among the most widely used methods in the
information security tool kit.)®

BCM

Business continuity management (BCM) is a
process by which an organization can “continue
delivery of products or services at acceptable
predefined levels following [a] disruptive incident.”
The BCM process must be aware of the functions
performed in the enterprise to determine which are
critical and which can be deferred or bypassed. This
is where the incongruity with RBAC occurs.

The effectiveness of RBAC depends on knowing all
the resources a given role (i.e., function) requires.
Effective BCM requires knowledge only of the
critical resources for those same functions.
Moreover, and perhaps more important, RBAC is
based on the roles performed by an organization in
normal times and BCM, by definition, addresses
those roles in abnormal times.

RBAC and BCM

Thus, BCM establishes one model of how
information (and other) resources are to be used
and RBAC forms another. If roles are altered in a
disruption, as they are likely to be, then the
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¥ AS MORE FUNCTIONS ARE AUTOMATED,
ESPECIALLY WITH THE ADVENT OF Al AND

ROBOTICS, IT BECOMES INCREASINGLY
DIFFICULT TO SEPARATE DUTIES BETWEEN
TWO OR MORE PEOPLE. 77
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privileges associated with those roles must
accommodate the changes. In principle, this means
that an organization should maintain two RBAC
models, one for normal times and another for
disruptions. In principle, maybe; in practice, | am not
aware of anyone doing it.

Even if an organization had an alternative RBAC
model, it might not be of any value. Response to
disruptions is almost always improvisational.
People are given permission to take shortcuts
and to bypass controls on an ad hoc, one-time
only basis.

SoD

Separation® of duties is the great-granddaddy of all
controls. Itis:

...a basic building block of sustainable risk
management and internal controls for a
business...based on shared responsibilities
of a key process that disperses the critical
functions of that process to more than one
person or department.®

With regard to control over information resources,
RBAC is a valuable tool for achieving SoD, inasmuch
as formalizing roles requires consideration not only
of what a role is permitted to do and access, but
what it is prohibited from doing and accessing.
Thus, in building an RBAC model, attention must be
paid to avoiding the concentration of responsibility
within a small number of roles. If that small number
is one, SoD is definitely violated.

As more functions are automated, especially with
the advent of artificial intelligence (Al) and robotics,
it becomes increasingly difficult to separate duties
between two or more people. As the number of

people is reduced, will there be enough who remain
to split the work? Whether it is sufficient for one of
those “people” to be a machine process is an open
question that | believe needs to be resolved.

SoD and BCM

If the answer to the open question is that a machine
is not a person (a reasonable conclusion on its
face), can an exception be made in responding to a
disruption? In other words, if SoD can be reasonably
circumvented in emergencies, can a machine
process act as a compensating control for the
duration of a disruption?

As with so many questions in information security,
the answer to this one only raises further questions.
Who determines when a disruption is sufficiently
severe to allow SoD to be bypassed? What forms of
monitoring might mitigate the risk? If a machine
can provide adequate control in times of disruption,
why not in normal times? These conundrums are
not really new. We have faced them repeatedly
since we introduced computers into business
operations. Alan Turing predicted that Al would
raise the stakes for answering this question and our
times, once again, have proven Turing correct.”

SoD and RBAC and BCM

As long as | am talking about intelligence, | would
like to quote F. Scott Fitzgerald's dictum that “The
test of a first-rate intelligence is the ability to hold
two opposed ideas in the mind at the same time
and still retain the ability to function.”® What would
Fitzgerald—or Turing for that matter—make of
holding three opposed ideas (the topics of this
column)? Or are they really opposed?

For most of us in information security, this is
irrelevant. We must have SoD; we need BCM; and
we will have RBAC. We must make them all work,
together if we can or bumping into one another
every now and again if we cannot. | might say that
solving this sort of dilemma is why we make the big
bucks, but we do not and that is not why, anyway.
But going beyond the job of passwords and
firewalls is what makes this profession of
information security endlessly fascinating.
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