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What Type of Management Is
Required to Stop Serious
Cyberattacks?

The actual level of cyberrisk that many actually a motivator: Cyberattacks are so financially
organizations face is now far out of alignment with lucrative now that they strongly incentivize

what top management would consider an attackers to fully exploit existing vulnerabilities for
acceptable level of cyberrisk. In 2017, Warren their own gain, and they should incentivize top
Buffett, the chairman and chief executive officer management to pay more attention to this area.
(CEO) of Berkshire Hathaway, publicly called

cybersecurity “the number one problem with One might logically conclude that the continual
mankind.”" Consistent with his assessment, every upswing in the cost of cyberattacks and the costs

year the number and the severity of losses in the
information security and privacy areas gets
progressively worse.

Although many statistical indicators could be cited,
the Ponemon Institute/IBM 2079 Cost of a Data
Breach Report provides a good illustration of this
trend. It states that the average cost of a data
breach in the United States is US$8.19 million. This
is up from US$7.91 million in 2018.2 Results from
prior years of the study show a pattern of
increasingly severe consequences associated with
information security and privacy breaches. The fact
that both organized crime and nation-states have
now become frequent attackers is yet another
cause for justified alarm. The mounting losses are
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they impose on victims should cause the US
Congress, the United Nations and business
associations to become more involved in addressing
the issue. In actuality, very little progress has been
made in the United States or globally to counter these
trends. Globally, it is similarly clear that the
harmonization of laws and regulations is urgently
needed because the existing legal and economic
system fails to incentivize proper action to address
this important area.>* The Council of Europe
Convention on Cybercrime (also known as the
Budapest Convention)® was opened for signature on
23 November 2001 and became effective 1 July
2004. The treaty’s intent was to harmonize
substantive and procedural cybercrime laws for
signatory countries to help facilitate cybercrime
investigations. After nearly 20 years, 65 countries
have agreed to the treaty, but with approximately 230
countries and territories connected to the Internet, the
Convention is far from being a global solution.

Inconsistencies in cybercrime legal frameworks are
only one part of the cybercrime problem.
Differences in privacy and cybersecurity laws—
especially in the United States—exacerbate the
problem. Every US state now has its own version of
a breach notification law, and many of these contain
prebreach information security program
requirements. Many of the states are following
California’s lead with its California Consumer
Privacy Act (CCPA) and are considering similar,
broader privacy laws.

With the EU General Data Protection Regulation
(GDPR), its Directive on Security of Network and
Information Systems, EU Cybersecurity Act, and the
EU Cybersecurity Certification Framework, the legal
landscape for privacy and cybersecurity is
extremely fragmented, and it is difficult for
organizations to meet their compliance
requirements. A more standardized and
coordinated approach is badly needed, not just
nationally, but internationally as well.67:&°

This type of integrated and broadly applicable,
multilateral legislative effort will take considerable
time, but there are steps that each organization can
take on its own, right now, to help reverse the
continual rise in cyberattacks. It is widely known
that Albert Einstein said, in effect, that one cannot

solve problems with the same thinking that created
them. This notion is applicable to harmonizing legal
frameworks and changing the continual rise in
cybercrime and its cost to business.

For more than two decades, the management of IT
risk, including privacy and information security, has
been handled the same way: It has been managed
as a technical issue, not a management issue.
However, it is, and always has been, properly both a
technical and a management effort. To transform
the fragmented approaches to privacy and
information security, a different type of thinking is
needed. All cyberrisk management begins with
roles and responsibilities and appropriate oversight
using those roles and responsibilities.

Y FOR MORE THAN TWO
DECADES, THE
MANAGEMENT OF IT RISK,
INCLUDING PRIVACY AND

INFORMATION SECURITY,
HAS BEEN HANDLED THE
SAME WAY. 77

The implementation by organizations of well-
established management principles for information
security and privacy results in fewer cyberattacks
and better enterprise risk management. The focus
here is on management'’s rigorous clarification,
assignment, and evaluation of roles and
responsibilities for information security and privacy.
This approach can be implemented by all
organizations, including private sector firms,
charitable and nonprofit organizations, and
government agencies and departments.

Focus on Roles and Responsibilities

Operating systems involve millions of lines of code;
system architectures of IT networks involve
subnetworks, servers, routers and switches, each
with their own configuration; security software tools
often have incompatible conceptual frameworks;
and third-party vendors often have different
business models and security controls.



Management cannot be expected to understand all
of that, let alone comprehend all that must be done
to protect the network, systems and data in such
environments. Accordingly, management must
delegate responsibility for the management of
these technical aspects to chief information officers
(Cl0Os), chief information security officers (CISOs),
and chief privacy officers (CPOs) or data protection
officers (DPOs).

Nonetheless, top management cannot delegate the
overall management and governance of information
technology, privacy and information security; it is a
responsibility that must be retained at the director
and officer level. To be clear, members of the top
management team must not only perform some of
the work themselves, but they must delegate key
responsibilities for some of the work and exercise
oversight of that work. This requires clarity about
the roles and responsibilities to be performed by
boards and executives and the CIO, CISO, CPO/DPO
and their teams. Many organizations lack clarity
about the roles and responsibilities of these
positions, which also means they lack clarity about
how to manage information security- and privacy-
related risk.’o 1

There is plenty of publicly available evidence behind
previous data breaches to support the observation
that organizations do not have a clear
understanding of what they must do to establish an
acceptable level of information security and privacy
for their operations. A review of the US Federal
Trade Commission’s (FTC'’s) privacy and security
enforcement cases reveals a long list of gaps in
privacy and information security programs that the
FTC determined amounted to an unfair or deceptive
trade practice.’? These gaps, which can include
something as basic as failing to regularly install
software patches, have resulted in very serious and
expensive breaches, often involving the personal
data of millions of people.

For example, the Equifax breach in 2017 involved
147 million individual credit reports.’ The attack on
Equifax exploited a vulnerability’ in unpatched
software that the company knew about and for
which a patch existed, and the attackers were able
to thereby gain access to the company’s network
and data. The FTC, the US Consumer Financial

YW MANAGEMENT TEAMS AT MANY

ORGANIZATIONS GENERALLY WANT THE
TECHNICAL STAFF TO HANDLE PRIVACY AND

INFORMATION SECURITY MATTERS AND NOT
GET INVOLVED THEMSELVES. 77

Protection Bureau (CFPB) and US attorneys general
from 50 US states reached a settlement with the
credit bureau for US$575 million.' In another
example, Facebook was fined a record USS$5 billion by
the FTC for repeatedly using deceptive disclosures
and settings with respect to its user privacy controls,
in violation of an existing FTC order it was under. The
Facebook settlement also required:

Facebook to restructure its approach to
privacy from the corporate board-level down
and established strong new mechanisms to
ensure that Facebook executives are
accountable for the decisions they make
about privacy, and that those decisions are
subject to meaningful oversight."®

Although the same is increasingly true globally,
these US enforcement and regulatory efforts in
response to cyberattacks reveal the ability of
regulators at the federal and state levels to work
together in their enforcement and reach a unified
settlement. The FTC has also begun to place more
emphasis on management'’s involvement in privacy
and information security. In an effort to strengthen
FTC orders with respect to privacy and information
security, on 6 January 2020, the FTC outlined three
major changes that could be expected in future
orders. Those orders would be more specific,
increase third-party assessor accountability and
“elevate data security considerations to the C-suite
and board level.""”

There are a few generalizations that can be fairly
made about current privacy and information
security management practices, irrespective of
whether those efforts are being performed in-house
or by third parties. First, there is a widespread desire
for top managers to keep their hands off of these
matters. For example, management teams at many
organizations generally want the technical staff to
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handle privacy and information security matters and
not get involved themselves.

However, information security governance best
practices and standards'® and current court
decisions require all levels of management,
including the board of directors (BoD), to be actively
involved with information security and privacy.
Thus, information security and privacy cannot be
entirely delegated. In fact, taking such an approach
may constitute a breach of management's fiduciary
duty of loyalty (duty to monitor)."

Second, there is a pervasive misconception by top
management at far too many organizations that
privacy and information security can be solved by
buying a variety of technical tools and outsourcing
the related work. Although products and services
are important components of privacy and
cybersecurity programs, they cannot replace the
human element of these issues, nor can they
replace the clarification of roles and responsibilities
that has to be performed in-house. Consider that 90
percent of the information security and privacy
incidents reported to the UK's Information
Commissioner’s Office (ICO) in 2019 were
attributable to human error.2° Other reports indicate
that employees are the weakest link in a
cybersecurity program and are the targets of spam
and phishing campaigns. Likewise, a 2019
Microsoft report revealed that employees and
executives alike are targeted by cybercriminals in
spam and spear phishing campaigns.?' The human
element of information security and privacy is
clearly not being addressed adequately.

Third, another foundational misconception about
information security and privacy held by
management and BoDs is that this area can be
relegated and assigned to IT staff. In actuality, many
IT personnel are not very knowledgeable about
information security and privacy, and they have had
no formal training on these issues—their expertise
is in IT. Information security and privacy are
enterprise issues because information is used by,
and fluidly moves throughout, organizations and,
therefore, this area must be addressed in a
multidisciplinary manner with cross-departmental
and cross-organizational participation. This means
that it must be coordinated and managed at the
highest levels of the organization.

This also means that information security and
privacy must be the responsibility of everyone in the
organization, with key roles for the management
and governance of these areas clearly defined,
including those of the BoDs. The place to start—the
foundation on which all other management and
governance activities are based—is the clear and
definitive articulation of privacy and information
security roles and responsibilities by senior
management and its BoDs.

¥ ALTHOUGH PRODUCTS
AND SERVICES ARE
IMPORTANT COMPONENTS
OF PRIVACY AND

CYBERSECURITY PROGRAMS,
THEY CANNOT REPLACE THE

HUMAN ELEMENT OF THESE
ISSUES. 77

Plumbing as an Apt Metaphor

History can be a lesson for those in the information
security and privacy field. There is no need to repeat
the same mistakes. In 1926, a group of Los Angeles
plumbing inspectors realized that there were no
uniform specifications for the installation and
maintenance of plumbing systems.?? At that time,
disease was rampant, and it was, in part, spread by
improper sanitation (e.g., leaky toilets). Working
with sanitation engineers, mechanical engineers,
journeymen plumbers and public utility officials,
these plumbing inspectors developed the Uniform
Plumbing Code, which went on to be revised and
adopted by many standards bodies including the
American National Standards Institute (ANSI),
American Society of Sanitary Engineering (ASSE)
and the World Plumbing Council (WPC). Among
other things, that plumbing code defined the tasks
to be performed by various participants such as the
journeyman plumber, the inspector and the
manufacturer.

Improper sanitation can be analogous to the way
that information security and privacy is practiced at
many organizations today. In the information



security and privacy areas, numerous standards and
best practices have been developed, they are largely
consistent, and they have been mapped to one
another. The problem is that organizations are not
integrating them into their information security and
privacy programs, and their management and
executive teams are not exercising appropriate
oversight to even know or understand that their in-
house efforts are deficient. At the most
fundamental level, laws should ensure that the
required roles and responsibilities for privacy and
information security will be performed, but even
that is rarely understood, often out-of-sync with
other incentive systems, and not sufficiently
specified or kept up to date.?

This appeal to clarifying the minimum roles and
responsibilities for information security and privacy
teams is based on the belief that this is central to
allocating appropriate funding and implementing
information security and privacy programs aligned
with best practices and standards. These
responsibilities include regular risk assessments
that must be reviewed and signed off on by
directors and officers. Clearly defined and assigned
roles and responsibilities are the first step toward
establishing a viable culture supportive of
information security and privacy. For example, the
US Department of Justice's “Evaluation of Corporate
Compliance Programs,” a document used when
determining fines and other penalties after a
violation of the law, includes a discussion of roles
and responsibilities as well as corresponding
organizational structure.?

Next Steps

The essence of the suggested approach is role
clarification, role assignment, role negotiation, role
monitoring and role reporting to interested parties.
The assignment of key roles and responsibilities for
cybersecurity and privacy are management tasks
and a well-established component of good
management practice.?5 2627 |n the information
security and privacy realm, this approach has most
often not been sufficiently adopted by organizations
because the area has erroneously been perceived to
be solely a technical concern.

Today, it is generally accepted that information
security and privacy are cross-functional, cross-
organizational activities. It is long past the time for
generally accepted management practices to
include information security and privacy so that the
assets of the organization will be better protected
and cyberattacks will be reduced. The added benefit
is serving as a good corporate role model and
achieving a competitive advantage.

Y THE ROLES OF THE KEY
INDIVIDUALS ACROSS AN
ORGANIZATION WHO ARE
RESPONSIBLE FOR

INFORMATION SECURITY

AND PRIVACY MUST BE
EXPLICITLY ASSIGNED. 77

It also boosts compliance. Formal roles and
responsibilities for top management and BoDs in IT
governance are not only a good idea to mitigate
losses, but they also are now required by law.2¢ At
far too many organizations, both top management
and BoDs have not been adequately briefed about
information security and privacy compliance
requirements and their particular roles and
responsibilities. Legal statutes and regulations best
practices and standards, and case law require
senior management and BoDs to protect the assets
of the organization. For example, both top
management and the BoD have a legal duty to
personally investigate, pay attention to and
reasonably respond to hazardous conditions that
are related to the organization.?®

Furthermore, it is well established that officers and
directors have a duty to make sure that the
organization meets its compliance requirements.3°
If executives and board members have not
adequately met these responsibilities, they have not
fulfilled their roles, and they run the risk of
shareholder derivative suits for breach of their
fiduciary duties to the organization.®
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The Foundation for Improving Information
Security and Privacy Maturity

The following six recommendations embrace not
just proven good management practices but also
the minimum requirements of the law and best
practices and standards for information security
and privacy.

These recommendations focus on roles and
responsibilities as the critical foundation needed to
develop and maintain an information security and
privacy program with appropriate oversight to help
turn the tide on both the mounting losses and the
erosion of trust that accompany those losses. These
recommendations enable organizations to get out in
front of the train and lay some new track. Like
railroads, the Internet has become another
foundational infrastructure system that supports
enormous growth in productivity and the economy.*?

YWEAR TOO MANY
ORGANIZATIONS ASSIGN
INFORMATION SECURITY
AND PRIVACY

RESPONSIBILITY TO THE CIO

OR A PERSON ON THE IT
STAFF AND STOP THERE. 77

Some of these basic, legally mandated roles and
responsibilities for information security and privacy
governance are nondelegable duties that top
management or the BoD must perform. For
example, the US State of New York Department of
Financial Services Cybersecurity Regulation
requires a Certificate of Compliance that must be
filed annually and signed by a board member or
senior officer stating that they have reviewed all
relevant documents and certify that the
organization is in compliance with the regulation.

Designation of Roles

The roles of the key individuals across an
organization who are responsible for information
security and privacy must be explicitly assigned.
This includes the BoD’s audit and risk committees,
the executives responsible for the overall

management of the organization (i.e., chief
executive officer [CEQ], chief operating officer
[COQ], chief financial officer [CFO], general counsel
or chief legal officer [CLO], chief compliance officer
[CCQ], CIO, CISO, DPO or CPO), business unit
managers, head of human resources (HR), risk
manager, head of communications and head of
procurement. If the organization is large enough to
engage in government relations at the state or
federal level or participate in the work of standards-
setting bodies, public-private committees or
multinational fora, the roles of these individuals
should also be clearly defined.

Far too many organizations assign information
security and privacy responsibility to the CIO or a
person on the IT staff and stop there. That is not good
enough. Each of the roles stated are generally
performed by someone. Organizations need to
analyze who in their organization is filling key
management functions and assign those persons a
specific role for the information security and privacy
areas. In smaller organizations, a person may serve in
more than one of these roles, in which case their
responsibilities will be expanded. It should be noted
that information security and privacy responsibilities
should not be assigned to the same person, as this
can create segregation-of-duties issues (the
objectives of security in some areas are in opposition
to and in competition to those of privacy). Clear
designation of each role lays the foundation for the
creation of a cross-organizational team that can, and
should, communicate and coordinate with other
members of the team throughout the year.

Specification of Responsibilities

The responsibilities for each role should be clearly
defined, including specific duties, reporting
relationships, decision-making powers,
performance reviews, key performance indicators
(KPIs) and required tasks. Ideally, these should be
included in the person'’s job description. The
purpose of the clarification of responsibilities is to
ensure that key actions are performed and eliminate
confusion or disputes regarding each role.

Similarly, the responsibilities of BoD committees
with respect to privacy and information security
often are not well understood. Although audit
committees previously were assigned the
responsibility of information security and privacy



compliance and the related risk management, it is
now more common that a separate board risk
committee handles these issues as part of its
management of enterprise risk.

BoD responsibilities should include a review of
cyberrisk insurance coverage to ensure that risk is
appropriately transferred, mitigated, avoided and
accepted. For example, many cyberrisk insurance
policies are not clear about whether cyberattacks
that may be attributed to a nation-state will be
covered or deemed an “act of war” (force majeure).
Organizations must be clear about the different
types of risk they are facing and whether the related
financial risk has been transferred to insurance
companies or not.

Agreement to Designated Roles and
Responsibilities

Those who have been assigned a designated role
and responsibilities for information security and
privacy must formally (in writing) agree to accept
these responsibilities. Detailing the responsibilities
in a job description is one way to have implied
agreement. Otherwise, the responsibilities should
be set forth in writing and a written acceptance of
those responsibilities should be obtained (in a
contract in the case of a third party).

A formal written acceptance of responsibilities
means that the parties not only understand their
role but that they also take the matter seriously and
understand their responsibilities and that they are
accountable for them. Alternative avenues for the
acceptance of roles and responsibilities can be
achieved with employment contracts, departmental
mission statements, committee charters, policy and
guideline statements, codes of conduct,
outsourcing contracts and similar documents.
Some organizations even go one step further,
requiring individuals to attend specialized training
programs, which include an acknowledgment that
they understand the material by passing a test.

In addition to the specific roles and responsibilities
for privacy and cybersecurity, the protection of an
organization’s data and IT systems is a shared
responsibility that should be clearly set forth in an
organization’s code of conduct, employee handbook
and top-level policy.

¥ A CULTURE EMBRACING CLEARLY DEFINED
ROLES AND RESPONSIBILITIES, SUPPORT FOR
THE RULE OF LAW AND GROUP MUTUAL

SUPPORT, THAT IS COUPLED WITH WILLING AND
VOLUNTARY COMPLIANCE WITH ASSIGNED
ROLES, IS ABSOLUTELY CRITICAL. 77

Enforcement of Designated Roles and
Responsibilities

Both the private and public sectors need to regularly
measure performance according to the designated
roles and responsibilities, particularly for key roles. It
is important that the responsibility for information
security and privacy thereafter be enforced. Many
organizations fail to ensure that responsibilities are
performed, take steps to determine whether related
policies and procedures are complied with, or review
the effectiveness of existing incentives encouraging
consistent compliance. It is important that employee
handbooks, codes of conduct, and information
security and privacy policies state that compliance is
mandatory and violations of policies may result in
disciplinary action up to and including termination.
Organizations that conduct annual performance
reviews could easily include this effort in the annual
review process. When employees know that being
responsible for information security and privacy will
be part of their performance review, they are more
likely to take these matters seriously and refrain from
skirting these duties.

Testing of Designated Roles

All too often, after a breach or serious information
security or privacy problem, the responses
undertaken are chaotic, and those actions indicate
that the response team did not understand clearly
who was responsible for certain critical tasks,
activities and projects. This often occurs when
external players, such as outside counsel, forensic
investigators, crisis communication firms or law
enforcement are brought in to assist with a
response. It is important that the management of
specific external players be assigned to an internal
person. For example, the general counsel or chief
legal officer manages outside counsel and the
forensic investigation, coordinating with the CISO
and DPO/CPO.
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Internal and external roles should be clearly
specified in the incident response plan and regularly
reviewed and maintained. The problem in too many
cases is that incident response plans are not tested,
or perhaps are tested only with a few of the players,
such as the technical team and legal counsel, but
such testing leaves many other key players out of
the test. In addition, incident response plan tests
are often not performed annually, thus the people
with assigned roles and responsibilities get rusty,
take other jobs, or may not be up-to-speed with
either the threat environment or the current
information systems.

Culture in Support of Roles

One of the most important responsibilities of senior
management and the BoD is to establish a culture of
integrity and compliance that is supportive of
information security and privacy. This begins by
setting the tone from the top that is conveyed in
codes of conduct, high-level policies, and the visible
undertaking of their responsibilities with respect to
information security and privacy programs.3 Such an
enterprise culture underpins and accelerates the
success of all information security and privacy
programs.

A culture embracing clearly defined roles and
responsibilities, support for the rule of law and
group mutual support, that is coupled with willing
and voluntary compliance with assigned roles, is
absolutely critical. The culture also needs to have
incentive systems, reinforcements, and rewards
that encourage adherence to these roles and
responsibilities.

The Future Will Not Be an Extrapolation of
What Is Current

As the coronavirus (COVID-19) pandemic revealed,
the future will not be a simple linear extrapolation of
trends that have occurred in the past. The
coronavirus is not just another version of the flu; it
is something unique and novel and much more
serious than anything the world has ever
experienced. The same is true with the information
security and privacy threat environment: The
attacks and methods employed can and will be
unique, and the consequences will be devastating.
Although rapid change characterizes both domains

(e.g., mutations and innovations), the latter realm is
much more challenging because the adversaries
are using dynamically mobilizing advanced
technologies, such as artificial intelligence (Al), to
exploit weaknesses in information security and
privacy. The latter is much more challenging
because constantly shifting human ingenuity is
brought to bear by human attackers.

YY HACKING AND CRACKING
HAS BEEN AUTOMATED SO

THAT THE THREAT HAS BEEN
MARKEDLY MAGNIFIED. 77

For example, the 2017 WannaCry and NotPetya
attacks caused the largest disruption of computer
systems and cyberbusiness interruption losses the
world had ever seen.®* Attackers are now deploying
artificial intelligence (Al) and machine learning to
identify weaknesses in the protection systems that
have been deployed. Attackers are exploiting the
billions of unsecure Internet of Things (IoT) devices
to gain entry to enterprise and government systems.
Hacking and cracking has been automated so that
the threat has been markedly magnified.

Every successful approach to counter the rising tide
of cybercrime, system outages and related losses
must begin with the assignment of clear roles and
responsibilities for privacy and information security
that are performed by the board, down to every
employee, and also to all involved third parties.
Such a successful effort requires a commitment to
develop and maintain information security and
privacy programs that are aligned not only with best
management practices but also with best technical
practices. Six specific ways in which those two
domains can and should now be combined have
been outlined herein.

This means that BoDs and senior management
need to assume the roles they have been skirting,
including getting personally involved in reviewing
budgets for information security and privacy
programs, evaluating the performance of others
working in this same area, ensuring that the



organization has a strong culture supportive of
information security and privacy, and participating
in the regular testing of contingency plans.

Endnotes

Warren Buffett made these remarks during the
2017 annual Berkshire Hathaway shareholders’
meeting. Buffett indicated that cyberattacks
and related problems were a bigger threat to
humanity than nuclear weapons. Had he made
these remarks in late 2020, he probably would
have placed pandemics first and cyberattacks
second. In full disclosure of Buffett's position, it
should be mentioned that some of the
companies Berkshire Hathaway owns, such as
American International Group, offer insurance
against cyberattacks and related problems
such as cyberbullying.
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