INFORMATION
SECURITY MATTERS

Secrecy and Privacy

The COVID-19 pandemic has accelerated many
trends in information technology that were already
evident before the global outbreak, including
teleworking, cloud-based hosting and distance
learning. Not all the accelerated trends were
positive, however. One such has been the focus on
secret information by cyberattackers.
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Clearly, the theft of information is not a new
phenomenon, but the most publicized attacks have
been those on personal data resulting in breaches
of millions of people’s privacy. A different sort of
data theft has been cyberattacks on trade secrets.’
| believe that the importance of protecting secrecy
in addition to privacy has been heightened at

this time.

Information Secrecy Factors in the
Pandemic Era

Why now? The foremost factor has been
governments attacking other states’ industrial
secrets.>%* Not unrelated, we are in a period of
growing international trade conflicts® that are
raising the stakes both for preserving and stealing
trade secrets. Moreover, the pandemic has caused
many countries to erect barriers where none existed
before.® Additional concerns are the incidence of
insiders perpetrating cyberattacks” and the
eagerness of some Big Tech companies to scoop
up all the information they can.?

Taken together, these factors pose a newly
intensified threat to industrial and governmental

secrets and of cyberattacks as a means of getting
to them. | submit that the protection of secret
information, over and above private information, will
be the Next Big Thing for cybersecurity. (Lest my
information security brethren and sistren smite me
mightily about the temples for apostasy, | am in no
way minimizing the problems posed by theft of
personal information, ransomware, and other
manipulative and destructive attacks. | am just saying
that there is a new problem to add to the list.)

Privacy and Secrecy

Clearly, the secrecy and the privacy of information are
related. At the most elemental level, both are based
on confidentiality,® the prevention of dissemination of
items of information. Privacy implies the retention of
interest by the data subject in the information about
herself or himself. (Note that privacy refers only to
information about people.) Secrecy is a higher level of
interest by the data owner in limiting knowledge of
certain information.
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There is, obviously, some overlap between the two
concepts. Some private information may also be
secret, and some secret information may also
concern people. For example, espionage agencies’
information concerning the identity of their spies falls
into both categories, though | imagine that secrecy
takes precedence. However, it is not so clear that the
controls for privacy work equally well for secrecy.
Perhaps a closer examination of the attributes of the
two will provide some enlightenment.

The Attributes of Privacy

The American Institute of Certified Public
Accountants (AICPA) and what is known today as
Chartered Professional Accountants (CPA) Canada
have developed a framework known as Generally
Accepted Privacy Principles (GAPP)." For purposes
of this discussion, | offer below a grossly
abbreviated list of its 10 principals:

—Definition, documentation,
communication and accountability for data

—Notification of policies, procedures
and purposes

—Availability of choices to
the individual, with implicit or explicit consent for
collection, use and disclosure

—Collection of data only for the
purposes identified in the notice

—Individuals’ access for review and
updating of data about themselves

—Limitation of use to
the purposes in the notice with consent; retained
only as long as necessary for the purpose and
then disposed of

—Disclosure only for
the purposes in the notice and with consent

—Protection of data against
unauthorized access

—Accuracy, completeness and relevance
of information

—Assurance of
compliance with policies and procedures
The Attributes of Secrecy

For this list, | drew upon and expanded definitions
offered by the US Patent and Trademark Office:"

—The information must be used
for a purpose

—The information provides benefit to
the owner that is denied to those not having it

—The information has inherent worth

—The information is not generally
known nor can it be derived independently

—The information is protected by
means beyond those used for nonsecret
information (e.g., classified systems,
armed guards)

Commonality of Attributes

It seems to me that certain of these attributes apply
only to privacy: management, notice, choice and
consent, and access. Uniqueness applies only to
secrecy. However, there is significant commonality
among the others:

For reasons that should be self-evident to
readers of this Journal, security is a common
attribute, although it is not mentioned as one for
secrecy. Secrets cannot be kept without it.

“Utilization” is just a five-syllable word for “use,’
so | see “use, retention and disposal” as being
roughly equivalent between privacy and secrecy.
Importantly, the manner in which information is
stored and disposed of is essential to the
purpose for which it was created. The purpose of
the information is generally evidenced by its
handling. Just as a secret written on paper
cannot be left on a desktop, so the electronic
equivalent requires secure storage and erasure.

The way in which information is made available (or
not) to third parties is a determinant of the
advantage a recipient might have. Put another way,
someone whispering, “Don't tell a soul, but Mary is
going to be fired,” breaches both privacy and
secrecy. The same may be said of the electronic
version of “sharing” secret information.

The value of information is inherently tied to its
accuracy. If it is Joe who is about to be let go, not
Mary, then the whispered gossip is no secret

at all.

All information security, including privacy, requires
monitoring. What differentiates secrecy is the
extent of enforcement. Secrecy requires the owner
of the information to take additional, specific



measures to ensure that security is maintained. If
access to all information requires a user ID and a
password, then, while those are necessary for
secrets, they are insufficient. Something more
must be done to protect true secrets.

What to Do About Secrets

To reiterate, whatever security practices are in place
for cybersecurity should stay there. Based on the
analysis | gave previously, it seems to me that the
overlap of secrecy and privacy calls for the extension
of an existing privacy program, assuming that an
organization has one. If it does not, it ought to, if only
to be compliant with laws and regulations.'?

Then an organization should determine what
information it has that is, in fact, secret. Some
secrets have enormous and long-lasting secrecy
requirements; how to build weapons of mass
destruction surely falls into this category. On the
other hand, financial information that is due to be
publicly released in days is also secret, especially if
it might affect stock prices. Considered broadly,
almost every organization and government agency
has some information that should be closely held.
The challenge is to determine what and where it is.

Secrets, as opposed to private information, are
unlikely to be found in structured files and
databases. The more likely hiding places are in
unstructured data, such as file shares, documents
(including electronic documents) and in
collaboration tools such as Microsoft's SharePoint.

A secrecy program, added to that for privacy,
necessitates... Uh-oh, my editor tells me | have run
out of room. | will reveal the, ahem, secrets in my
next article.

Endnotes

A Google search for information regarding
cyberthefts of trade secrets resulted in many
citations, most of them—in English—from the
period since the outbreak of the pandemic and
most of them concerning Chinese attacks on
American industry. | also tried a Baidu search,
which resulted in fewer and less contemporary
results. But those in English showed the
reversed point of view, denying Chinese attacks.
For an earlier and more balanced perspective,
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Not least among those is the EU General Data
Protection Regulation (GDPR), which calls for
most enterprises to have a data protection officer
who can also oversee a secrecy program.
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