FEATURE

The Internet of Things (IoT) has introduced new functionality and performance. They were produced
security risk factors that are unprecedented in at the lowest cost and were brought to market as
scope and scale. Although the recommendations quickly as possible. These devices or software
presented here are intended for loT manufacturers, often lacked the basic mechanisms to protect
many of them are equally applicable to other themselves against misuse or hacking.
stakeholders in the loT community, such as service

providers and software developers. From the Recent loT-related security incidents range from the
perspective of manufacturers, securing loT massive, such as the Internet blackout caused by the
requires answers to the following questions: Mirai attack in 2016,* to specific attacks, such as the

security compromise of a digital thermometer in a
fish tank.® These kinds of attacks affect not just the

® Why and how are loT devices impacted? commercial sector but also household consumers, as
evidenced by the Jeep hack in 2015° and the hack of
Internet-connected smart toys in 2017.”

® To what risk factors are loT stakeholders exposed?

® What are the latest laws and guidelines that
affect loT manufacturers?

® How can loT manufacturers secure their devices Security vulnerabilities in 10T products can expose

and customers’ data? manufacturers to serious cybersecurity risk,
potentially resulting in reputational damage and
“ heavy fines. Another issue that demands attention

is counterfeiting. Counterfeit products pose an
immediate and tangible threat to manufacturers in
economic terms through the loss of revenue. For

According to two recent surveys, top executives
consider building trust and ensuring cybersecurity
in loT deployment the most essential
considerations."? A significant portion of the
revenue derived from an loT-driven economy is
produced through monetization of the data
generated from the loT ecosystem.® Once data are Welland Chu, Ph.D., CISA, CISM

part of the equation, security and privacy naturally Is the business development director, Asia and Pacific Region, at the cloud
become important considerations. protection and licensing business unit of Thales. He serves as the secretary
and vice president of certification at the ISACA® China—Hong Kong Chapter.
During his 26 years in the security industry, Chu has led teams of security
professionals in assessing and implementing security solutions for clients
in the critical infrastructure sector. He can be reached at
Welland.Chu@thalesgroup.com.

The Current State of loT Security

In the past, consumer gadgets or industrial devices
were designed primarily to provide the necessary
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example, the semiconductor industry estimates that
between US$75 billion and US$169 billion worth of
counterfeit semiconductor parts are currently
circulating in the marketplace.® Because of the
uncertainty of the behavior of these counterfeit
products, the confidentiality, integrity, availability
(CIA) triad may be impacted where the data stored,
transmitted or processed in the system may be
subject to accidental or unauthorized storage,
processing, access, destruction, alteration, loss or
lack of availability during the life cycle of the loT
components. If the loT industry is aware of the
damage caused by this lapse in security, why are
manufacturers and users of loT devices not doing
more to mitigate these security threats?

One of the challenges facing security experts and
manufacturers is that the loT ecosystem is complex
and presents a large attack surface. The situation is
complicated by the fact that loT devices are

traditionally not cyberresilient, and they have long
life spans (typically greater than 10 years). Finally,
the need to physically go on-site and manually
replace loT devices often deters operators from
conducting the necessary maintenance, even when
a serious vulnerability has been identified.

Regulations and Guidelines

Recognizing the importance of security and the long-
term implications of flawed IoT devices, the US
Senate,>'° the US State of California," and the US
Food and Drug Administration' ' have spearheaded
efforts to regulate loT security. On the other side of
the Atlantic, the European Parliament™ and the
Department of Digital, Culture, Media and Sport in the
United Kingdom' have issued regulations and
guidelines that govern the security of loT. Figure 1
summarizes the applicable EU and US laws and their
impacts on loT business stakeholders.

Effective Who Is
DELC Affected?

US loT Pending*  IoT contractors e High visibility, with director-level involvement by US Department
Cybersecurity and vendors of Homeland Security, NIST, US Office of Management and
Improvement Act selling to the Budget (OMB)

of 2019 US government ¢ Does not contain any known security vulnerabilities or defects

e Firmware properly authenticated and trusted

California Senate 1 January  loT

» Manufacturers are responsible for protecting the device and any

Bill No. 327 2020 manufacturers information contained therein
selling in * User must generate a new means of authentication before
California access (i.e., no fixed password)

US Food and Drug  2014,2016 Medical device e Security requirements must be addressed during design,

Administration manufacturers
Premarket and

Postmarket

Management of

Cybersecurity

Regulation (EU) 27 June Manufacturers
2019/881 on 2019** or providers
ENISA and on of products,
Information and services or

Communications processes of
Technology loT***
Cybersecurity

Certification

manufacturing, implementation and operation phases
» Verification and validation for software updates and patches

* A European cybersecurity certification scheme shall be established
» Security of protecting the availability, authenticity, integrity or
confidentiality of stored, transmitted or processed data will be

nau

attested against assurance levels of “basic,” “substantial” or
“high” in accordance with the level of the risk associated with the
intended use

* Only authorized persons, programs or machines are able to
access the data, services or functions

« Software and hardware are provided with mechanisms for
secure updates

* The bill is currently being reviewed and amended by various US Senate committees. When the review process is complete, the bill will be voted on by the Senate and, if approved,
sent to the US House of Representatives. If approved by both houses of Congress, the bill will be sent to the President to be signed into law.
** While the regulation has been enacted, the European cybersecurity certification scheme, which is required under the regulation, is yet to be developed. Certification against the
scheme will be voluntary initially but may gradually become mandatory in the European Union for critical products or processes.
*** The regulation covers information and communications technology, which encompasses loT.
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In addition to publications by the US Department of
Homeland Security'® and the US National Institute
of Standards and Technology (NIST),"”*® guidelines
have been published by other bodies and industry
associations. Because the IoT touches on many
disciplines and is applied at different levels,

some loT security guidelines are written for a
specific industry,’ %% while others are more
generally applicable.?*%

loT Security Framework

It would be highly desirable to adopt one baseline
security framework, but unfortunately, there is no
one-size-fits-all solution to IoT security. The security
framework adopted by most security-conscious
practitioners is the NIST Cybersecurity Framework
(CSF).?* The following sections explain how

some well-proven technical measures can be
implemented to achieve security and privacy by
design, thereby enabling manufacturers to identify
threats and protect against them. This helps service
operators detect, respond and recover in the
operation phase more effectively and efficiently.

Five Key Principles of loT Security

The five key principles of 10T security are
summarized in figure 2. If these principles are
followed, the business goals of IoT device
manufacturers will be aligned with security and
compliance requirements. These requirements can
be met when the relevant technological and
procedural controls are in place.

1. Ensure that devices function only as specified:
— Devices accept only authorized, trusted data
from trusted sources.
- Devices will not run unauthorized firmware or
application codes, including malware.
- Unauthorized commands cannot run in devices.

2. Prevent counterfeits from running in the system:

— Only trusted devices can be connected and
communicated with.

- Devices, software codes and commands are
mutually authenticated.

- Software, including firmware and application
codes, cannot be illegally copied.

- There is no fixed password.

Figure 2—The 5 Key Principles in loT Protection

5 Business goals

2. Prevent
counterfeit.

1. Ensure device will
behave as specified.

Secure data
exchange
only between
trusted entities

Trust the source
of the data

Mutual authentication
between devices and
back-end through PKI
(no fixed passwords)

Device, firmware,
application codes and
commands are
protected with
private keys
managed from

4. Ensure sustainable
operation.

3. Ensure security
and privacy.

Ensure only
authorized entities
can read the data

Enable security
updatability
on devices

Only authorized servers
and peoples will have
access to data at devices,
on-prem or in the cloud

Sign all software
updates and
renew device keys
and certificates.

Crypto-agility

(& )

the factory

" AN )

5. Ensure sound situational
awareness.

Continual Assessment and Assurance
Monitoring includes access attempts, network traffic and
behavior using Al and shared intelligence
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3. Ensure security and privacy:

— Only authorized entities can read data
intended for them.

— Data security and privacy are protected in
accordance with international standards such
as the EU General Data Protection Regulation
(GDPR) and industry-specific standards such
as the Payment Card Industry Data Security
Standard (PCI DSS).

— Protection extends to the edge and in the cloud.

4. Ensure sustainable operation:

— Security is updatable on devices.

— Firmware and application codes are updated
and cryptographically signed.

— Crypto-agility is built into devices and at the
back end for postquantum operation.?®

— There is automated operation with no
human intervention.

5. Ensure sound situational awareness:
— Continual assessment and assurance
are performed.
— Monitoring includes access attempts, network
traffic and behavior with the help of artificial
intelligence (Al) and shared intelligence.

By following these principles, loT devices and
systems can defend themselves against
cybersecurity risk.

Protecting the Chain of Trust

Public key infrastructure (PKI) is the technology that
enables the mutual authentication of devices and
codes. This ensures that only authorized devices,
firmware and application codes can run in a system.
This technology also supports subscriber identity
module (SIM)-based security.” The idea is that each
entity in the system (this includes the loT hardware,
bootstrap, firmware and application code) is given a
unique digital certificate signed by a trusted party.
The signing process is usually performed during the
manufacturing stage using the manufacturer’s private
key. When a device needs an update and firmware is
going to be loaded into the device, the firmware and
the device mutually authenticate each other based on
the signed certificates before the firmware is
accepted and loaded. Similarly, communications
between devices are cryptographically protected (via
cryptographic signature and encryption), so that only
authorized devices can communicate with each other
and hackers or other unauthorized parties cannot
eavesdrop on the communications.

Clearly, protecting the chain of trust (figure 3) and the
cryptographic signing keys is critical in any loT
system. The private keys of loT devices can usually be
protected within the enclave of the machine control
unit.”” Manufacturers can centrally generate
cryptographic keys before loading them into devices

Figure 3—Protecting the Chain of Trust
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as part of the device provisioning process. The
equipment deployed for this task should follow
industry standards, such as using US Federal
Information Processing Standards (FIPS)-certified
hardware security modules (HSMs).” For ease of
deployment and to cater to sudden increases in
usage, loT manufacturers may explore the on-demand
services offered by trusted service providers.?

PROTECTING THE CHAIN
OF TRUST AND THE

CRYPTOGRAPHIC SIGNING
KEYS IS CRITICAL IN ANY
IOT SYSTEM.

Conclusion

Manufacturers can demonstrate due care and win
customer trust by following the security design
described previously. Security at the loT device level
is attainable, and prevention is the best option. By
protecting the chain of trust, loT can defend itself,
and manufacturers and operators can minimize
losses from counterfeits, attain regulatory
compliance, minimize misuse and facilitate future
maintenance. Such protection covers device
hardware, firmware and application codes and the
data they process. Finally, cybersecurity and privacy
risk factors should be assessed and mitigated
throughout the product life cycle.
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