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Incorporating GDPR Into [T Audits

It is now almost two years since the EU General
Data Protection Regulation (GDPR) was enacted.
Since then, a lot has been written about the
regulation. Indeed, a quick Google search produces
about 486,000,000 results.” Given the elapsed time
since it came into effect, GDPR should now be
business as usual. Certainly, IT auditors should be
considering the regulation for all audits where
personal data? are processed. So, what aspects of
the regulation should be considered while auditing
an application’s general IT controls?

GDPR consists of 99 articles; however, many of
these define the overall rules for the regulation.
These have been well documented in two audit
programs published by ISACA®.34 Here, the focus is
on GDPR articles that | believe are applicable across
any IT application-focused audit where personal
data are processed.

Article 30: Records of Processing
Activities

Article 30 requires that each controller and, where
applicable, the controller’s representative, shall
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maintain a record of processing activities under its
responsibility.® The starting point of the audit should
be to request a copy of these records, as they allow
one to understand the purposes of the processing,
provide a description of the categories of both data
subjects and personal data, and ascertain whether
any third parties or, indeed, third countries are
involved. Where this is not in place and one
understands that personal data are processed, this
should be an audit finding. An article 30 example is
provided in ISACA's GDPR Audit Program Bundle.®

Article 6: Lawfulness of Processing

For processing to be lawful, personal data should
be processed on the basis of the consent of the
data subject concerned or some other legitimate
basis.” From an audit perspective, one should
confirm that this consent has been captured, as the
controller shall be able to demonstrate that the data
subject has consented to processing of his or her
personal data.8 For a given application, this consent
may be stored in the database for each data
subject. If so, this should be reviewed. Other legal
bases exist and a test in ISACA's GDPR Audit
Bundle requires that these are documented in the
Records of Processing Activities (Article 30).°

One such legal basis is legitimate interests, which
refers to the interests of the enterprise under review or
the interests of third parties. These can include
commercial interests, individual interests or broader
societal benefits.® Legitimate interests are different
than other lawful bases, as they are not centered
around a particular purpose and they are not
processing to which the individual has specifically
agreed (consent). Legitimate interests are more
flexible and could, in principle, apply to any type of
processing for any reasonable purpose.’ For this
reason, it is important to confirm that a legitimate
interests assessment has been performed and that a
record of it has been kept in order to justify the
enterprise’s decision.'? Again, this could be stored with
the Records of Processing Activities (Article 30).%3



Article 9: Processing of Special
Categories of Personal Data

Article 9 of GDPR states that the processing of
personal data revealing racial or ethnic origin,
political opinions, religious or philosophical beliefs,
or trade union membership, and the processing of
genetic data, biometric data for the purpose of
uniquely identifying a natural person, data
concerning health, or data concerning a natural
person’s sex life or sexual orientation shall be
prohibited.™ It includes a number of exceptions
such as explicit consent.

From an audit perspective, it is vital to confirm that
this explicit consent is captured, perhaps in the
application’s database at the data subject level and
that, again, the purposes have been documented.
Once again, an example is available in ISACA’s
GDPR Audit Bundle."® For both Articles 6 and 9, it is
likely that a data classification exercise' was
performed. This should be reviewed.

Article 15: Right of Access by the
Data Subject

According to Article 15, the data subject shall have
the right to obtain from the controller confirmation
as to whether or not personal data concerning him
or her are being processed and, where that is the
case, access to the personal data.’” In addition,
much of the information captured under Article 30
should be made available to the data subject.
Article 12 states the information shall be provided
in writing or by other means, including, where
appropriate, by electronic means.’® This has been
interpreted to mean that where the request is made
by electronic means that the information should be
provided in a commonly used electronic form.
Indeed, where possible, the controller should be
able to provide remote access to a secure system,
which would provide the data subject with direct
access to his or her personal data.™

Therefore, from an audit perspective, it is important
to ensure that there is a defined mechanism to
provide this access or to otherwise electronically
output all the personal data that the application
stores. This may take the form of simple print
screens; nonetheless, a process should be defined
and demonstrable.

Article 16: Right to Rectification

Article 16 of GDPR states that the data subject shall
have the right to obtain from the controller without
undue delay the rectification of inaccurate personal
data concerning him or her.22 As most applications,
by their very nature, allow for the rectification of
data, this should be a relatively straightforward right
with which to comply. Nonetheless, the IT auditor
should ensure that a process exists that allows for
the rectification of the data in the application under
review.

Article 17: Right to Erasure (“Right to
Be Forgotten”)

According to Article 17, the data subject shall have
the right to obtain from the controller the erasure of
personal data concerning him or her without undue
delay and the controller shall have the obligation to
erase personal data without undue delay.?' However,
this is not an absolute right, and the article

details specific rules about when this applies,
including exemptions.

If a valid erasure request is received, then one will
have to take steps to ensure erasure from backup
systems as well as live systems. One must be clear
with the individual as to what will happen to their
data when their erasure request is fulfilled, including
with respect to backup systems. It may be that the
erasure request can be instantly fulfilled with
respect to live systems, but that the data will remain
within the backup environment for a certain period
until it is overwritten.??
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Auditors should confirm that a mechanism exists to
delete the data and that the process around
backups is known and documented so that the data
subject can be informed.

Article 18: Right to Restriction of
Processing

Article 18 of GDPR states that the data subject shall
have the right to obtain from the controller
restriction of processing in certain circumstances.?
Again, this is not an absolute right. The important
thing to consider from an IT audit perspective is
how would the processing be restricted in the
application under review? Is there a mechanism to
allow this?

Article 20: Right to Data Portability

Article 20 of GDPR says that the data subject shall
have the right to receive the personal data
concerning him or her, which he or she has provided
to a controller, in a structured, commonly used and
machine-readable format, and have the right to
transmit those data to another controller without
hindrance from the controller to which the personal
data have been provided.?* In addition, where
technically feasible, the data subject should have
the right to have the personal data transmitted
directly from one controller to another.?s

From an IT audit perspective, it is important to
ensure that any personal data can or could be
exported from the application. Where industry
groups are in place (e.g., banking), it may be
important to demonstrate a readiness to develop an
interoperable format.2

Article 25: Data Protection by Design
and by Default

According to Article 25, the controller shall, both at
the time of the determination of the means for
processing and at the time of the processing itself,
implement appropriate technical and organizational
measures, such as pseudonymization, which are
designed to implement data-protection principles,
such as data minimization, in an effective manner

and to integrate the necessary safeguards into the
processing to meet the requirements of the
regulation and protect the rights of data subjects.?”

Auditors should confirm that Privacy by Design
principles?® were considered and documented for
any significant changes or developments for the
application under review.

The term “pseudonymization” needs more clarity.
Pseudonymization of data means replacing any
identifying characteristics of data with a
pseudonym or, in other words, a value that does not
allow the data subject to be directly identified.?
GDPR defines pseudonymization as the processing
of personal data in such a manner that the personal
data can no longer be attributed to a specific data
subject without the use of additional information,
provided that a) such additional information is kept
separately, and b) it is subject to technical and
organizational measures to ensure that the
personal data are not attributed to an identified or
identifiable individual.

Article 32: Security of Processing

Article 32 requires that the controller and the
processor shall implement appropriate technical
and organizational measures to ensure a level of
security appropriate to the risk, including inter alia,
as appropriate:3°

® The pseudonymization and encryption of
personal data

® The ability to ensure the ongoing confidentiality,
integrity, availability and resilience of processing
systems and services



® The ability to restore the availability of and
access to personal data in a timely manner in the
event of a physical or technical incident

® A process for regularly testing, assessing and
evaluating the effectiveness of technical and
organizational measures for ensuring the
security of the processing

This is more familiar ground for IT auditors, and the
controls documented in, for example, the
International Organization for Standardization (1SO)
standard ISO 27001 Information Security
Management System and/or the US National
Institute of Standards and Technology (NIST)
Special Publication (SP) 800-53 Security and Privacy
Controls for Federal Information Systems and
Organizations can be used to demonstrate
compliance. Good guidance is also provided in the
GDPR Audit Bundle.?

Article 35: Data Protection Impact
Assessment

Article 35 of GDPR requires that where a type of
processing, in particular using new technologies,
and taking into account the nature, scope, context
and purposes of the processing, is likely to result in
a high risk to the rights and freedoms of natural
persons, the controller shall, prior to the processing,
carry out an assessment of the impact of the
envisaged processing operations on the protection
of personal data.3?

Fundamentally, this is a risk assessment, but it
should be conducted from the perspective of the
data subjects. GDPR does not define “likely to result
in high risk.” However, the important point here is
not whether the processing is actually high risk or
likely to result in harm—that is the job of the Data
Protection Impact Assessment (DPIA) to evaluate in
detail. Instead, the question is a more high-level
screening test or a threshold analysis: Are there
features that point to the potential for high risk?33

From an IT audit perspective, where significant
changes have been made to the application under
review, it is important to confirm that a threshold
analysis and/or a DPIA has been performed and has
been documented.

Conclusion

Despite some commentary to the contrary, GDPR
was not and is not a Y2K-type project. Besides the
need for ongoing GDPR conformance?* at a
business and operational level, the regulation has
resulted in several requirements that should be
considered when auditing any application where
personal data® are processed. These requirements
should now be business as usual for all IT auditors
conducting such reviews.
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