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Evidently, Amber Heard is an actress in Hollywood. I 
say “evidently” because I have never seen any of her 
films or television shows. I first became aware of Ms. 
Heard when she published an article in The New York 
Times concerning nonconsensual pornography, often 
termed “revenge porn.”1 It seems that  

…[in] 2014, hundreds of private, intimate 
photos of celebrities—most of them 
women—were posted on the online 
message board 4chan. From there, they 
spread to other online sites like Reddit, 
where the thread including links to the 
photos gained 75,000 subscribers in less 
than a day.2 

Pictures of Ms. Heard were among them. She was 
embarrassed, harassed and tormented especially 
because, despite all her efforts, the pictures keep 
reappearing on the Internet. 

Privacy Laws 
There are laws in most of the United States 
concerning revenge porn.3 They are based on the 
premise that the person or persons who publish 
these images are harassing the victims. The law in 
the State of California, where Ms. Heard lives, 
without stating that the publication of nudity is not 
an offense, does explicitly say that the intent of the 
publisher makes it one.4 

However, Ms. Heard makes the case that 
nonconsensual pornography is more than 
harassment; it is a violation of privacy.5 There is some 
support for her position in the statute, which states, in 
part, that “the parties agree or understand that the 
image shall remain private.”6 But does the commonly 

used word “private” imply privacy as legally defined? It 
is at this point that Ms. Heard’s argument becomes 
relevant for this esteemed Journal. 

Federal privacy laws in the United States deal 
primarily with financial7 and health-related 
information.8 There are also privacy laws in every 
US state, but none, to my knowledge, address the 
publication of nude images without the consent of 
the subject. (In California, there is an exception to 
this statement, which we will return to later). So, in a 
legalistic sense, Ms. Heard’s privacy claim regarding 
her pictures does not seem sustainable. 
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In those countries subject to the EU General Data 
Protection Regulation (GDPR)9 (or other laws based 
on it10), Ms. Heard has a better legal case, not so 
much because of the nudity, but because publication 
of any images without consent is prohibited.11 There 
is no need to establish the right to privacy over 
nonconsensual pornography when all information, 
including images, is already established. 

Malicious Intent 
Thus, Ms. Heard (and anyone else so victimized) is 
faced with a conundrum. As she points out in her 
article, in the United States, publication of 
nonconsensual pornography is illegal only if bad 
intent (i.e., harassment) can be proven. She points 
out that “a personal vendetta wasn’t what motivated 
the people behind the hacking of [her] photos.”12 The 
same act, though, is de jure illegal in Europe. For 
those who are involved in legitimate international 
commerce—and who would never publish 
pornography—the fact that the same act can be 
legal in one jurisdiction but not in another is 
indicative of the problems of establishing privacy 
over a global Internet. 

Chief among these, from Ms. Heard’s perspective, is 
not only that the pictures were published, but that 
they continue to be published. Many of the 
pornographers abide in Freedonia,13 well beyond the 
reach of privacy or any other laws. This is why those 
pictures remain on the Internet. 

The Right to Be Forgotten 
What she is looking for is the right to be forgotten, 
as expressed in GDPR.14 Importantly, in this case, 

the same concept is embedded in the US State of 
California Consumer Privacy Act (CCPA), which 
went into effect on 1 January 2020.15 Specifically, 
the California statute says, “A consumer shall have 
the right to request that a business delete any 
personal information about the consumer which the 
business has collected from the consumer.” But is 
this section applicable? Is Ms. Heard a consumer? 
Were the pictures collected from her? 

Further questions arise. What if the pictures were 
not of her in the nude but of her carrying a sign 
supporting a notorious political group? Or of her 
committing a crime? Does she have the right to 
privacy, for these pictures to be forgotten? And 
forgotten where? If she were convicted of a crime, 
information regarding that might be deleted from a 
search engine, but would still be retained in court 
records, available to the public. 

In short, the requirements for achieving true privacy 
in information systems are not inherently obvious. 
We use the word “privacy” and its variants in many 
familiar ways: a private conversation; in the privacy 
of one’s own home; my private hopes and fears. Are 
we implying privacy in the legal sense when we use 
these terms? Or, put the other way, do (or should) 
our privacy laws encompass all meanings of the 
word? For surely, as Ms. Heard writes, she had an 
expectation of privacy about those pictures. 

Policies and Standards 
In the absence of clarity, I suggest that it is up to each 
organization to define its own intentions regarding 
privacy. As I have been saying here, simply defining 
privacy as compliance with the relevant laws may be 
insufficient and can lead to debilitating legal actions. 
The organization’s privacy position should be 
enshrined in policy and standards.  

“ SIMPLY DEFINING 
PRIVACY AS COMPLIANCE 
WITH THE RELEVANT LAWS 
MAY BE INSUFFICIENT AND 
CAN LEAD TO DEBILITATING 
LEGAL ACTIONS. ”
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It will be up to information security professionals to 
enforce those policies. Therefore, I recommend that 
those professionals be involved in devising and 
promulgating them. The professionals will have to 
build controls into systems to give the policies and 
standards force. Without being a party to their 
creation, information security people may find 
themselves in uncharted and ambiguous situations. 
Best to have a say at the outset. 

Some years ago, I wrote a piece in this space 
entitled “Paris Hilton’s Privacy.”16 In it, I concluded 
“[if] any of us are to have privacy, Paris Hilton must 
have it too.” The same applies to Amber Heard. 
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