There is one constant in the data privacy landscape:

change. The EU General Data Protection Regulation
(GDPR) was adopted in 2016 to protect the
personal data of EU citizens and harmonize data
privacy laws across EU member states. Since then,
data privacy has become a growing concern for
boards of directors (BoDs). While global
organizations, in addition to healthcare and
financial institutions, had some prior experience
with privacy regulations, compliance with the
growing number of comprehensive privacy laws,
e.g., GDPR, Brazil's data protection regulation (Lei
Geral de Protegédo de Dados [LGPD]) and new US
state laws such as the California Consumer Privacy
Act (CCPA) are new and unknown business
challenges for many organizations. This is a rapidly
growing issue—a number of US states proposed new
privacy laws in 2019, and countries around the globe
have enacted many other new regulations over the
last three years. Simply put, keeping up with privacy
compliance is now a never-ending task.

Many organizations are actively looking for
standardization in evaluating privacy risk and
ensuring that the controls in place align with

enterprise risk management objectives. Compliance

can be streamlined by aligning new privacy
frameworks with the Committee of Sponsoring

Organizations of the Treadway Commission (COSO)

FEATURE

2013 Internal Control—Integrated Framework,
a well-established, widely used framework.

There are several privacy standards and
frameworks that can underpin a privacy program.
Some governments and national standards bodies
have developed standards to facilitate compliance
with privacy and data protection requirements, such
as British Standard 10012, which establishes a path
toward certification to demonstrate compliance
with data protection regulations like GDPR.2 Others
have outlined frameworks for ensuring that
appropriate privacy protections are in place.
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For instance, the Asia-Pacific Economic
Cooperation (APEC) created the APEC Privacy
Framework, a principles-based framework for the
21 member countries of APEC’s regional economic
forum, to encourage the development of
appropriate privacy protections in the Asia-Pacific
region.® The APEC Privacy Framework serves as a
basis for the APEC Cross-Border Privacy Rules
System, which establishes an accountability
mechanism for organizations to certify their data
privacy practices.*

In addition, the US National Institute of Standards
and Technology (NIST) and the International
Organization for Standardization (ISO)/International
Electrotechnical Commission (IEC), whose
respective cybersecurity frameworks are used by
many organizations, both developed new privacy
frameworks/standards. The NIST Privacy
Framework was released on 16 January 2020.°
Additionally, the ISO/IEC 27701 standard, published
in 2019, builds on the privacy framework described
in ISO 29100, mapping specific privacy-related
controls to the framework.¢ Both have already been
utilized by organizations seeking a solid foundation
for their privacy program.

The widely used COSO framework describes five key
components of internal control that must exist to
achieve an entity’s mission: a control environment,
risk assessments, control activities, information and
communication, and monitoring activities.” Further,
the COSO framework defines 17 principles aligned
with these five key components (figure 1). To align
with COSO, a privacy framework should:

e Define a privacy control environment
e Establish a risk assessment for privacy

* Document applicable privacy control activities

C0SO0 Components

Control environment

Risk assessment

Control activities

Information and communication

Monitoring activities

Privacy Framework
(IS0, NIST)

« Effectively communicate privacy requirements

» Establish processes for monitoring and
maintaining compliance

Defining the Right Privacy
Control Environment

Per the COSO framework, the control environment is
the set of standards, processes and structures that
provides the basis for carrying out internal control
across the organization. Designing the right control
environment for an organization is a balancing act.
The controls need to meet the objectives of the
organization, but they also need to be realistic,
recognizing the capabilities of the team and available
resources. While each control environment is unique,
COSO establishes five guiding principles:

1. Demonstrating commitment to integrity and
ethical values

Exercising oversight responsibility
Establishing structure, authority and responsibility

Demonstrating commitment to competence

a > @ BN

Enforcing accountability

Aligning Privacy With COSO

Defining the right privacy control environment

Reinventing the risk assessment for privacy

Documenting applicable privacy control activities

Effective communication of privacy requirements

Keeping up with compliance of privacy program
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A privacy program may meet these principles by
ensuring board involvement, authority and
responsibility, and an appropriate team.

Board Involvement

First, the organization must demonstrate a
commitment to integrity and ethical value and involve
the BoD. As with all significant enterprise risk, the
board has ultimate accountability for the strategies in
place to protect the organization. As such, the board
should have regular conversations with the privacy
officer or person responsible for maintaining the
privacy program.

The Establishment of Authority and Responsibility
The organization must establish, with board
oversight, a formal charter for the privacy program.
This charter can:

» Define the privacy team and a privacy committee,
if applicable

* Define roles and responsibilities for oversight and
alignment with strategy and objectives

* Set the tone for the introduction, design or
enhancement of privacy controls and privacy
compliance management

» ldentify the responsibilities and the relationship of
the chief information security officer (CISO) and
security functions with the privacy function

* Provide the process for the review and approval of
privacy-related policies and procedures

Those establishing this charter should also involve
human resources (HR) to build a strong sanction
program related to privacy concerns and issues.
Embedding privacy throughout the organization is a
key component. For instance, privacy concerns can
be addressed by taking privacy into account when
creating any engineering process (i.e., privacy by
design) and by appointing privacy liaisons across
the organization.

Building and Maintaining a Team

The team responsible for maintaining privacy
operations must have the skills and capabilities
outlined in the privacy charter. This list of skills will
likely be long and will probably have to evolve as
technology advances. Competencies outside the
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privacy team also need to be evaluated. Marketing,
IT operations and HR need to protect the data in
their care as well. An adequate training program
must exist and should include different courses for
different responsibilities, such as training for users
who need to action privacy (e.g., software
development, HR, marketing personnel), and
broader awareness of the privacy program and
privacy requirements for larger audiences.

Reinventing the Risk Assessment
for Privacy

Risk assessment is a “dynamic and iterative process
for identifying and assessing risks to the achievement
of objectives”® across the organization. Those risk
factors are considered relative to established risk
tolerances. Therefore, a risk assessment is the basis
for determination of how to manage risk across the
organization. COSO identifies four principles
supporting this component:®

1. Specifying suitable objectives
2. ldentifying and analyzing risk
3. Assessing fraud risk
4

. Identifying and analyzing significant change

Performing a risk assessment that addresses
privacy concerns and aligns with the COSO
framework requires the development of a
methodology applicable to the environment and the
unique challenges of privacy risk.

According to NIST, while managing cybersecurity risk
is necessary to address privacy risk, it is not
sufficient, as privacy risk may arise beyond the scope
of cybersecurity concerns.™ For instance, while
cybersecurity risk factors are associated with the loss
of confidentiality, integrity and availability of
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3. Reputational costs such as brand damage, loss
of customer trust, etc.

BY PERFORMING AN INFORMATION
MAPPING EXERCISE THAT IDENTIFIES THE 4
LIFE CYCLE OF PIl THROUGHOUT THE

. Internal culture costs such as impact
on capabilities

ORGANIZATION...PRIVACY LEADERS CAN
BETTER INFORM MANAGEMENT OF THE
PRIVACY RISK RELATED TO THAT PII.

It may also be helpful to add consumer impact as a
fifth factor that considers the level of potential
financial loss consumers would experience.
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information, privacy risk factors are associated with
the unintended consequences of data processing.
In other words, a privacy risk is the “likelihood that
individuals will experience problems resulting from
data processing, and the impact should they occur.""
NIST further defines privacy risk in the NIST Internal
Report (IR) 8062, “An Introduction to Privacy
Engineering and Risk Management in Federal
Systems,"?Section 3.2, and the Privacy Risk
Assessment Methodology (PRAM), which was
created as an application of the NIST IR 8062 risk
model to help organizations analyze, assess and
prioritize privacy risk. It identifies the following four
impact factors of privacy risk:™

1. Noncompliance costs such as regulatory fines,
litigation costs, etc.

2. Direct business costs such as revenue
or performance loss from customer
abandonment or avoidance

Similarly, NIST defines some factors organizations
may use to assess the likelihood of risk factors
such as customer demographics and information
available about privacy problems in similar
scenarios.' However, every organization may
consider figure 2 in making this assessment.

All these risk factors should be carefully considered
and clearly communicated to executive leadership
and the board so they can determine easily if

their privacy risk aligns with the risk appetite of

the organization.

Documenting Applicable Control Activities

The COSO framework describes control activities as
the “actions established through policies and
procedures that help ensure that management'’s
directives to mitigate risks to the achievement of
objectives are carried out.”’® Control activities are
performed at “all levels of the entity, at various stages

Figure 2—Likelihood Risk Factors

Business
Profile

Regulatory

Change

Regulatory
Environment

 Emerging area of focus
* Government examinations

* Litigation and enforcement
activities

« Consumer advocacy groups,
legislators and media
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within business processes, and over the technology
environment.”® Three principles should be present to
meet this COSO framework component:"’

1. Selecting and developing control activities

2. Selecting and developing general controls
over technology

3. Deploying through policies and procedures

Selecting and developing applicable control
activities should be connected to the risk
assessment, identifying control activities for key or
critical personally identifiable information (PII).
Because all Pll is in scope, prioritization is very
important. Control activities should be feasible to
accomplish with the assigned resources.

Performing privacy impact assessments (PIAs),
which include the evaluation and identification of
privacy risk associated with an organizational
process, may help identify control activities across
the organization.''® Additionally, the Control-P
Function of the NIST Privacy Framework Core
suggests minimum control activities in an effective
control environment, such as procedures for
authorizing data processing.?® Different functions
and skill sets are necessary to design, maintain and
test the different privacy controls (figure 3).

By performing an information mapping exercise
that identifies the life cycle of PIl throughout the
organization, including how it is processed, the

Legal
Help properly interpret laws and

regulations based on the
organization's business profile.
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purposes of its use, where it is retained and how it
is shared, privacy leaders can better inform
management of the privacy risk related to that PII.

In addition, organizations must evaluate their mix of
control activities, such as system access, system
configuration, review controls and authorization,
while considering several attributes for each
control, such as:?"22

* The category of the control (e.g., key performance
indicator [KPI]/key risk indicator [KRI],
third-party oversight)

* Whether the control is preventive or detective

* Whether the control is a system/automated
control or a manual control

* Whether the control is maintained internally or
externally by a third party

* The frequency of the control execution

All controls should be rated, and the first rating may
be based on the strength of these attributes. For
example, an automated control may be more
effective than a manual control, and a preventive
control may be more effective than a detective
control. Control activities must also be deployed
through policies and procedures, which should be
implemented to support management’s directives.
They should establish responsibility and
accountability for the execution of privacy controls.

>

IT and Security

Strong understanding of IT and
technology to grasp how Pl
flows through the systems and
processes.

Executive Leadership

Understanding of business
processes and the big picture.
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To illustrate with an example, many privacy
regulations such as GDPR,? Brazil's LGPD?* and the
CCPA? provide individuals certain rights, such as
access to their own data/Pll possessed by an
organization. These rights must be granted upon a
proper request made by the individual. To comply
with requests, individual rights fulfillment processes
must be in place to address, for instance, requests
by the individual to access or delete Pl handled by
the organization. Inevitably, policies, procedures and
practices must be established regarding this
requirement. An organization with a less complex
Pll landscape may be capable of fully automating
the fulfillment process, thereby establishing an
automated control over the fulfillment. Other
organizations may use manual controls, established
through detailed procedures and tracking of
fulfillment. Those organizations might include an
oversight control function to review fulfillment

prior to completion.

In addition, compliance is not just a legal, compliance
or privacy team function. As a preventive control, all
organizations should include privacy training for
employees who handle PII so they can recognize the
rights that apply and direct data subjects to the
appropriate channels for requests.

Meeting Effective Communication
Requirements for Privacy

The COSO framework identifies “information and
communication” as a core component of internal

control. Certainly, quality data to inform control
activities is necessary to effectively execute internal
control responsibilities. Additionally,
communication within and outside the organization
through a continuous and iterative process of
sharing information is just as critical to internal
control.?6 Communication within the organization
may include the dissemination of the objectives
and responsibilities for internal control.
Communication outside the organization may
establish or meet the requirements and
expectations of external parties. COSO defines
three principles related to this component:?’

1. Obtaining and using relevant and
quality information

2. Communicating internally

3. Communicating externally

Every stakeholder involved in managing privacy risk
must consider the quality and effectiveness of
communications. The board and executive leadership
set the tone and must build a culture that prioritizes
clear and direct communication about privacy risk
and obligations. In addition, communication with
external parties, including regulatory organizations,
should be clear and consistent. For instance, the
Communicate-P function defined in the NIST Privacy
Framework recommends developing and
implementing “appropriate activities to provide
organizations and individuals with a reliable
understanding about how data is processed and the
associated privacy risks.”?® As the NIST Privacy
Framework describes, this might include establishing
formal policies and training to ensure that impacted
individuals and organizations are notified in the event
of a privacy breach. It may also include developing
transparent policies to communicate data processing
purposes and implementing mechanisms for
obtaining feedback from individuals about data
processing risk.

Managing the Compliance of the
Privacy Program

The “monitoring activities” component of the COSO
framework suggests establishing evaluations to
ensure that each of the COSO framework
components and principles are present and
functioning.?® Business processes may contain
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EVERY STAKEHOLDER
INVOLVED IN MANAGING
PRIVACY RISK MUST

CONSIDER THE QUALITY
AND EFFECTIVENESS OF
COMMUNICATIONS.

ongoing evaluations at all levels in the organization,
ensuring consistent application of the framework.
Moreover, periodic evaluations may be conducted
with varying scope and frequency, depending on the
organization’s risk profile, to focus on specific
concerns or other management considerations.
Findings may be evaluated against standard-setting
bodies or regulations, while deficiencies should be
communicated to organization leadership.%° The
two COSO principles related to this component
include conducting ongoing evaluations and
evaluating and communicating deficiencies.

Ongoing monitoring (the second line of defense)
and independent evaluations (the third line of
defense) should be considered in the development
and maintenance of any privacy program to
evaluate its effectiveness and communicate its
deficiencies. For instance, the NIST Privacy
Framework Core describes, within the Monitoring
and Review category of the Govern-P function, an
ongoing review of the organization’s privacy posture
to inform management of privacy risk.®
Subcategory GV.MT-P1 describes the reevaluation
of privacy risk on an ongoing basis, including key

factors such as the organization’s business
environment, legal obligations, risk tolerance and
data processing functions.?? An organization
seeking to align its privacy program with the COSO
framework may incorporate these elements in its
control environment to ensure ongoing compliance.

Three Control Objectives

Within COSO, there are three central control
objectives focused on operations, reporting and
compliance. These three control objectives may be
applied to privacy controls (figure 4).

Operations

The COSO framework defines operational objectives
of internal control as pertaining to the effectiveness
and efficiency of the entity’s operations. These may
include operational and financial performance goals
and safeguarding assets against loss.®® When it
comes to managing privacy control operation
objectives, an organization may consider both the
type of Pll and its use within the operations of the
organization. PIl may be involved in marketing
processes, employment processes, consumer
product fulfillment processes and many others
throughout the organization. The applicable privacy
controls that align with business operations in those
varied areas may differ. However, the central objective
of maintaining the privacy of PIl throughout the
organization’s operations is overarching. Thus, the
operations objective informs the selected controls.

Reporting
COSO reporting objectives typically pertain to internal
and external financial and nonfinancial reporting,

Figure 4—Examples of Privacy Control Objectives

Operations
Examples

Type of PII
The whole organization
Privileged access

Privacy KRIs
Regulatory reporting
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Reporting
Examples

Breaches
Effectiveness of program
Third-party risk management
Board reporting

Compliance
Examples

GDPR
CCPA

HIPAA
Gramm-Leach-Bliley Act (GLBA)
State breach notification laws

ISACA JOURNAL VOL 2



ISACA JOURNAL

which may encompass reliability, timeliness,
transparency or other terms set forth by regulators.3
In the world of privacy compliance, the type,
transparency and timing of reporting are critical.
When establishing reporting processes, determining
who relies on each report type (e.g., breach
notifications, privacy KRIs) and tailoring the reports to
that audience are good starting points. The following
types of reports are critical to the success of many
privacy programs: incidents/breaches, data subject
rights fulfillment, third-party risk management metrics
and privacy-related KRls.

To remain compliant with a number of privacy
regulations, the timing of these reports is a critical
factor. For example, GDPR requires that organizations
provide notice of a breach in 72 hours.®® In addition,
regular internal reporting to executives and boards on
the effectiveness of the privacy program is key to
maintaining investments in privacy and ensuring that
the right resources are in place to reduce privacy risk.

Compliance

Compliance objectives pertain to an organization’s
adherence to laws and regulations.* When
implementing a privacy framework, it is important to
consider how it aligns with all applicable laws and
regulations and whether it is flexible enough to
accommodate future regulatory requirements

(figure 5). Although requirements vary by regulation,
strong privacy controls applied consistently across an
organization help decrease the effort needed to meet
new requirements. Many fundamental privacy

concepts such as privacy notices or individual rights
to PIl are common to most new privacy regulations.
Identifying these universal concepts and utilizing
privacy frameworks to implement them aids in the
development of a control environment that is
compliant, and effectively manages privacy risk.

State and
International
Requirements

Online Breach
Privacy Notification

Privacy
Framework

Financial Workplace
Privacy Privacy

Medical
Privacy

Hierarchical Application

For a privacy framework to align with COSO, it must
apply to the whole organization—from entity-level
controls that set the tone at the top of the
organization to controls specific to certain business
functions. For example, NIST Framework Core
subcategory GV.PO-P1 states, “Organizational
privacy values and policies ... are established and
communicated.”®” This would likely be defined as
an entity-level control. In comparison, while the
basis of subcategory CT.DP-P2, “Data are
processed to limit the identification of individuals
(e.g., de-identification privacy techniques,
tokenization),” might apply across the organization,
execution procedures would need to be tailored to
each business function.®® Mapping a framework
across an organization is not an easy step. It
requires the organization to determine which
controls should be applied at the entity level

and which should be tailored to specific

business processes.
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The Benefits of Aligning Privacy With COSO

Without a privacy framework in place, it is nearly
impossible for an organization to keep pace with
changing data protection regulations, putting the
organization at great risk. Using a framework that
aligns with a widely adopted standard such as
COSO provides a number of benefits:

e Streamlined efforts—Aligning privacy controls
with COSO greatly reduces the burden on audit,
operations and implementation teams, requiring
fewer audits and streamlining remediation efforts

e Cost and time savings—Addressing privacy
compliance ad hoc is a costly experiment. By using
a framework, organizations can apply privacy
controls across regulations, minimizing the number
of resources needed to manage compliance,
reducing compliance costs and saving significant
time. In addition, a framework helps reduce the risk
of fines and penalties for noncompliance through a
common structure and standardization.

e Sustainable compliance—Implementing a privacy
framework makes it possible for the organization
to scale its privacy program with organizational
change, new technologies and shifting
regulations.

While choosing and customizing a framework does
require a good amount of effort up front, when
implemented properly, it can save an organization
time, resources and budget for years to come.
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