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Internal audit often selects the entities to audit 
using an aging policy or in response to an incident. 
Then, the audit is conducted following a standard 
checklist, probably the same for all the entities. In 
contrast, risk-based internal audit is a valuable 
concept because it provides a method to optimize 
the auditing process. It means to use the risk 
knowledge about the entities to introduce a criterion 
to prioritize the audit visits and focus the audit tests 
only where it is necessary. The process will be 
faster and with fewer resources, but how can it be 
implemented effectively and efficiently? A holistic 
method to integrate risk monitoring with internal 
audit that considers both processes as part of a 
single collaborative control system is proposed 

herein. The processes can continue to operate in 
the same way they do currently, but by sharing the 
same basis of controls and working in a single 
coherent and centralized environment, nothing will 
be duplicated and each operation will be focused on 
its specific task in a synergistic way. 

An expected outcome of risk monitoring is a map of 
weaknesses useful for establishing the priorities of 
the audit plan (auditing high-risk areas before lower-
risk ones). An expected outcome of internal audit is 
a set of remediation plans that can be merged into 
the risk treatment plan (an action plan or a 
remediation plan are the same thing); the audit 
opinion can also assure the high quality of the risk 
assessment performed. 

A collaborative approach and use of a common web-
oriented tool enables better focus on operations and 
a more robust monitoring of all action plans. As a 
result, there is also a minor overlap of tasks, 
increased confidence in the risk assessment, lighter 
document management and an improved 
organization of the process (in terms of quality, time, 
cost and relations with other processes). 

Continuing on themes explored in the previous 
installments of this series on enterprise risk 
monitoring methodology,1, 2 part 3 of this series 
demonstrates that the risk department cannot work 
alone within an organization. The first installment in 
this series described managing risk analysis and 
risk treatment plans that are strictly aligned with the 
requirements of the International Organization for 
Standardization (ISO) and involve all the necessary 
resources without any redundancy. The second 
installment in the series described how to use 
maturity levels to simplify risk assessment and 
reuse it to automatically feed other frameworks. 

A method to integrate risk monitoring with internal 
audit and to insert the audit remediation plan into 
the risk treatment plan is established herein. It will 
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result in a cyclical interconnection (risk audit) with 
risk monitoring results, thereby providing objective 
reasons to issue an audit plan, improving internal 
audit’s confidence in risk assessment and turning 
the audit findings into a single integrated action 
plan comprehensive of both processes. 

Introduction 
A relationship between the processes of risk 
monitoring (see parts 1 and 2 for a proposal to 
implement it) and internal audit is even emphasized 
in its definition: 

Internal auditing is an independent, 
objective assurance and consulting activity 
designed to add value and improve an 
organization’s operations. It helps an 
organization accomplish its objectives by 
bringing a systematic, disciplined approach 
to evaluate and improve the effectiveness 
of risk management, control, and 
governance processes.3 

There is a dual perspective in this relationship. The 
risk process constantly monitors risk and 
consequent action plans, but needs a concrete 
method to be able to trust the (self-) assessment of 
the operational risk. The auditing process 
objectively determines issues in the checked 
internal processes, but needs an efficient way to 
control the progress of its remediation plans 
(follow-up visits are not frequent). 

A strong similarity between some parts of these 
two processes is evident (e.g., action plans); 
therefore, an advantage is expected from 
cooperation between them. The risk process 
monitors actions (controls and countermeasures) 
to treat risk, but without physical checks on their 
effectiveness. However, the audit process performs 
on-site checks of the effectiveness of controls and 
action plans, but it cannot systematically monitor 
the progress of remediation plans. In general, 
internal audit rechecks an entity only during the 
follow-up stage, typically after one year or longer. 

The idea is to use an operating model between 
these two processes using the output of one as 
input for the other and focusing the processes on 
the activities they know how to do best or for which 
they were designed. Risk monitoring’s strength is 
the evaluation and treatment of risk, but it suffers 

from the missing assurance of the assessment 
quality. Internal audit’s strength is performing the 
fieldwork to assure the effectiveness of key controls 
without constantly following the progress of 
remediation plans. 

Therefore, the terminal phase of the risk process 
could provide useful indications to build an 
objective audit plan (risk-based auditing process) 
through using the outcome of the risk assessment. 
The terminal phase of the auditing process could 
instead include the audit findings in the risk 
treatment plan so to manage them in the same  
way as the risk countermeasures. Moreover,  
the audit opinion can strengthen confidence  
in risk assessment. 

This close cooperation between processes is totally 
aligned with the guiding principles of the service 
value system4 to facilitate value creation. If one tries 
to think of processes as if they are services, it is 
quite easy to see this correspondence. 

Conceptual Model 
An overall simplified scheme of the proposed 
methodology allows having the right perspective to 
understand the mechanism as a whole and to begin 
to deepen the individual parts (figure 1). 

A virtuous cycle to analyze and assess risk and to 
manage them and re-examine their admissibility 
with organizational objectives takes place only with 
complete confidence in risk assessments. Based on 
this assumption, it is natural to feed the internal 
audit process with the results of risk monitoring and 
then feed the same risk monitoring with the 
outcomes of internal audit (both audit opinions and 

THE IDEA IS TO USE AN OPERATING 
MODEL BETWEEN THESE TWO PROCESSES 
USING THE OUTPUT OF ONE AS INPUT FOR 
THE OTHER AND FOCUSING THE 
PROCESSES ON THE ACTIVITIES THEY 
KNOW HOW TO DO BEST OR FOR WHICH 
THEY WERE DESIGNED.
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findings) as a guarantee of the quality of risk 
assessment and considering the same control. 

Risk monitoring uses a risk assessment checklist to 
evaluate risk components and issue a set of reports 
or charts with analysis and treatment of the risk. 
This allows a first remote certification of the results 
or an adjustment of them to proceed (see parts 1 
and 2 of this series or the following responsible, 
accountable, supportive, consulted, informed 
[RASCI] matrix). The results of the risk assessment 
lead to the development of an audit plan prioritized 
on the risk detected. This action is based on the 
auditability index5 and, of course, on the confidence 
achieved in the evaluation. A quick off-site check 
(e.g., a telephone interview, an email) can be 
considered a first step toward trusting the risk 
assessment and its results. 

Field audits allow the identification of all operating 
problems, either ones that have occurred or have 
the potential to occur, that affect the organization’s 
objectives. The final audit report contains the list of 
resources in need of a remediation plan. This audit 
remediation plan will be included in the risk 
treatment plan, so each audit test will confirm 
whether or not it is connected with risk control (on 
ERA side). This last relationship is a requirement of 
this method. Each risk control will be linked to one 
or more audit tests to build the liaison risk audit. 

Then the risk monitoring process is restarted in an 
iterative way and is followed in cyclical sequence by 
issuing the risk report with the priorities for auditing, 
by a field audit, by a consequent audit report that 

moves the issues into the risk treatment plan and 
by the adjustment of the controls’ risk assessment. 
The basis of the controls used, risk or audit, has to 
be the same because the key controls of the audits 
must match the control statements used in the risk 
monitoring. The audit key control is checked by an 
audit test and so must be linked to a risk-control 
statement to confirm its assessment. 

Into this schema a typical Deming cycle6 can be 
identified with a plan for the treatment of the risk, a 
do phase to implement its intended actions, a check 
both for risk assessment consistency and 
effectiveness of its actions, and an acting phase to 
immediately address the issues or to seize 
opportunities to improve. 

The cycle—integrating the phases of risk evaluation 
with the field control work (audit side)—assures 
proper alignment with any change in the 
organization’s objectives by a periodic updating of 
the risk-assessment checklist, an effective risk 
assessment by the audit process and a continuous 
centralized control on the risk treatment plan 
(including audit findings). 

Risk Monitoring Plan 
Risk monitoring is finalized once a risk treatment plan 
is issued to address any issue, but only until the risk 
level is no longer under an acceptable value.7 This 
value is a consequence of the business objectives 
and must be formalized to understand when the 
controls or countermeasures are considered 
sufficient. Therefore, the risk will have to come from 
an in-depth analysis of the business context. 

Figure 1—Scheme of Interaction Between
Risk Monitoring and Internal Audit
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This is not an out-of-the-box feature and must be 
tailored to organization objectives. A suitable 
implementation is explained in the previous 
installments of this series, and it is a useful 
reminder of an organization’s need to piece together 
the five factors rotating around the achievement of 
the organization’s objectives in the risk perspective. 
The five factors are: 

1. Resources—Any asset, process, skill or action 
that affects organizational objectives 

2. Remedies—Any action or activity taken to 
improve internal processes or to reduce risk 

3. Rules—The set of control statements to be 
evaluated (and audited) derived from 
organizational requirements 

4. Roles—All the organizational positions  
involved in the risk management and internal 
audit processes 

5. Responsibilities—Operational or control rules 
(tasks) assigned to all the organizational 
positions involved 

Roles and responsibilities are included in an RASCI 
matrix. Resources are identified by a strength, 
weakness, opportunity and threat (SWOT) analysis. 
Remedies are actions such as controls in place or 
countermeasures identified in the risk analysis and 
included in the risk treatment plan (RTP). Rules are 
the basic controls currently running and evaluated 
in the risk assessment, sometimes referred to as 
the Statement of Applicability8 (i.e., the full list of 
controls actually in place, what they can do and 
which can be controlled). According to this 
methodology, the checklist is intended to cover any 
relevant operation performed by the organization. 

This checklist of rules is used for measuring their 
level of implementation from the risk monitoring 
perspective that is the basis for the design of  
the audit tests in the internal audit process. 
 It is quite evident that there must be a close 

relationship at the level of the software system 
between control statements, audit tests, and 
catalogs of standard activities and resources to be 
able to optimize and automate the data interchange 
between the processes. 

Notes on the Definition of Risk Provided by  
ISO 31000:2018 
An effect is a deviation from the expected. It can be 
positive, negative or both, and can address, create 
or result in opportunities and threats. Objectives 
can have different aspects and categories, and can 
be applied at different levels. Risk is usually 
expressed in terms of risk sources (3.4), potential 
events (3.5), their consequences (3.6) and their 
likelihood (3.7).9 

Risk Monitoring “Do” 
The risk report (see part 1) is the document 
summarizing the overall process of risk monitoring. It 
includes all the relevant resources, why and how they 
are protected, the risk analysis, the risk assessment, 
and the remediation plans divided by treatment area, 
i.e., auditing, privacy, continuity (figure 2). 

In addition to the action plans, another output of 
risk monitoring is available—a key performance 
indicator (KPI), called “auditability index” (see part 
2), dedicated to measuring the audit priority of an 
entity. An algorithm, weighting answers with respect 

Figure 2—Header of the Risk Treatment Report

THE BENEFITS ACHIEVED BY THE RISK 
OWNERS ARE EASIER AND MORE ROBUST 
CONTROL OF THE WORK’S PROGRESS AND 
THE HEADS OF DEPARTMENTS BEING ABLE 
TO ACT PROMPTLY ON DELAYS OR 
PROBLEMS.
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to those used for the maturity level and with a 
ranking based on the concept of “trust” in the 
answers provided, will be able to evaluate the 
urgency of performing an on-site audit. 

For example, a rating of “full compliance” in risk 
monitoring is considered the best, but in internal 
audit, it is just a statement to be verified. Could one 
trust a statement where everything is perfect? In an 
auditing perspective, a convincing statement claims 
to work more for improvement (know the risk and 
work to avoid it, even if it is low) than for a 
declaration of total absence of problems (maybe 
the risk is unknown). 

At this phase, a systematic central control over the 
progress to implement the identified 
countermeasures is important. It does not matter 
how countermeasures have been identified, either 
by a risk evaluation or an audit test, because they 
must be completed as planned or re-evaluated in 
case of risk-based delay. Activities to counteract 
risk, to improve processes or to remedy negative 
outcomes from the audits must be standardized 
and managed in a single environment without 
distinctions to avoid organizational structures  
being duplicated. 

The benefits achieved by the risk owners are easier 
and more robust control of the work’s progress and 
the heads of departments being able to act 
promptly on delays or problems. 

Internal Audit “Check” 
Establishing the scope of the audit is the first step 
in managing an audit.10 For internal audit, the scope 
can be identified as the physical location plus one 
or more internal processes of the organization. 

The audit scope generally includes a description of 
the physical and virtual locations, functions, 
organizational units, activities and processes, in 
addition to the time period covered. A virtual 
location is where an organization performs work or 
provides a service using an online environment 
allowing individuals irrespective of physical 
locations to execute processes.11 

The natural choice for internal audit is to consider 
the enterprise risk checklist (control statements) as 
the source for the audit key controls on which tests 
are efficient. The enterprise risk scope is made 
through the contribution of all policies, regulations, 
laws, standards, contractual clauses and other 
subjects that have a high or severe impact on the 
objectives of the organization. 

In short, the adopted enterprise risk checklist, 
conveniently aggregated, must meet the full set of 
all relevant rules identified by the organization for 
its functioning. This choice fits exactly the set of 
risk components that must be kept under control to 
reduce risk occurrence and effectively counter it. If 
there is another control statement that is not yet 
included but is relevant to the organization’s 
objectives, then it must be added as a new entry or 
combined with an existing one. 

So far, it has been shown that the audit scope shall 
be derived from the risk scope or its subset due to 
risk management’s wider coverage. A pragmatic 
approach to building the statement of applicability 
(boundaries of auditability) of the audit scope is to 
include as key controls all the control statements 
whose severity is classified as high or very high and 
those whose severity is medium, but with high risk. 

The severity of the control statement is a measure 
of the impact of the control on the organization’s 
objectives. It is a mandatory attribute for each 
control in risk scope, and its alignment with 
organizational objectives must be periodically 
checked and updated, at least at every change of 
organizational objectives. 

The whole set of audit key controls can be broken 
down in smaller homogeneous subsets following a 
suitable criterion and, therefore, they can be named 
by the main process involved (e.g., finance, security, 

THE ADOPTED ENTERPRISE RISK 
CHECKLIST, CONVENIENTLY AGGREGATED, 
MUST MEET THE FULL SET OF ALL 
RELEVANT RULES IDENTIFIED BY THE 
ORGANIZATION FOR ITS FUNCTIONING.
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quality, environment, health and safety [EHS]). 
Accordingly, it is easy to refer to them as audit 
schemas.12 Of course, any other method to define 
the audit schema is allowed; for example, building it 
by grouping the controls in some way. Some 
methods to create an audit schema for a single 
purpose include: all the controls included in a 
specific certification schema (e.g., quality, safety), 
matching the competencies of an internal auditor’s 
group (e.g., information security) or impact from a 
relevant regulation (e.g., the US Sarbanes–Oxley Act 
of 2002). The reason for working with simpler and 
more-focused audit areas is to obtain small 
specialized teams, which require less time to 
perform the audit and increase the number of visits. 

Even the classical concept of an audit program13 can 
be managed easily. For each entity or group of 
entities (e.g., all the plants of a legal entity), an audit 
program can be set by a matrix of relationships 
between the entities and the different audit schemas 
established. Each audit schema is a single audit 
performed over the key controls and identified by a 
subset of the risk checklist’s control statements. 

The relationship matrix is physically implemented 
through a simple database table, and a suitable web 
form is used for its maintenance. If one considers 
the checkbox an audit code, one can understand 
that it is easy for the system to identify and 
automatically aggregate the results of all the audits 
involved into a single overall audit report (figure 3). 

A single audit or audit program does not affect the 
conventional fieldwork of audit but rather, with the 
sharing of part of the same control checklist and 
the management of outcomes in an integrated 
environment, makes it clear that the overall process 
is flexible in its definition, focused exactly on the 
intended topic and cooperative for a rational 
distribution of tasks by competence. 

Internal Audit “Act” 
It is at this point that the idea to share the same 
mechanism to manage the action plans both for not-
acceptable risk (provided by a risk-treatment plan) 
and for the failed audit tests (requiring a remediation 
plan) came about. Stressing a bit more this idea of a 
unique management system of action plans, one can 
see that it is only a matter of nomenclature 
(countermeasures vs. remediation plans), but in the 
end it is merely an action plan either to build a 
countermeasure to reduce a risk or to solve an issue 
due to a failed audit test. Nothing else. 

The operative management of the action plans in a 
common environment is in charge of the resource 
owners and, in the end, this simplification introduces 
others’ evident advantages. Organizational and  
cross-functional relationships are more orderly and 
solid. During the closing meeting, the audit report will 
be ready on the fly, avoiding any final transcription. 
For each failed audit test, through the use of a 
specific feature, it will be allowed its automatic 
insertion into the risk treatment plan. 

This last operation produces a positive practical 
effect. The auditors are freed from the need to 
follow action plans because they are automatically 
passed to the operating personnel and the control 
delegated to the risk management structure. 

Figure 3—Graphical Representation of an Audit Program Built by a Matrix of Entities and Audit Schemas
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To allow internal audit more time to dedicate to 
more frequent periodic checks, minimizing the 
saving and formatting of the audit test outcomes is 
recommended. Unlike a third-party audit, the 
evidence is used only to clarify the findings of 
operating structure during the closing meeting or 
limited to a quick dispute, but immediately after, 
there is no reason to save them (if not otherwise 
required by policy). 

The audit report (figure 4) will be qualified by a 
specific cover to summarize the descriptive 
information of the audit and its outcomes, but all 
other parts will be dedicated to risk analysis and 
action plan, exactly like in the risk report. Therefore, 
for the risk report and audit report, only the covers 
are different and summarize their specific 
information. Remediation plans (from audit tests) 
and countermeasures (from risk analysis) are 
combined because common management is more 
effective, but, if required, it is always possible to 
display them separately (a computer-only effort 
and, therefore, acceptable). 

In some cases, the summary of the audit outcomes 
on the cover is not considered suitable to represent 
the work done. It is possible to use additional pages 
to display in detail the full list of the audit tests and 
their outcomes. Even if technically possible, 
managing data should be avoided when not 
necessary. In the cover, there is at least the list of 
the processes involved in the audit scope, the list of 
the resources and the list of critical action plans, 
which is considered suitable for most audits. 

Minimum Set of Documents 
Different types of documents are available, but only 
two are important: the risk report and the audit 
report. In just a few pages, they summarize all 
relevant information on the specific process in 
accordance with the need-to-have principle (provide 
more details only if strictly required). 

They are made up of a cover followed by the risk 
analysis, assessment and action plan. This is split 
in homogenous groups by actions, i.e., remediation 
plans for audit tests, business impact analysis (BIA) 
for continuity, privacy impact assessment (PIA) for 
International Organization for Standardization (ISO) 

International Electrotechnical Commission (IEC) 
ISO/IEC 29134:2017 Information technology—
Security techniques—Guidelines for privacy impact 
assessment or data protection impact assessment 
(DPIA) for the EU General Data Protection 
Regulation (GDPR), and risk treatment plan (RTP) 
for all general actions. 

For authorized users (e.g., auditors), the audit report 
cover is editable like a form (figure 5) to allow its 
customization. The minimal set of information to be 
managed consists of a narrative about the audit 
purpose, the composition of the teams split by audit 
schema, a summary for management that 
highlights the strengths and weaknesses, and the 
audit opinion. The last function, represented by a 
lambda check icon, allows for closing of the audit. 

Moreover, from the outcomes of the audit tests, the 
following are automatically provided (no manual 
transcription needed): 

The audit scope built reading the key  •
controls involved 

The list of critical resources discovered •
The critical actions included in the remediation •
plan and the history of the audit visits 

Should other information be necessary, it is always 
possible to include it in the online reports or charts 
with the option to download it in PDF or Excel format. 

Printing or downloading a report is against the logic 
of always getting the most up-to-date data. Printing 
a report means removing it from a system that 
ensures its integrity and updating, so it is better to 
display it on the fly when necessary (updated) and 
only what is useful (legibility). In the design of the 
interface, it is possible to prepare different sets of 
data for presentation depending on two principles: 

1. Quick access, which means fewer selections  
are needed  

2. Capability of the device, which means formatting 
based on screen size (e.g., smartphones) 

Quick access could also mean preparing different 
(small) viewpoints of data depending on the identified 
needs to access the data. Managing the capability of 

Figure 4—Header of the Audit Report
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the device is possible with, for example, Media 
Queries (CSS3),14 the Navigator userAgent (DOM)15 or 
other equivalent methods. The result is the availability 
of different queries that are focalized to quickly 
access small pieces of data vs. a single heavy 
document to print. So, why use paper? 

Considerations About the Organization 
A few considerations about the organization’s 
structure support this methodology. Recalling the 
RASCI of part 1 of this series, a place for internal audit 
can be introduced by adding a role called “internal 
auditor” with some changes in the tasks (figure 6). 
These changes include accountability for the audits 
entrusted to the internal audit process when the risk-
monitoring process maintains it for the management 
of the frameworks and risk assessment. 

Internal audit operations are enabled by the 
outcomes of risk monitoring, and the internal audit 

outcomes feed the risk monitoring operations, also 
improving the overall quality with a check on the 
effectiveness of the existing controls. 

The cyclical cooperation between the two 
processes shows how natural it is to treat them as 
services for the organization’s governance. The 
concept of service is evident in their interfaces: Risk 
monitoring delivers the risk components to make 
the decision about which is the next entity to audit; 
instead, internal audit provides the list of resources 

Figure 5—Data-Entry Form of the Cover of the Audit Report

THE CYCLICAL COOPERATION BETWEEN 
THE TWO PROCESSES SHOWS HOW 
NATURAL IT IS TO TREAT THEM AS SERVICES 
FOR THE ORGANIZATION’S GOVERNANCE.
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needed to be protected from misalignment in 
respect to organizational objectives. The action 
plan is a shared resource. 

Thinking of these processes as cooperating 
services, it is advantageous to adopt Agile16 
methodology concepts. Instead of an infrequent, 
full and in-depth audit, the speed of the internal 
audit, visits and tests can be increased with a visit 
plan driven by risk and light tests for controls with 
low level of risk and in-depth tests only on high risk. 
Consequently, the audits are carried out quickly 
(several times with less amplitude and with the right 
competence engaged) and, in this way, the risk 
assessment is more frequently adjusted in accuracy 
and trust. A significant result of internal audit is the 
proper identification of areas of weakness and the 
objective issuing of a remediation plan (focused 
only on the audit findings). 

To improve audit frequency, it is possible to divide 
groups of auditors by competence in order to create 
small audit teams dedicated to a single audit 
schema. When the audit scope meets a single audit 
schema and the depth of the audit test depends on 
the risk level of the key controls, then the number of 
audits performed must increase to cover the same 

number of controls. Consequently, there are more 
visits meant to improve the awareness of controls 
of the audited personnel. 

The “ERA review” managed by the risk monitoring 
team could be added to the audit schema list. This 
is an on-site lean audit with the aim of checking the 
consistency of the risk-control implementation by 
interviews, observations and eventual document 
analysis, but without an independent audit test. In 
this way the audit is light, fast and can involve a 
number of controls in a short time. Even without a 
thorough check, it improves the awareness of risk 
controls and confidence of risk assessment. 

Even with the best collaboration between 
processes, a referee among them is always 
necessary. A simple organizational chart is 
proposed to address any potential conflicts. This 
position (the name is not important) could also be 
responsible for the coordination of other processes 
that aim to ensure the alignment of the control 
operations with the organization’s objectives. 

In this hypothetical scheme (figure 7), internal audit 
should be dedicated to the control of internal 
processes, partners and suppliers, and to checking 

Figure 6—Example of RASCI Matrix Including Internal Audit and Risk Monitoring

Roles, Responsibilities and Their Interactions
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and training for preaudit certifications. Risk 
monitoring performs the risk assessment and 
supports the risk-analysis methodology for ISO 
certifications. Other control processes could be 
“compliance” to check law or policy enforcement or 
“fraud prevention” to detect situations with a high 
risk of fraud. The top of this chart cannot be an 
operational position that could be verified. 

Practical Implementation 
How is this convergence between risk monitoring and 
internal audit technically implemented? This union is 
based on two cornerstones. The first is the use of a 
single common checklist, completely assessed by 
risk monitoring, with each key control (also known as 
control statement) linked to the audit tests to be 
executed by internal audit. The second are the 
findings of internal audit that are managed by risk 
monitoring into a single integrated environment for 
the management of all action plans. 

The main goal is to keep the relationship between 
the control statements and the audit tests alive and 
easy to change. On each control statement, one can 
enter zero or more audit tests and customize or 
delete them through a pop-up window 
(maintenance form). Through a coding convention, 
the audit tests are automatically supplied with a 

code; then, manually, a narrative for the audit test is 
supplied to establish the kind of audit carried out on 
the field to ensure the effectiveness of the control 
statement (figure 8). 

A technical clarification about the use of this 
relationship is necessary. In each control statement, 
a customized list of standard actions, standard 
resources and roles all managed through a pop-up 
window are included. The reason is to be able to 
provide a preconfigured action plan in case of a 
failed audit test that will be customized only by the 
assigned manager (and not created entirely from 
scratch). During the insertion phase, any eventual 
duplication of actions is automatically rejected; 
however, everything is changeable by the local risk 
assessor, including the duplication of records. 

The audit-fieldwork form is similar to the 
maintenance form of the audit test. During any 
audit test, it is possible through the execution to 
insert into the form the audit opinion and an 
observation. It will write the audit opinion via a  
pop-up window linked to the key control. Auditor 
information is automatically retrieved by the 
username profile, and further fields can be easily 
added to the form. Of course, the need-to-have 
principle should be seriously considered before 
doing so. 

Figure 7—A Governance, Risk and Compliance (GRC) Organization Proposal
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Each record in the form is provided with a trigger 
(an icon), useful during the closing meeting. For 
each finding which is recognized as high severity 
with the need for an audit plan, this icon will 
automatically insert a preconfigured action plan into 
the RTP on the right side of the form. Consequently, 
the risk assessor will take care of this and 
appropriately customize it. 

Another technical note about the preconfigured 
action plan: For easy identification of any action 
plan originated by a failed audit test compared to 
those originated by the risk assessment, there is a 
specific SWOT factor used only for this purpose. It 
is named “audit test,” and it is considered a strength 
factor because it allows one to solve the problem in 
advance using an action plan and avoiding risk or, at 
least, reducing its impact. 

Additional logical correspondences between an 
audit and a risk include: 

The audit test is considered a resource because •
it is of value for the organization. 

A remediation plan is treated as a set of •
countermeasures for a risk plan because it faces 
some risk. 

The reports, risk and audit keep a different cover, •
but all other parts share the same content. 

Supposing that members of the audit team are 
working on separate processes, they can work 
simultaneously in parallel, each using their own web 
form. Any eventual evidence collected (file) can be 
uploaded in a special web folder ready for re-
examination of the tests during the closing meeting. 

Once the audit is completed, the files can be deleted 
(unless otherwise requested by the policies). 

Software Tools 
Some considerations must also be made for the 
software development model. This is last because it 
is not a methodological topic, but it is no less 
important. Methodology without technological 
support cannot provide any practical results. 

As a first consideration, one should start with the 
data collection. The typical work with spreadsheets 
cannot be included in the set of options because 
the need to collaborate and work together without 
much effort to realign the input data and share the 
outcomes is quite evident. Even the use of a web-
based spreadsheet can be a bit tricky to build all 
data interrelationships. 

Then comes the availability of pages built 
dynamically by the role of the users. The 
presentation layer must be driven by the user role to 
be more intuitive for the end user and not by the 
system constraints. Therefore, instead of preparing 
two different layouts, one for authoring and the 
other for the reporting, in the same web page there 
will be some rows or parts that are editable and 
others that are not, depending on the user role. The 
training will be easier and clearer. 

Finally, using a software package (out-of-the-box 
tool) vs. software development (everything 
developed) should be addressed. A software 
package means quick delivery time, but licensing 
costs, cost of setup and feasibility of ad hoc 
solutions must be evaluated. Software development 

Figure 8—Web Form of a Control Statement
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means a low-cost solution (in particular, with open 
source) and unlimited customization, but delivery 
time and costs for know-how and development 
must be taken into account. The organization’s 
ability to adapt to the constraints of the software 
package will determine the final decision and, thus, 
the cost. 

Conclusion 
Risk monitoring and internal audit are two 
processes that naturally interact with each other by 
connecting the mutual inputs/outputs and 
producing only advantages. Both must be focused 
on their own tasks (i.e., risk evaluation, action plans, 
effectiveness of controls, remediation plans) 
without any redundancy or overlapping. 

There are some concrete advantages. The resulting 
synergy between the two collaborating processes 
introduces benefits in terms of: 

Better quality managed action plans (single point •
of control for all action plans) 

A single web-oriented, risk assessment checklist •
in common with the audit process (less effort to 
manage the processes) 

Performance improvement in the audit process •
(small audit scopes run more frequently and are 
more focused on risk) 

Greater flexibility in the process setup (the risk •
checklist and the audit test lists and their 
relationships can always be changed) 

Simplified document formats and online work (a •
web-based tool means no need to use paper) 

A single environment for risk-treatment  •
and remediation plans (a rational way to  
avoid redundancy) 

Solid multilevel centralized control (a sound •
organization allows different types of 
assessment certifications) 

Moreover, after having removed any redundancy in 
the processes, having made them more agile and 
having increased their quality, the organization  
will also have greater confidence in risk  
assessment (to compensate for the first phase  
in self-assessment mode). 

The processes have been compared for their 
collaboration behavior as services. This introduces 
the possibility of adopting specific operational 
models typical of service management in addition 
to the traditional purely organizational approach. 
Adopting the service-value model to the 
methodologies to manage control processes  
can lead to pleasant surprises in terms of quality, 
time and cost. 

When risk monitoring and internal audit work in a 
cooperative, synergic way and are fully consistent, 
the result provides focused analysis and actions 
(advising) to contrast risk. So structured, this 
operation adds value to the organization, exactly as 
is the expectation of the internal audit mission. 
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