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Shortcomings in IT governance and in the skills and 
competencies of boards to provide the requisite 
direction for digital transformation (DX) mean that 
boards in general are ill-equipped for DX oversight 
and for the nature of the decisions required to 
effectively achieve it.1 

A means to address some of the gaps and enabling 
the board to begin to be better equipped to ask 
meaningful management questions about the 
efficacy of their organization’s digital transformation 
initiatives is needed.  

Digital transformation governance (or oversight) 
ultimately aims to ensure that management’s 
technology interpretation of the business strategy 
(itself influenced by DX) is in alignment and that its 
deployment produces the value expected of it 
(figure 2) in response to business drivers such as 
those shown in figure 1.2 

Figure 1 shows that the primary drivers of digital 
transformation include a customer context.3 In 
other words, digital transformation is in response 
not only to traditional competitive pressures, but 
also to the customer experience, the new currency 
in an increasingly digital world without which an 
organization is unlikely to survive.4 The purpose of 
enterprise IT governance is to ensure that value is 
created in alignment with the strategy of the 
organization. Digital transformation can, therefore, 
be interpreted as the nature of customers’ 
experience in interacting with the organization while 
it is in the process of making money.5 

Digital Transformation Oversight: More 
Than What It Is Generally Thought to Be 
The World Economic Forum (WEF) contrasted the 
difference between simply adding new technology 
to existing business processes (thereby realizing 
only marginal gains from the technology for the 
organization) vs. totally rethinking business in the 
context of that technology (thereby realizing more 
of the benefits of the technology). 

To illustrate this, consider the nature of commercial 
electricity use during the early part of the 20th 
century. At the time, organizations simply overlaid 
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electricity on their existing technology. However, 
they found that the full benefits of electrification 
could only be realized once entire factories were 
designed and built according to the “fundamental 
capabilities of electric machinery.”6 

Another example is the emergence of computers in 
business. Modest productivity improvements were 
realized for decades until entire organizations and 
even industries reorganized themselves around 
computers, ultimately resulting in “real gains” and 
the emergence of digital business models.7 

For a contemporary example, consider the 
application of machine learning (ML) technology to 
a bank’s anti-money laundering (AML) business 
unit. ML may be deployed to potentially help reduce 
the volume of false-positive suspicious 
transactions, thereby eliminating the cost of wasted 
analysis hours. Yet, in the context of a multibillion-
dollar bank, those benefits pale. 

In contrast, digitalizing the end-to-end AML process, 
starting from the bank’s channels (e.g., tellers, 

automated teller machines [ATMs]/automated 
banking machines [ABMs], phones, kiosks, mobile 
devices, desktops and correspondent banks) all the 
way to the regulatory submissions of suspicious 
transactions increases benefits because the 
benefits are the sum of all the processes involved 
rather than just a single process. The latter 
constitutes the digital transformation of a 
 business unit. 

An organization’s main operating process, its value 
chain, is what constitutes the scope of enterprise 
digital transformation (figure 3). The promise of 
digital transformation’s sustainability drives an 
organization to embark on a transformation of this 
degree, which has greater benefits than business-
unit transformation as explained previously. 

Given the scale of its impact, though, enterprise 
digital transformation must identify a strong case 
for change—an enterprise problem statement—to 
define and execute a clearly articulated enterprise 
strategic plan, with great attention paid to the 
riskiness of addressing the change requirements. 

Figure 2—The Purpose of IT Governance 
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Figure 3—Scope Differences for Different Types of Transformation
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Note that even process or business-unit digital 
transformation initiatives proceeding without the 
context of an enterprise plan can lead to poor 
integration over time, resulting in the expected 
benefits less likely being realized, even introducing 
more risk and cost to the organization. 

Digital transformation is much more than just 
technology-enabled business. Rather, it is about a 
businesswide degree of technology enablement 
that revolutionizes how an organization does its 
business.8 The nature of governance required, thus, 
has a greater proportion of business oversight than, 
for example, the technology oversight performed by 
means of the board’s IT governance committee. 

That is, a test of whether an organization is 
performing digital transformation is the extent to 
which both its operating model and business model 
change. Since digital transformation is not really 
about technology,9 organizations need to rethink 
most every element of their business to become 
digital enterprises.10  

Note the usefulness of the inputs and outputs 
constructs in figure 3. This mechanism is a simple 
way to understand any technology, whether it be 
artificial intelligence (AI), robotic process 
automation, blockchain or others. Although the 
technology will still be something of a black box, 
understanding a technology begins with what its 
inputs are, and what it produces as an output 
provides valuable insight into the functionality of 
the technology. 

The Context of Organizational Oversight 
The WEF highlights four themes of digital 
transformation: digital business models, digital 
operating models, digital talent and digital traction 
metrics (measures of how well digital is doing).11 It 
is important to first define “operating model” and 
“business model” before considering how these 
elements interact.    

An operating model concerns how an organization 
delivers value to its internal and external customers. 
Staff functions such as accounting, risk, IT and 
human resources (HR) have internal customers—
the rest of the organization—while line functions 
such as sales and operations are what makes 
money by serving external customers. An operating 
model includes people (organization), process and 
technology (systems and information), and 
elements such as location and suppliers.12 Culture, 
governance and measurement are further operating 
model elements,13 as are assets and resources 
such as buildings, patents and other intellectual 
property.14 In some industries such as fisheries, 
forestry, mining, agriculture and manufacturing, 
equipment plays a large part in the operating model. 

Unfortunately, some refer only to three elements of 
an operating model—people, process and 
technology—believing this list to be complete. 
However, even a service business such as an 
insurer has much more than these operating model 
elements such as culture (an element critical in the 
context of IT oversight)15 and much more. It is best 
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to understand all the operating model constructs 
applicable to an organization to be able to 
appropriately determine the effect of digital 
transformation on it.    

A business model concerns the organization’s 
strategy for making a profit, including the products 
and services the organization plans to sell to the 
target market.16 Distribution (channels), pricing and 
advertising are further business model elements.17 

In figure 4, it is important to note the chain of 
events from the design and development of the 
goods and services intended to be for sale—all in 
the operating model—to getting the goods to the 
target market for sale at a determined price—all in 
the business model. This flow, the value chain, links 
the operating model, the business model and the 
customer, preferably in such a way that the value of 
goods and services sold is greater than the cost of 
producing them,18 i.e., in such a way that a profit  
is made. 

It is also important to note that the WEF’s themes 
(in red in figure 4) cover almost the entire scope of 
an enterprise’s operations, from top to bottom, 
emphasizing that a digital organization does not 
just mean that a part of the business is digitally 
able, but that digital transformation involves the 
entire organization. 

The overarching construct that links the elements of 
figure 4 together—confirming the organization’s 
reason for existence and what the organization 
does to fulfill that reason—is the organization’s 

strategy. The strategy specifies the organization’s 
expected returns (through the budget) achieved by 
selling a specified basket of goods and services to 
a specified target market through specific channels, 
all of which is operationalized in a specified way by 
ensuring the best allocation of resources to  
most efficiently produce and distribute its goods  
or services. 

The Context of Strategic Oversight 
The strategy referenced in figure 4 is an outcome of 
a concerted study of the environment within which 
the organization operates. 

In figure 5, a strengths, weaknesses, opportunities, 
threats (SWOT) study analyzes an organization’s 
positives and negatives both internally (strengths 
and weaknesses) and externally (opportunities and 
threats). A political, economic, societal, 
technological, legal, environmental (PESTLE) study 
considers the impacts on the organization from its 
environment. Porter’s Five Forces analysis19 
examines the organization in the context of a 
portfolio of external forces acting on it. Many other 
tools can be used to analyze the competitive 
landscape, but an integration of these three tools is 
sufficient for the scope discussed here. 

An organization will either be threatened by digital 
in its industry—thereby defensively labeling it “digital 
disruption”—or will be proactive and see 
opportunities to leverage technology to change the 
way it does business and improve its 
competitiveness. Figure 1 highlighted that there is 
pressure exerted by the competition and by the 
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organization’s customers to improve its 
performance across multiple dimensions. There is 
also pressure exerted by new entrants and 
substitutes, which some organizations will 
defensively see as disruption. 

Strategic analysis helps one understand whether an 
organization has the appropriate business and 
operating models to take advantage of the 
opportunities to which its internal strengths might 
enable it. Through digital transformation, an 
organization can be proactive in developing its 
competitiveness or reactive in response to 
disruption. As much as poor business/IT alignment 
can be business-fatal, so too, can poor alignment 
between the environmental context the organization 
operates in and how it has organized itself to  
make money. 

It is important to note that the drivers of digital 
transformation are themselves an input into the 
organization’s enterprise strategy development 
process. Enterprise strategy affects decisions made 
by the organization for both the business and 
operating models. 

A Structure for Digital Transformation 
Governance   
So how does all this help to frame the nature of the 
questions a board of directors should be asking 
management about its digital transformation 
activities in pursuit of digital transformation 
governance? There are three levels of questions: 
micro-, meso- and macro-scale. 

Micro-Scale Questions (Figure 2) 
Micro-scale questions are not inconsistent with good 
corporate governance, especially when those 
activities expose the organization to risk beyond its 
defined risk appetite (before controls). At the most 
detailed level, these questions concern the scale of 
the proposed digital transformation. Is it just a 
primary process, a set of primary processes for a 
business unit (BU) or all the primary processes of the 
organization? In each case, what are the 
dependencies and risk factors for these interventions, 
and what are their resource requirements? 

Meso-Scale Questions (Figure 3) 
At the mid-level, these questions concern the depth 
of the proposed digital transformation. Is it at the 
operating-model level, the business-model level or 
even the strategic level? If it is at the operating 
model-level, what will the impact be for the 
business model? If it is at the business-model level, 
what are the implications for support of the 
operating model? Here is where more fundamental 
questions about the technology become relevant, 
with typical technology questions being asked 
about proposed benefits, maturity, support, 
operating costs, architectural fit and strategic 
alignment. Again, what are the dependencies and 
risk factors for these interventions, and what are 
their resource requirements? 

Macro-Scale Questions (Figure 4) 
At the highest level, the questions concern the 
nature of the digital transformation response given 
the milieu within which the organization operates. 
How does digital transformation leverage the 
organization’s strengths? Are the opportunities 
properly articulated, and how will digital 
transformation leverage these? Are the threats 
properly articulated, and how will digital 
transformation mitigate these? How will the 
competition react? For customer-facing 
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developments, what is being done to ensure that 
most customers will respond favorably to 
developments? Are these developments easy for 
the competition to duplicate and, if so, is there a 
fast-follower development on the horizon? 

These questions are the starting blocks for 
determining the likelihood of the organization 
sustainably producing the value expected of its IT 
investments, per figure 2. 

Conclusion 
Digital transformation governance extends far 
beyond technology. However, the board does not 
need to be filled with technology wizards. Rather, 
“[it] must understand what can be accomplished at 
the intersection of business and technology” and it 
must be prepared to help shape how technology 
can transform the organization20 to maintain or 
grow its competitiveness and sustainability.  

The implication of this is that the board should 
sufficiently understand both the emerging 
technology landscape and the business well 
enough to be able to see opportunities for a better 
operating model, a better business model and a 
better customer experience. In this way, even less-
technical board directors can begin to perform 
better digital transformation oversight. 

To tie back in with COBIT®, it should be noted that 
shifts in the organization’s competitive position 
(figure 5), changes in the business operating model 
(figure 4), significant paradigm shifts (digital 
transformation), a new business strategy or a desire 
to significantly improve the value gained from IT are 
all defined by COBIT as triggers for a review of the 
governance of enterprise IT,21 the very instrument 
the board applies in its IT governance committee. 
Digital transformation is not a piecemeal project; it 
is an enterprise endeavor that affects the entire 
organization. As a result, digital transformation 
demands quality oversight to help protect the 
organization from suboptimal digital transformation 
decision-making and actions that could, ultimately, 
hamper rather than amplify the organization’s 
competitiveness and sustainability.   
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