Someone Else

Running an IT department used to be so simple. The
programmers wrote programs; the technicians
migrated the programs into production; and the
operators ran them. These days, programmers
implement systems purchased from a vendor. The
techs have their hands full just keeping the
infrastructure (or more likely, the infrastructures) up
and running. And, more often than not, the programs
are running in someone else’s data center.

Let me complicate that a bit more. If the operators are
running systems at all, they may be running them in
someone else’s data center, a colocation facility or
colo. Many of the applications and much of the
infrastructure are, or soon will be, rented from a third
party as a service (or, more likely, as-a-service). And
each of those services may well have been selected
by end-user management with little or no input from
IT personnel who specialize in security, reliability,
recoverability or interoperability with other systems.

So, organizations are facing problems, if not yet
crises, of IT governance, security, risk management
and control—the perfecta of ISACA's certifications." If
you are a holder of any of these, you ought to be
concerned. Frankly, even without those certifications,
there is cause for concern. If you are a programmer,
technician or operator, you may already be seeing
jobs of some colleagues disappear from your
organization. Even though someone else is
experiencing a talent shortage,? they seem to be on
the sell-side rather than the buy-side.?

Restructuring the Way IT Is Done

The concern is not—or at least, not only—vendor
management. It is a fundamental restructuring of
the way information technology has been done
since the dawn of commercial data processing in
the 1960s. An organization, whether a corporation
or a government agency, was viewed as an organic
whole with a consolidated set of information
resources. The objective, only imperfectly achieved,
but the goal nonetheless, was to have a single base
of information that would be apportioned to each
business and each authorized individual as needed

to carry out their business. Containing all of IT
within an organization gave management the
(supposed) ability to secure all of it.

The idea that all of IT could be contained was a
chimera. The computers in the data center were
powered by someone else (the electric company),
communicated via someone else (the
telecommunications carriers) and were maintained
by someone else (the hardware vendors). Operating
and database management systems were certainly
not developed in-house. Purchased applications are
not new either. But, for the most part, there was

a certain degree of comfort knowing that all of
these systems were running in an access- and
climate-controlled room somewhere in
management’s own building.

Where Did the Data Center Go?

Today, the data center is everywhere from
someone’s pocket to the cloud. | am looking at my
smartphone and | find applications such as foreign
exchange calculation, medical benefits, voicemail
and encryption that used to run in data centers. |
know that these are applications running in a data
center somewhere that | can access through the
terminal in my pocket. The point is that both the
data center and the terminal used to be in the
building to which | had to travel in order to work.

The use of colos is recognition that computer
operations and real estate are separable. The
organization had a data center that was built around
many basic controls: who could enter, how fires
would be prevented, how power failures would be
managed, how recovery would be carried out if
there were a disaster. Now, those controls are
someone else’s problem.

And, when information and the systems that
support it disappear into the cloud, management’s
ability to exercise control over them becomes even
more tenuous. Depending on what services for
which a particular business function contracts,
someone else—the cloud vendor—may be
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producing the total environment: the application, the
infrastructure and the data center. The cloud is,
after all, just a group of interlocked data centers.
With every business unit and, for that matter, every
individual, free to acquire its own whatever-as-a-
service, management'’s ability to control the use of
information within an organization just vanishes.

Objections to the Argument

| am not deaf to the arguments that can be made to
what | am saying here. “That may be someone
else’s problem, but it is not mine. My organization
still has plenty of applications running in our data
center.” That may be the case today, but both
market trends and vendor decisions are moving
away from on-premises systems.* In many cases,
cloud-based applications are already running
alongside older on-premises versions in a hybrid
configuration.’ If the movement out of the data
center is not occurring in your organization today, it
will be tomorrow.

THE USE OF COLOS IS
RECOGNITION THAT

COMPUTER OPERATIONS
AND REAL ESTATE ARE
SEPARABLE.

Another objection is that the trends that | am
describing are actually positive for security and
control. Maybe the colo or the cloud service
provider does a better job at a lower cost than your
organization could ever do, but there is still the
matter that the best way to make something
disappear is to declare it to be someone else’s
problem.® There is also the opposite point of view,
that “Security will continue to be an issue with cloud
technology, especially now with the introduction of
the [EU] General Data Protection Regulation (GDPR).
Given the advantages of cloud computing, many
organizations will likely rush into it without serious
consideration of the security implications.””

The issue as | see it is not whether the movement
away from in-house development and operation of

information systems is better or worse for
information security. It is different. Personally, |
think the positives outweigh the problems, but
those problems will not go away without addressing
them head-on. The challenge, | propose, is that
many of the verities that could be relied upon for
decades are no longer operative. You cannot build
security into applications or infrastructure if you do
not build applications or infrastructure. The walls of
the data center are no barrier if you have no data
center and, thus, no walls. You can assure yourself
that someone else’s security professionals are
taking care of things. But, in the end, your security is
not someone else’s problem; it is yours.
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