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services, but we belong to the small and
medium enterprise (SME) sector. Is enterprise
governance of IT (EGIT) relevant for SME
organizations? Are the available frameworks,
particularly COBIT®, different for different
organizations?

QWe are an organization providing |T-based

EGIT is relevant and, in today’s environment, a

must for all types and sizes of organizations.
That said, organizations must choose the framework
that they would like to adopt wisely. The decision to
adopt a framework itself is a great step forward.

Research on IT governance has typically been done
on large organizations. Research on smaller
organizations has been limited, and research that
does comes to mind indicates that IT governance
structures in SMEs is quite limited. SMEs tend to
have an idiographic profile with characteristics that
differ strongly from large enterprises."

Broadly speaking, SMEs differ from large
organizations in many ways such as technology and
environment, organizational size, and structural
differentiation. These, in turn, influence the nature of
instituted decision-making processes and structures,
including IT. Governance structures in SMEs tend to
be characterized by centralized decision structures as
opposed to the hierarchical and institutionalized
decision structures of large organizations.

IT governance is necessary to ensure that the
business gains value through IT, which enhances
shareholder value. It enables value creation by
optimizing risk and the utilization of resources.
This paradigm is true for all organizations that
depend on IT for competitive advantage, efficiency,
effectiveness, compliance, security and reliability
of data.
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(IEC)'s ISO/IEC 38500 Information technology —
Governance of IT for the organization? is the
standard for IT governance, and COBIT® 20193 is
the framework for implementing IT governance
within the organization.

The challenges faced by SMEs can be broadly
viewed along two areas:

e The ability to ensure that management is
cognizant of the value IT brings to the table

e Adequate resources on the IT team that make it
capable to enable the previous point

Indeed, the primary focus of IT governance in COBIT
is value creation achieved by realizing benefits and
optimizing risk and resources.

SMEs generally face challenges in adopting COBIT
due to its generic nature. They are good at setting
business goals but find it difficult to set IT goals
since IT is a comparatively small function. But it is
interesting to see that many times their IT
investment as a percentage of overall investment is
the same as any large enterprise.

One COBIT user states that:

The organization must identify for itself
what it needs from IT and how expansion
can serve those needs. Within this
paradigm, however, COBIT® 5 offers a set of
structured processes to smooth the
transition and ensure that such growth is a
symptom of improvement, directed by a
knowledgeable and engaged board. In an
ongoing application of COBIT 5, in fact, this
should become a matter of course as the
framework develops and provides the
components of a continual improvement
life cycle. This enables the enterprise to
fully leverage COBIT's strengths, thereby
developing a mature, flexible and effective
IT function.*

A blog post summarizes that, “It really is a
misperception that COBIT® 5 and IT governance is
only relevant to large organizations when, in reality,
it is an equally if not more essential ingredient for
the SME."



These suggestions should be considered while
implementing IT governance in SMEs:

e SME senior management should be involved in IT
governance interactions with a focus on
enhancing performance of IT efficiency,
effectiveness, reliability, security and compliance.

e Although SMEs, corporate executives and
operational executives are busy and small
in number, they should be involved in
IT governance processes.

e SMEs should develop and implement a
framework for risk management, defining
business goals and IT goals.

e Communication of IT governance policies,
guidelines and practices within the organization
should be established using a number of
accessible channels.

® SMEs should develop and implement a
mechanism for performance monitoring of
resources to optimize them.

e |tisimportant to establish periodic review
meetings with corporate and operational
executives to make corrections in long-term
strategies based on risk and performance
monitoring.
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Considering the current trend of start-ups that bring
innovative concepts and ideas to market, it is fair to
assume that more and more SMEs will be in
business. SMEs are essential for globalization and,
therefore, they should focus on IT governance.
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