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Implementing a Cybersecurity
Culture

Culture is an important topic that has been studied Defining Culture and Organizational

by anthropologists and sociologists for years. Culture

However, culture currently has the attention of Culture is a set of social system rules, which is
senior management and many IT and auditing patterned and may be conceived as a mechanism
online business (e.g., cloud-based services and behavior. It denotes a factor that shapes human
e-commerce), market globalization and constantly ~ behavior by transmitting content and patterns of
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schemes." In this sense, culture represents a form

Enterprises are facing culture challenges every day.
For example, consider a fictional enterprise that
recently promoted its New York City (New York,
USA) director of IT auditing to chief information
security officer (CISO) for the Indian subcontinent.
She needs to relocate from the enterprise’s New
York City office to the enterprise’s Bangalore, India,
office to implement and manage cybersecurity
technology and processes, cybersecurity culture, IT
privacy, IT risk management, digital forensic
methods, and many other responsibilities
associated with her role. Although she is an
experienced, top-performing professional with
expertise in information security standards, she has
never lived outside of New York City, and she has
never visited the Indian subcontinent.

Nevertheless, to address cybersecurity culture, the
terms culture and organizational culture need to
first be defined.
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or a set of reactions revealed, created or conceived
during societies’ history of handling problems. Such
problems usually arise from the interactions of
societies’ members and their environment.?

On the other hand, organizational culture is defined
as “the values and behaviors that contribute to the
unique social and psychological environment of

an organization.”

While organizational culture embraces the
sociological and psychological atmosphere of an
organization, knowledge sharing deals with
interchanging facts and information with people,
groups, systems and organizations as well.
Correspondingly, organizational culture and
knowledge sharing make the perfect binomial of a
social ecosystem.

Therefore, this social ecosystem is composed of
critical success factors (CSFs), which are:

The limited number of areas in which
satisfactory results will ensure successful
competitive performance for the individual,
department or organization. CSFs are the
few key areas where “things must go right”
for the business to flourish and for the
manager’s goals to be attained.*

The basic CSFs of organizational culture and
knowledge sharing are:®

® Trust—Belief or interpersonal trust between
coworkers

¢ Information systems—Systems required to
convert data into information

® Communication between staff—Human
interactions necessary for knowledge transfer

® Organization structure—Structures in the
organization that are used to facilitate
knowledge sharing

¢ Reward systems—Motivating and incentive
mechanisms that are used to facilitate
knowledge transfer

In addition to the basic CSFs, organizational culture
can also include the following CSFs:

® Change management—Managing the resistance
of organizational change

® Motivational methods—Ways to encourage
people behaviors to reach a goal

¢ Knowledge management—Capturing, storing,
processing and disseminating knowledge

® Standard operating procedures—Defining and
documenting the level of accountability and
responsibility of a role

Cybersecurity Culture

The main objective of cybersecurity is to protect
“information assets by addressing threats to
information processed, stored, and transported by
internetworked information systems.”

“ IN REALITY, THE MAIN
OBJECTIVE OF
CYBERSECURITY CULTURE
IS TO DEVELOP AND

IMPLEMENT A
CYBERSECURITY CULTURE
ECOSYSTEM TO SUPPORT
CYBERSECURITY. ,,

Cybersecurity culture is “the knowledge, beliefs,
perceptions, attitudes, assumptions, norms and
values of people regarding cybersecurity and how
they manifest themselves in people’s behavior with
information technologies.”” In reality, the main
objective of cybersecurity culture is to develop and
implement a cybersecurity culture ecosystem to
support cybersecurity. Sharing the experience of
establishing an advanced social and psychological
groundwork may help support cybersecurity.

The Internet has facilitated new ways of doing
business for organizations, reaching many places
never dreamed of in a matter of seconds. That is
the magic of the Internet and cyberspace. However,
such magical scenery vanishes every time
organizations have to face cyberattacks. This is true
because their assets (e.g., information and
communications technology resources and
strategic content) are at risk. As a result, a tangible
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outcome of a successful cyberattack could be
translated into a loss of the organization’s
reputation, a decrease in its stock value and
even bankruptcy.

Consequently, cybersecurity becomes a significant
factor of an organization’s specific financial risk.®
That is why cybersecurity is one of the most
relevant technological and financial concerns of
this century.

“ HAVING A
CYBERSECURITY
CULTURE IS ADYNAMIC

PROCESS THAT
DEMANDS CONTINUOUS
ATTENTION. ,,

The need to address cybersecurity technology and
processes requires having previously developed a
cybersecurity culture. Having a cybersecurity

culture is a dynamic process that demands
continuous attention. Initially, organizations can use
project management to implement a cybersecurity
culture. Once the groundwork for a cybersecurity
culture has been established, the organization can
convert cybersecurity culture into an ongoing
operation for the enterprise.

Figure 1 shows the seven blocks of a cybersecurity
culture ecosystem supporting the people,
technology and processes of cybersecurity.® 10

The cybersecurity people, technology and
processes domain includes the infrastructure that is
required to run the cybersecurity solution. The
seven blocks of knowledge, beliefs, perceptions,
attitudes, assumptions, norms and values provide
the appropriate social and psychological
environment to support cybersecurity.

However, it appears that deep research work on
defining and measuring cybersecurity culture is
missing."" As a result, this gap is an opportunity for
scholars and practitioners to embark on a study of
cybersecurity culture.

Figure 1—Supporting Cybersecurity
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A Strategic Decision About Cybersecurity
Culture

Deploying cybersecurity culture requires the board
of directors and senior management to decide to
support and enable a cybersecurity shield to
mitigate the risk associated with cyberattacks. As a
result, enterprises should answer the following
question: “Should we develop and implement a
cybersecurity culture to reinforce cyberprotection of
our organization?”

Perhaps such a question needs to be evaluated by
senior executives who manage cybersecurity
projects. These executives must also assess whether
the development and implementation of a
cybersecurity culture should be done before
establishing cybersecurity technology and processes.

Scoping the Implementation of a
Cybersecurity Solution

To implement a cybersecurity solution, it is
necessary to clearly define the boundaries of the
work that needs to be performed ahead of time.
This is needed because the cybersecurity solution
demands knowing the landscape of projects and
programs and their interdependencies, investment

mechanisms, recommended resources, time
frames, key performance indicators (KPlIs), quality
yardsticks and benefit realization methods.

The earlier example of the newly appointed CISO for
the Indian subcontinent is used to illustrate the
scope of the implementation of a cybersecurity
solution in figure 2. The programs and projects for
which the CISO is responsible in the Indian
subcontinent are managed as the Indian
subcontinent cybersecurity portfolio. The portfolio
is divided into seven programs, which correspond to
the seven countries of the Indian subcontinent—
Bangladesh, Bhutan, India, Maldives, Nepal,
Pakistan and Sri Lanka. The new CISO organized
each program into two projects: a cybersecurity
culture project in addition to technology and
processes project.

Propelling Cybersecurity With a
Cybersecurity Culture Ecosystem

Because people are considered the weakest link in
the cybersecurity chain, they must be encouraged to
increase their cybersecurity awareness and attend
appropriate cybersecurity education'? and training
programs.

Figure 2—Cybersecurity Solution
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Figure 3 shows the awareness and education and
training drivers as the force behind a cybersecurity
culture ecosystem, which is required to propel the
people, technology and processes of
cybersecurity.’> 4

Importance of Cybersecurity Culture
Implementing a cybersecurity culture enables:

® Empowering people—Cybersecurity culture
empowers people with the sociological and
psychological skills that are required to work with
cybersecurity technology and processes.

® Projecting cybersecurity meaning—Within the
enterprise, the importance of the people,
technology and processes of cybersecurity is
understood. The consequences of ignoring
cybersecurity’s technological and financial risk
are addressed.

® Establishing stakeholder partnership and
collaboration of key players—A network of
cybersecurity stakeholders is defined and
managed. Stakeholders include employees,
managers, government agencies, senior

Figure 3—Centrifugal Culture Ecosystems Drivers

executives, boards of directors, technology
providers, consulting providers, and education
and training providers.

® Providing an education and training road map—
An appropriate education and training program
that encompasses the people, technology and
processes of cybersecurity is integrated and
delivered.

Conclusion and Recommendations

As a result, the cybersecurity culture ecosystem
should be developed and implemented before
cybersecurity technology and processes.

Additionally, a later phase of this study suggests
addressing the following areas:

® The development of a cybersecurity culture body
of knowledge (CCBOK)

® The possibility of creating a new cybersecurity
culture certification

® The definition of a cybersecurity culture
ecosystem methodology
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