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In the modern age of the Internet of Things (IoT), 
life is made easier for everyone by being connected 
to the Internet. But the convenience the IoT provides 
has another, darker, side.  

In this darker side, hackers and criminals make a 
living out of finding and exploiting vulnerabilities to 
invade users’ privacy. Things have gotten so bad 
that cybersecurity experts project cybercrime 
damages to reach US $6 trillion annually by 2021.1  

Another, albeit less serious, threat users face is 
advertising technology (ad tech). This is the 
technology used by organizations and websites to 
track online habits. They employ tracking cookies 
and pixels that track online activity long after users 
have navigated away from their site.  

Finally, there is the privacy threat posed by 
governments. It is already a well-known fact that 
some governments are spying on people.2  

Why do people not do anything about this? Truth be 
told, most people take a passive approach toward 
their own privacy.  

Communications  
The first vulnerability is made up of a plethora of 
different media. These communication media can 
be classified into four basic types: calls, texts, chats 
and emails.  

Ordinarily, calls are made through traditional 
landlines or mobile phones. However, with the 
emergence of improved technology, making calls 
over the Internet is possible—and this is where the 
problem looms.  

Most applications (apps) that allow calls using the 
Internet are unencrypted. This means that anyone 
who has intercepted the signal can, therefore, listen 
to what should be a private conversation.  

Furthermore, there has been a recent upsurge in 
telephone apps such as Google Voice,3 Tetra4 and 

Otter5 that allow users to record and review all the 
transcribed calls they made. 

As with all quality-of-life apps, this ability to record 
and review all calls is a double-edged sword. It 
provides users with more convenience, but it also 
exposes their privacy and information to data 
breaches.  

Text and chat messaging apps such as Facebook 
Messenger and Skype create a predicament that is 
similar to Internet calls in that they are also usually 
unencrypted and, therefore, easily readable by 
anyone who intercepts the signal. These come with 
the added issue of being readable by default, unlike 
a call, which needs transcription.   

The last vulnerable medium of communication is 
email. This vulnerable medium is especially 
infamous for being the target of many a hacker.  

Many hackers have actually switched their targets 
from computers to humans.6 This is because 
humans are easier to fool.  
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Most email-based attacks are executed through 
phishing and its variants.7 This is where hackers 
utilize psychological strategies to get users to click 
on malicious links that contain malware. In fact, it 
has been found that 92.4 percent of malware is 
delivered through emails8—that is nothing to 
dismiss.   

Phishing aside, newer, more dastardly tactics have 
recently been revealed to the public. Bad actors can 
send victims an email with a link that stealthily 
turns their computers into cryptocurrency mines.9 

Wi-Fi, Browsers and Search Engines 
Web browsers, Wi-Fi networks and search engines 
are by far the most common privacy vulnerabilities.  

Most hackers wage man-in-the-middle (MitM)10 
attacks by intercepting a user’s Wi-Fi signal. Once 
intercepted, the hacker is then free to view and log 
any and all unencrypted information that courses 
through that signal. These attacks are most 
common in areas with free public Wi-Fi, for 
example, coffee shops, hotels and waiting areas.  

That said, public Wi-Fi is a privacy risk even without 
MitM attacks. This is because a user never knows 
who set up the network and what data they log.  

Public Wi-Fi aside, even private home Wi-Fi is not 
100 percent safe. Home Wi-Fi networks are still 
vulnerable to KRACK attacks11—despite using the 
most secure encryption protocol, WPA2.  

Internet browsers are yet another privacy 
vulnerability. A study has shown that Internet 
browsers are not 100 percent safe from malware.12 
The study shows that out of all the browsers, the 
top three browsers—Edge, Chrome and Firefox—
proved the most secure.  

That said, most Internet browsers are not set to the 
most private settings by default. They also keep 
track of a user’s Internet traffic. The organizations 
behind these Internet browsers are not the only 
ones keeping track of Internet traffic, as even 
Internet service providers (ISPs) and websites do 
the same without suffering repercussions from the 
law.  

On the subject of tracking, even search engines may 
be doing the same thing. This is why users may find 
it surprising that ads for certain items or services 
they searched for constantly haunt their screens 
despite their already having navigated away from 
the advertiser’s home site.  

Tracking Internet traffic comes easily to hackers, 
ISPs and websites because of the way Internet 
searches work.  

Every time a user types in a search word or query, 
the Internet browser makes a request to a Domain 
Name System (DNS) server. This request has to 
initially pass through the ISP before it makes its way 
to the proper DNS server. Once it reaches a DNS 
server, the latter searches through all the domain 
names on its list of IP addresses until it finds the 
correct IP address.   

The websites visited also place cookies in the 
browser. These cookies do many things, including 
keeping track of the items in an online shopping 
cart or remembering the preferences chosen for a 
site. However, these cookies can also track Internet 
traffic.13 

AI Assistants  
The latest and perhaps the most potentially 
dangerous privacy vulnerabilities are artificial 
intelligence (AI)-driven smart assistants. These AI 
devices not only know what the organization 
deploying them knows, but they also learn by 
themselves.  
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These AI assistants keep waiting and listening for 
users to say keywords or phrases that activate 
them. They start recording the user’s query once 
they hear the keyword or phrase. This recording is 
then sent to the servers of the enterprise that 
deploys them.  

While the AI assistant is waiting for its servers’ 
response, it analyzes the query itself. If it 
determines that the query is something it can do 
locally, such as turning on the lights or muting the 
music, it does so without the need for further 
instructions from its servers. It is only after it 
determines that it cannot do the query locally that it 
waits for the servers’ response before it continues.  

Once a query reaches the enterprise servers, an 
algorithm matches it with a list of known keywords 
and searches for the nearest or most similar 
keyword. It is basically matching the query to the 
command that it believes the user asked. These 
algorithms are not perfect, though, which is why 
sometimes they respond with “Did you mean ___?” 
or “I’m sorry. I can’t do that yet.”  

Smart assistants themselves can come with bugs 
that could cause a privacy breach if not found.  

In one case, a journalist discovered that his smart 
assistant had been recording sounds around the 
room despite him not even saying anything. He 
found that even tapping the wall beside it would 
make it start recording. The manufacturer 
acknowledged the fact that their device’s top button 
(which can also be used to initiate the device) 
would sometimes register “phantom touches,” 
leading the manufacturer to remove this function.14  

This presents a problem as there may be some 
conversations that users would rather keep behind 
closed doors. This becomes especially worrisome 
for users who are lawyers or medical professionals 
giving confidential professional advice to a client or 
patient and, most especially, for journalists or 
whistle-blowers.   

Specialized devices are not the only way that AI can 
jeopardize users’ privacy. In fact, the first AI 
assistants came in the form of Siri—the smart 
assistant developed by Apple. Some smart 
assistants come built into messaging platforms, 
such as Google’s Allo and Facebook’s Messenger. 
These AI platforms wait on every word of a 
conversation and come up with the best responses 
to the other person’s message.  

Another possible privacy issue is misuse. A smart 
home assistant acts as a hub for other smart 
devices in a home. It can access the door, lights, 
sound system and television if users allow it—and 
this is where things can get problematic. 

The device does not know which voice it should 
follow and which voice it should not. This is why a 
child may be able to make some unwarranted online 
purchases. This vulnerability in home assistants 
was even exploited by a parrot who ordered gift 
boxes through Amazon’s Alexa.15 Some ads have 
even been known to exploit this vulnerability to 
prolong their message long after they have been on 
screen.16  

A more serious situation arises when burglars trick 
a smart home assistant into opening the front 
door.17 They can do this without alerting users by 
using an ultrasonic speaker.18  

Bad actors may even access all the data on smart 
devices by gaining access through a malware-
infected laptop. These hackers could gain access to 
credit cards or bank information once a user has 
made purchases using a smart home assistant. 
They could also peer into a home if the smart 
devices have cameras built into them.  

Perhaps the biggest threat to privacy is that posed 
by governments themselves. The US National 
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Security Agency (NSA) can wiretap smart devices to 
spy on conversations. Couple this with the fact that 
individuals’ voices can be used to profile them,19 
and this means that they can find users wherever 
they are in the world from even the most minute 
information. The NSA has spied on people before, 
so it is not far-fetched to say that it may be doing it 
now. The US Federal Bureau of Investigation (FBI) 
has even asked Amazon to hand over audio data 
that may have been recorded by an Amazon Echo 
near a hot tub in a murder scene.20 The FBI may 
have already been spying on private conversations 
for years through cartapping, which is basically the 
act of spying on people’s cars through their built-in 
Internet-connected devices.21 

The NSA may be the most infamous example of 
mass surveillance through Internet-connected 
devices, but other governments have been linked to 
it as well. Germany was known to have used the US 
PRISM program (the same program used by the 
NSA) to aid in its operations in Afghanistan.22 
Mexico, in response to its finding out about PRISM, 
entered into agreements with IBM and Hewlett 
Packard to develop its own data-gathering software, 
which focused on social media and emails.23  

What to Do About It 
Users should determine if the mobile phone or 
messaging app they are using has a private mode 
or encrypted mode. Turning on this mode will 
prevent others from listening in or easily reading the 
transcripts of conversations. Facebook recently 
stated that no one can see encrypted messages—
not even the organization behind it.24  

Turning on encryption does mean giving up the 
convenience offered by the AI assistant waiting on 
a conversation. This is the price paid to ensure 
privacy.   

Next, users should use a fake email, especially for 
unsecured sites. If a site is unsecured, it will not 
have a green padlock and “HTTPS” before the URL. 
On that note, never trust public Wi-Fi and never 
access sensitive accounts—online banking, emails, 
social media—while on public Wi-Fi without an 
active VPN. 

It is important to use only the strongest encryption 
protocol possible on home Wi-Fi. This is currently 
WPA2—although it is still vulnerable to KRACK 
attacks. WPA3 was officially announced in 2018, but 
it is not required just to avoid KRACK attacks. Just 
remember to regularly install software updates 
when they become available. 

Perhaps the best action to take is getting the best 
VPN. This software provides an extra layer of 
protection against KRACK and MitM attacks. A VPN 
hides Internet traffic by masking the IP address and 
encrypting web activity. This encryption prevents 
hackers and ISPs from reading the data being 
transmitted and hiding the IP prevents websites, ad 
companies and bad actors from tracing users’ 
identities via IP addresses.  

Another way to boost the protection provided by the 
VPN is by foregoing the popular Internet browsers 
and using Tor.25 This browser wraps data in at least 
three layers of encryption and makes data “hop” 
through the IPs of other users three times before 
data reach the intended server. This means that 
data receive the utmost privacy on their journey 
through the Internet.  

Users who couple VPN and Tor with a privacy-
oriented search engine such as DuckDuckGo26 are 
well on their way to improved privacy and security 
from hackers, ISPs, ad companies and even spies.  

Last, and perhaps both the easiest and most 
difficult option, users can forego using any AI-driven 
device or service permanently. This is easy because 
all that is required is avoiding anything with AI. But, 
this is also what makes this choice so difficult as AI 
assistants make modern life easier and more 
convenient.  
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Whichever of these steps are followed, it ultimately 
boils down to what users value most: their privacy 
or convenience. 

At the enterprise level, employees who bring their 
own devices can be required to always have 
messaging encryption active, especially when 
dealing with enterprise business. If the organization 
instead requires the use of organization-issued 
devices, such devices can be preconfigured to use 
private messaging applications.  

A network firewall should be up at all times, and 
employees who are allowed to work while away 
from the premises should be required to use 
devices with an organization-trusted VPN service. 
Private email companies also offer their services at 
an enterprise level, so this could be a viable option 
for employees’ work email addresses. 

Finally, to protect against KRACK attacks, 
organization Wi-Fi usage rules should be amended 
to include mandatory use of organization-trusted 
VPN services even when connected to wireless 
networks on the premises. Also, patches and 
updates to access point software should be closely 
monitored and promptly installed. 

Similar to the issues users must consider when 
deciding how to protect their privacy, an 
organization’s use of any of these suggestions, 
ultimately, depends on the organization’s policies 
and data protection requirements in its jurisdiction. 
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