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Survey Study 

The main source of empirical data in this study came 
from interviews; its structure was designed based 
on the Zachman Framework.3 It is a framework for 
enterprise architecture that provides a formal and 
highly structured way of viewing and defining an 
enterprise with six-by-six matrices.4 The six layers 
in the framework are planner, owner, designer, 
builder, subcontractor and functioning enterprise/
the system. This article focuses on the first layer, the 
planners view or the scope level, and the six-column 
interrogative questions,5 which are:  

• What?—Addresses data or assets 

• Why?—Addresses motivation 

• How?—Addresses function or processes 

• Who?—Addresses people or organizations 

• Where?—Addresses networks 

• When?—Addresses time lines

The aim of the questions is to gather respondents’ 
thoughts on these topics and identify the 
respondents’ understanding of the security audit.

The planner’s view or scope level describes the 
framework’s vision, mission, context, boundaries, 
architecture and constraints for the security audit.6 
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Information Systems 
Security Audit 
An Ontological Framework

The advancement of information systems and 
technology offers a vital benefit for businesses. 
However, it also brings ever-increasing challenges 
due to the existence of hackers, malware, viruses, 
cybercrimes, etc. Therefore, frequent and strong 
follow-up is required via regular information systems 
security audits. Nevertheless, the scarcity of 
professionals and the lack of well-suited frameworks 
in this domain are frequently cited as main barriers 
to success. The main objective of this article is to 
propose a simple and applicable information system 
security auditing framework to support practitioners 
in order to minimize the professionals’ requirements 
and simplify managers’ involvement in the follow-up. 

An information systems security audit (ISSA) 
is an independent review and examination of 
system records, activities and related documents. 
These audits are intended to improve the level of 
information security, avoid improper information 
security designs, and optimize the efficiency of the 
security safeguards and security processes.1 The 
term “security framework” has been used in a variety 
of ways in security literature over the years, but in 
2006, it came to be used as an aggregate term for 
the various documents, some pieces of software, 
and the variety of sources that give advice on topics 
related to information systems security, in particular, 
with regard to the planning, managing or auditing 
of overall information security practices for a given 
institution.2 

Although security is a never-ending process 
that requires continued follow-up, it is still in its 
infancy. Also, security audit is an unexplored area 
and requires a simple framework to guide the 
process. Hence, the need for a study followed 
by this proposed generic framework that outlines 
the main information for security audit tasks and 
responsibilities of auditors from the beginning  
of a project. 
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involvement of experts to identify assets and the 
organization’s security objective. 

• The second level of the framework depicts the 
measurements of severity of attack with the 
stated value of threats. Vulnerabilities and the 
underlying risk analysis for the required assets are 
explicitly described. Therefore, this level requires 
some trained personnel and/or an auditor’s 
involvement to perform the tasks effectively. 

• The third level of the ontology presents the 
required controls, which are shown as physical, 
administrative and logical controls for the 
business requirements (CIA and E²RCA²). 
In addition, eight step-by-step security audit 
processes and audit types are presented. This 
level of the framework requires some expertise for 
better achievement of the security audit objective.

Important Elements of the  
Proposed Framework

The underlying principle behind this ontology briefly 
describes the fundamental security concepts and their 
relationships. Therefore, the conceptual model defines 
10 main concepts, 21 subconcepts and more than 
20 relationships (figure 1). The main concepts are 
owner, asset, security objectives, vulnerability, threat, 
sources, attack, risk, control and security audit, but 

The Zachman Framework for enterprise architecture 
was used as a guide for conducting interviews with 
security experts and auditors to identify existing 
frameworks, framework components and thoughts 
on the subject. In addition to basic security concepts 
such as confidentiality, integrity and availability 
(CIA), and asset efficiency, effectiveness, reliability, 
compliance, accountability and authentication 
(E²RCA²), threats, vulnerability, risk and controls 
are presented in an ontological structure, which is 
formalized through the use of the World Wide Web 
(W3C) standard web ontology language (OWL)7 for 
modeling. The developed security concepts on the 
ontology have been properly defined and related in 
a hierarchical base. Further, the overall ISSA activity 
is proposed to be performed using eight audit steps 
which are defined in the framework. 

Proposed Ontological Framework

Ontology is a collection of concepts that represent 
higher-level knowledge in the knowledge hierarchy in 
a given organization.8 An ontological structure helps 
us understand specific domains because the class 
hierarchy of ontology is similar to the way human 
beings store knowledge. Nowadays, ontology 
is widely used to describe a specific domain’s 
knowledge and to achieve reusability and sharing 
of knowledge that can be communicated between 
humans and applications.9 To make ontology 
available to information systems, various ontological 
languages have been developed and proposed for 
standardization. The most popular is OWL, which 
has been standardized by the W3C consortium10 
and has been adopted in this ontological structure. 
Concepts learned from the review of literature and 
the survey study led to the proposed ontology 
outlined in this article. The security ontology 
framework developed consists of three major levels 
(figure 1): 

• The first level illustrates the organization’s 
assets and its security objective. In this level, 
the auditor or the responsible organizational 
bodies is able to identify asset owned by the 
organization and their categorization, based on 
security objectives or assets properties of CIA and 
E²RCA². This framework level does not require the 

    Ontology is 
a collection of 
concepts that 
represent higher-
level knowledge 
in the knowledge 
hierarchy in a given 
organization.
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Figure 1—Proposed ISSA Ontological Framework 

 

Source:  S. G. Kassa. Reprinted with permission.
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Framework Components Defined 

It is important to describe some of the terms 
and concepts used in the ontological structure 
presented.

• Owner—The person or entity that has been 
given formal responsibility for the security of an 
asset or asset category. This does not mean that 
the asset belongs to the owner in a legal sense. 
Asset owners are formally responsible for making 
sure that assets are secure while they are being 
developed, produced, maintained and used.11 

• Asset—Any tangible or intangible resource that has 
value to the owner of the organization or entity,12 
such as information, data, software/applications, 
operating systems, hardware and people. 

• Data—A collection of all financial and nonfinancial 
facts, records and information that is highly 
important to the operation of the organization. 
Data may be stored in any format and include 
customer transactions and financial, shareholder, 
employee and client information.

the relationships among components are described 
based on these fundamental concepts: 

• An asset is something of value owned by 
organizations or individuals. Some assets require 
another asset to be identifiable and useful. An 
asset has a set of security properties (CIA) and 
needs to address the additional properties of 
E²RCA², the security objective affected by both 
vulnerabilities and threat sources, and threats 
originated from threat sources and exploited  
by vulnerabilities. 

• Vulnerabilities and threats increase the likelihood 
of attack, and the higher the value of an asset, the 
more likely it is to be targeted by an attack. More 
severe threats and vulnerabilities make incidents of 
attack more severe, and more severe attacks lead 
to more substantial risk. 

• This risk is mitigated by controls, which are 
administrative, logical and/or physical. Controls 
help mitigate risk, but to make the control of risk 
practical, proper security audit processes should 
be used (i.e., the eight audit steps). 

• The existence of proper security should be 
checked and assured by internal and external 
security audits and controls and should have 
preventive, detective and corrective properties. 
Hence, security auditing is not a one-time task; it is 
a continuous process (regular or random). 

• The implementation of control mechanisms helps 
to reduce threats, block the source of threats, 
protect security properties, protect vulnerabilities 
and keep assets safe by implementing different 
concepts to assess risk and detect attacks. 
Owners of an asset wish to minimize risk; 
therefore, they must be aware of the sources of 
threats and vulnerabilities. They then need to 
impose different control mechanisms to prevent 
threats from the source and/or detect breaches 
and mitigate damage after an attack has occurred.
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• Risk—The likelihood of harm occurring, combined 
with the potential severity of an event, to produce 
a level of risk or risk rating.18

• Control—Any administrative, management, 
technical or legal method that is used to manage 
risk. Controls are safeguards or countermeasures. 
Controls include things such as practices, policies, 
procedures, programs, techniques, technologies, 
guidelines and organizational structures.19  

• Audit process—A step-by-step procedure to 
achieve the security objective of an asset. 

Achieving Security Objectives

Based on the results of the interviews with 
professionals conducted in preparation for this 
article, it can be concluded that, in order to achieve 
the required security objectives of an asset, the 
following eight steps are recommended.

Step 1:  Preliminary Audit Assessment
In the first stage of the audit process, the auditor is 
responsible for assessing the current technological 
maturity level of a company. This stage is used to 
assess the current status of the company and helps 
identify the required time, cost and scope of an 
audit. To assess the company’s maturity level, it is 
necessary to identify the status of the 12 minimum 
security requirements:20   

  1. Security policy and standards 

  2. Organizational security 

  3. Personnel security 

  4. Communication and operation management 

  5. Asset management

  6. Physical and environmental security 

  7. Access control 

  8. IT systems development and maintenance 

  9. IT security incident management 

• Containers—The place where an information 
asset or data “lives” or any type of information 
asset (data) is stored, transported or processed.13 
Containers are categorized in four types:  

1. Systems and applications 

2. Hardware

3. People

4. Other containers

• Security objective—A statement of intent to 
counter specified threats and/or satisfy specified 
organizational security policies or assumptions.14 
It is also called asset properties or business 
requirements, which include CIA and E²RCA². 

• Vulnerability—A flaw or weakness of an asset or 
group of assets that can be exploited by one or 
more threats. It is a weakness in the system that 
makes an attack more likely to succeed or a defect 
in a process, system, application or other asset 
that creates the potential for loss or harm.15  

• Threat—An unwanted incident that may result in 
harm to a system or organization.

• Sources—Either intent and method targeted at 
the intentional exploitation of a vulnerability or a 
situation and method that may accidentally trigger 
a vulnerability.16 The sources or origins of threats/
hazards include physical, natural, human, technical 
and administrative, among others.

• Attack—Any attempt to destroy, expose, alter, 
disable, steal or gain unauthorized access to or 
make unauthorized use of an asset. An attack 
should lead to a security incident, i.e., a security 
event that involves a security violation.17

• Severity—The level of harm that may occur as a 
result of exposure to or contact with a hazard. This 
may be referred to as the reasonably foreseeable 
worst-case injury.

Enjoying
this article?
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systems; it can be defined as a process of identifying 
risk, assessing risk and taking steps to reduce risk 
to an acceptable level, where risk is the net negative 
impact of the exercise of vulnerability, considering 
both the probability and the impact of occurrence. It 
is, therefore, necessary in an audit to understand that 
there is a payoff between the costs and the risk that is 
acceptable to management.23  

Step 5:  Identify Technical and Nontechnical Audit 
Tasks and On-site Examinations
Identifying technical and nontechnical audit tasks 
helps with assigning proper expertise to the specific 
case. On-site examination is the assessment of the 
company’s business operations and the state of 
its property by examining securable IT assets and 
infrastructure based on its executed contracts. “The 
technical audit on-site investigations should include 
performing scans with various static audit tools. 
These tools gather a vast amount of information 
based on their pre-programmed functionality.”24 
Physical audit evidence is generally more reliable 
than the representations of an individual.  

Step 6:  Identify Existing Controls and Gaps  
From the Required Controls
At this stage, the auditor assesses the existing 
controls for each asset and checks the gap from 
current status to the maximum possible security 
implementation stage. This reveals the remaining 
possible actions to minimize the identified risk of  
the company. 

10. �Disaster recovery and business continuity 
management 

11. Compliance 

12. Risk management of that specific organization

Step 2:  Planning
After proper assessment of the maturity level  
of a company, the auditor should plan to audit  
the company based on the information found  
in the first step. There are three main benefits of 
planning audits:  

• It helps the auditor obtain sufficient and 
appropriate evidence for the circumstances. 

• It helps predict audit costs at a reasonable level. 

• It helps assign the proper manpower and time line. 

• It helps avoid misunderstandings with clients.

Step 3:  Identify Efficient Security Audit Tools  
and Techniques
Audit processes are supported by several  
computer-aided audit tools and techniques 
(CAATTs). The purpose of the overall audit tool 
identification is to develop an effective response 
to the risk. CAATTs can be defined as any use 
of technology to assist in the completion of an 
audit.21 This broad definition includes using basic 
office productivity software such as spreadsheets, 
text editing programs, traditional word processing 
applications, automated working papers, and more 
advanced software packages that can be used by 
the auditor to perform audits and achieve the goals 
of auditing.22   

Step 4:  Threat, Vulnerability and Risk Assessments 
At this stage of the audit, the auditor is responsible 
for extensively assessing the threat, vulnerability and 
risk (TVR) of each asset of the company and reaching 
some specific measure that shows the position 
of the company with regard to risk exposure. Risk 
management is an essential requirement of modern IT 

    Auditing is a systematic 
independent examination of 
information systems, in a continuous 
search for compliance.
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• Implementing risk mitigation techniques using 
various control strategies.

Conclusion 

Auditing is a systematic independent examination 
of information systems, in a continuous search for 
compliance. Therefore, it requires a simple and 
applicable framework for use by professionals. 
Based on research conducted for this article, the 
author proposes an applicable framework for 
organizations’ information systems security  
audits to help managers, auditors and stakeholders 
manage the security auditing process from 
beginning to end. 

In an era in which professionals with appropriate 
expertise are scarce, it is important to find approaches 
that minimize their efforts while maximizing results. 
The proposed single, unified framework helps ensure 
effective management of the complete security audit 
process through a three-tiered method that supports 
the efficient allocation of labor. 
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