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NETWORK

Nickson Choo

Q: As arisk and governance professional, how do you
believe your background in IT audit has supported
and guided your career to date?

A: 1 believe my background in IT auditing gave me
the foundation to help my clients identify process
improvement opportunities and system controls
expected within each system. In addition, being an IT
auditor and knowing all the risk factors also helped
me appreciate the nature of the client business better.

As I have progressed in my career in the risk advisory
services, my background has allowed me to better
advise and guide my clients toward achieving their
business objectives while balancing the costs and
benefits of good controls. I have learned that in

this world where we are increasingly dependent on
technologies to assist us, the principles I have learned
from being an IT auditor have allowed me to better
assess any given technologies.

Q: What do you see as the biggest risk factors
being addressed by governance of enterprise
IT (GEIT) professionals? How can businesses
protect themselves?

A: One of the biggest risk factors we face is really
from the cybersecurity realm. Companies are
regularly reacting to threats and cyberattacks. This is
especially true in Malaysia and surrounding regions
where political sensitivity is at an all-time high within
each country and even between countries.!

Other key threats include protection of business
information as we have seen leakages of crucial and
sensitive documents and communications being
published online causing untold embarrassment

and public relations nightmares for businesses.
Increasingly, companies need guidance and assistance
from IT professionals to be able to protect their
businesses against such threats without disruption to
their operations and business objectives.

Q: You first moved up the ranks in IT audit and then
transitioned into risk management and governance.
For someone new in their professional career or
someone looking to make a similar transition, please
describe how you have made these changes and
adjusted to new roles.

A: My number-one piece of advice to anyone who
wishes to pursue a similar career path is to join
ISACAZ®. To be successful in this industry, you need
to stay up to date on the latest in the industry and

ISACA provides excellent resources in this area. In
addition, ISACA certifications are sought after and
provide that needed assurance of your skills and
knowledge to employers and clients.

I have been a member of ISACA for more than 15
years, and the local chapter has provided me an
excellent platform from which to network, interact
and exchange ideas with my peers. The continuing
professional educations programs in place have
been key to developing and enhancing my skills
and knowledge in IT audit, risk management and
governance.

Q: Having begun your career in IS audit, how do you
think the role of the IS auditor is changing or has
changed? What would be your best piece of advice
for IS auditors as they plan their career path and look
at the future of IS auditing?

A: 1f you are starting off as an IS auditor, I would
say that you have made the right choice. This
profession is highly sought after and will continue

to be in high demand as a result of society’s and
businesses” dependency on technology. An IS audit
world will no longer be confined to just auditing a
core business system, but will open up to include
mobile devices, cloud-based systems, Internet devices
and multiple storage sites. Undoubtedly, the required
skill sets and expectations of an IS auditor will
increase significantly but, of course, the rewards and
remuneration will increase proportionately as well.

Q: What has been your biggest workplace or career
challenge and how did you face it?

A: 1 guess the biggest workplace challenge I have
faced is the lack of good IT audit resources. Although
we have lots of IT graduates each year into the
market place, they lack the required skill sets and
knowledge required. ISACA is trying to accelerate
this process by introducing a model syllabus, forming
ISACA student groups and appointing academic
advocates at selected universities. All of these efforts
will help create graduates who are able to quickly
integrate into businesses and help fill the shortage of
IT audit resources.
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) WHAT HAS BEEN, OR DO YOU ANTICIPATE BEING,
THE BIGGEST COMPLIANCE CHALLENGE IN 2015?
HOW WILL YOU FACE IT?

Cybersecurity. Every business must have a program
in place to periodically assess its security posture
and continue to invest and upgrade its hardware and
technologies to reduce risk in this area.

) WHAT IS YOUR FAVORITE BLOG?
Dilbert. It is awfully funny and sometimes
seemingly meaningless, and yet it can
mean so much.

() WHAT IS ON YOUR DESK RIGHT NOW?
e 3 powerbanks (one can never get enough of them)
¢ An external hard disk drive (encrypted of course)
e My trusted iPhone
e A tray full of old IT-related magazines

() HOW HAS SOCIAL MEDIA IMPACTED
YOU PROFESSIONALLY?
LinkedIn has helped me to connect with other
similar IT professionals, as well as identify and
connect with existing and potential clients.

() WHAT IS YOUR NUMBER-ONE PIECE OF ADVICE
FOR OTHER RISK PROFESSIONALS?
Join ISACA and keep yourself updated. The
day you stop receiving updates on what is
happening in the industry is the day you start
becoming obsolete.

() WHAT IS YOUR FAVORITE BENEFIT OF YOUR
ISACA MEMBERSHIP?
The local chapter networking events. The ISACA
Malaysia Chapter has some of the best and most
fun networking events around.

) WHAT DO YOU DO WHEN YOU ARE NOT AT WORK?
When | am not at work, | am kicking up dirt on a
golf course somewhere and trying hard to be a
better golfer.
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